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>> 
>> 
>> 
>> 
>> 
>> Hello. Do the next gen guys want to make their way up here? Do we have enough chairs for you? Is Minh? On the line? If everyone could take their seat so we can get started, please. It's always a drop off after lunch. And can we get Minh up on the screen, please. Our virtual participant. So this is a session, Building the Digital Duty of Care Act, multi-stakeholder responsibility in practice. This is work that was done by what we call the next generation cohort, and it was a little bit of happen stance in that Jordan Carter, who was working for Outer at the time, had a brief conversation with Minh, who we will have up on the screen soon, about doing some work with the next generation task force. Minh and Jordan had a conversation. Jordan said, "Send me a proposal." Minh and Thomas put a proposal together, which was excellent I have to say. And we kind of narrowed that down and went to the steering committee and worked out what we could actually do. I think at the end of the day what we have here is a really good product, so congratulations to all of the cohort. And to Minh and Thomas for your leadership in this. And it's a little bit timely. I didn't realise that the government was closing their comments today, but perhaps we'll have a conversation among the steering committee to see if there's no objection to you guys splitting this as a comment if that's what you want to to, because it's your body of work. So with that, Minh, I'm hand it over to you, and we look forward to your session. 
>> (SPEAKS OTHER LANGUAGE) Speaks hello, can -- 
>> Hello, can everyone here me? Perfect. Good afternoon, everyone. As you have all probably seen net headlines over the past few weeks, Australia has once again stepped up our online safety regulation, but this time it is not a simple, dare I say blunt force restriction of access anymore. This time we're asking what is a duty of care for digital service providers to the people using their technology and how can we actually enforce it. 
>> My name is Minh and over the past six months I have had the great privilege of chairing a policy task force convened under the Australian Internet Governance Forum to explore that very question, and the combination of this work, it's the publication of our first ever report which you can all access through the auIGF website. Our report focused mostly on the service providers as we want to give them a clearer picture of what the government's current position means in practice and how can they prepare as the policy continues to take shape. But one thing has defined our discussions from the very beginning. That policy is only a base line and to fully realise the potential of a digital duty of care, every one needs to step up. Speaking on behalf of the task force I think the ambition should be much bigger than just compliance. As this is our opportunity to build an ecosystem as the technology is offered as the core sign of the technology and it can be a competitive advantage. Of course industry and service providers must take the lead but there is a role for all of us here in creating more enabling conditions with checks and balances for that leadership to work. In a sense, the composition of our task force membership is evidence of what that ecosystem can look like. We are a team of interdisciplinary early career professionals, bringing together our lived experience as digital natives but also with knowledge from start-ups, innovation, research, community impacts and public policy. 
>> But as capable as we are, the next phase of this work cannot be written by just one task force or one regulator or one sector alone. And that is why this session really is for you, all of the audience at the forum today. How do you see you role in this? Where are some of the gaps and challenges? What do we need to build around this policy to turn a duty of care on paper into an actual safer digital environment? 
>> Now, my talented task force members will take over from here, but I cannot wait to hear all of the amazing insites that you will all bring to the table. Thank you so much. 
>> Thank you very much, Minh. So, good afternoon, everyone. My name's Alice and I have been somewhat forcefully volunteered to moderate this session with 10 minutes notice, so please ask questions with kindness in your heart. 
>> So, I'd like to introduce all the amazing task force meshes that we have here with us today. This is only part of the group, not everyone could make it THAAD. But we all come from completely different backgrounds, we're all off studying, working in completely different fields so it's been a really incredible opportunity to all come together for across our different sectors and to learn from everyone and get to know all the aspects of this digital duty of care law. We've been pulling together this report on the digital duty of care law. In our spare time, we've been working in it during our lunch breaks, evenings, weekend, we spent a whole day on the long weekend on a long Zoom call together so I think it's been a really great experience for all of us to learn from each other. I might start off with introductions. My name is Alice Dolin and I work as a youth advisor and policy advisor at the national association for prevention of child abuse and neglect. My area of interest is really in how to build an online world that helps contribute to an Australia and a world that's free from -- from child maltreatment and sexual violence. Excited to be here. 
>> I am Elizabeth Pollard, I work as a graduate officer at outer but I've been working in it. My area of internet is government I've been involved several internet government iniative. I'm co-chair of the drafting committee for the regional Auger and I have participated in a program which the internet governance academy nor Asia-Pacific. 
>> My name's Oates, I'm in my final semester of a double degree of computer politics and science here in Canberra at the ANU. I wear a couple different hats alongside that. Speak in my personal capacity but I'm also a member of the linus Australia government's and chair of the youth council of the ACT. 
>> My name's Priya Virdee-Hero. I am nearing the end of my law degree at QUT, Queensland University of Technology but I'm based in Victoria. I have recently come to the end of my term with the eSafety commissioner's youth council, and I spend a lot of my time outside of that advocating and consulting in the gender equity and sexual and domestic violence prevention space. 
>> Hello, everyone, my name is Chelsea Adams, I use she her pronouns. I'd like to acknowledge the Ngunnawal and Ngambri people who are the traditional owners of the lands that we meet on today. My background, I am a former UNICEF Australia young Ambassador for digital safety. I am a current youth councillor with the eSafety Commissioner. My particular focus previously has been looking at how children and their mental health and wellbeing have been impacted by the new social media minimum age legislation, that was a lot of the work that I did at UNICEF. But now I have sort of been moving into the broader internet governance space. Outside of that I'm a law international relations and languages student at the ANU, and an avid dancer as well. 
>> A real wealth of experience across everyone in this task force. I think it's exciting to have so many amazing young people here with us. The way the rest of this session is going to run is firstly we're just going to go through and talk a bit about the report that we have put together and some of the key recommendations we're each interested in and want to a share with you. After that we really want this to be a bit of an interactive discussion so we'll have some discussion questions to prompt both us up here and for all of you to participate as well. There's a microphone at the room or we'll have an option so you can also type in the answers as well. We really would like everyone to participate and hear all of your thoughts, hear all your questions, throughout this discussion. Firstly we thought it would be nice for us to go around the room and share one of the recommendations from our report that we any is particularly important in the design of the digital duty of care law. I'll kicks us off. The first one na I was particularly interested in, we stressed the importance that digital service providers need to assume that all their digital services are gonna be accessed by children and young people including children and young people under the age of 16 even when you may have social media minimum age reinstructions or other restrictions in place, that means those 16 -- under 16s shouldn't be on there be you should assume the young people will get around these restrictions and bans and design accordingly. Since we have been -- we have been drafting this report there's been research that's come out, you maybe familiar with eSafety's report when they looked at three months on from the social media minimum age restrictions what's actually happened and we saw there that there has been a reduction in young people accessing social media, but perhaps a bit of a small one, I think it went from 52% of children under the age of 16 having social media account so down to 42%. While it does have an impact there's still plenty of young people getting around these systems so you have to design your services to assume there's young people that will be there. Given the - that these fans -- age bans havely.ed effectiveness you need to make sure that child safety is done in bit of a multi-layer approach, with the early intervention but also having a where children and young people are still existing. We any that what that looks like is to improve the safety features online for all people because we don't want to be designing our laws in a way na just assumes social media or whatever other digital service is inherently harmful and the only option is to restrict it. There has to be ways to create it into a better, healthier option, we want to reduce that inadvertent exposure to harmful content for young people who are on there which will benefit adults as well. 
>> A priority that emerged from me during the drafting process was ensuring that any legislation that Australia puts in place related to this concept, doesn't incentivise service providers to instead withdraw from Australia rather than complying with the legislation. Much like the hypothetical discussed this morning we tonight want to create a situation where we create these laws with good intentions and it doesn't matter in the end because the products they were intended to apply for just pull out of Australia entirely, and ultimately the impact of that is felt by the end users more than anyone else and ensuring that that situation doesn't arise and we can strike a balance between protecting end users while also working with the companies that are affected and ensuring that they're not incentivised to withdraw from the Australian market. That was the priority for me. 
>> Yeah. One of the other recommendations that I have been asked to speak to was around increasing transparency of harm mitigation measures for users. I very much see this as treating these types of safety systems just like you would any other digital system. If I go and deploy say a database or some other kind of digital service, I generally have instrumentation in place to be able to measure - observe the system and use that information to end up improving the system in some way, shape or form. As users and sort of as the task force we discussed that we should be able to expect something similar from online safety mechanisms one way that might end up looking is that we should be able to ask queries like how many reports were actually acted upon or are there particular harms less common or severe after the platform provider has already sort of responded to these - to some of the these concerns. So the intent behind this is that users are able to understand like how the systems are protecting them. And also the researchers and regulators who are trying to assess the effectiveness of these types of policy interventions can actually determine whether the mechanisms are working as intended. 
>> I wanted to talk to our 6th recommendation which is around increasing meaningful, accessible and transparent user control over individual features of a service such as algorithm recommendation systems. This talkings to customising user experiences on new media platforms and it is touched on in the government's exposure draft where nay talk about user empowerment. And I believe probably very much supported by the recent teach us consent campaign that you'd be aware about called fix our feeds. And it surrounds the idea of an opt out function so you're able to choose between whether you want your algorithm to be made up of sort of a personalised feed based on your interests and the data collected from you on those apps or if you would like to opt out of that algorithm and only see cone tent that comes from accounts that you already follow. A key aspect of this recommendation that we see is -- as really central to it is this idea of maintaining accessibility and communication of this option. So, in the past there have been different attempts to regulate on this, and a lot of the time issues of avoidance and malicious compliance come up where organisations place the option to choose to opt out of algorithms in a spot that's really unhelpful or really hard to find or just unaccessible. Our focus is on making sure that platforms ensure that it's highly accessible to users and that the majority of users of those platforms are aware of the option to opt out. 
>> The recommendation that I have decided to speak upon is recommendation 4, which sort of implores service providers to build and expand their dedicated trust and safety functions now to handle all of those upcoming digital duty of care related requirements. The task force was sore of the discussing that while many large service providers and organisations that are developing new services have these trust -- and safety teams in place, na there has been reports of burnout, butting heads with development - developer management, especially in that AI chat bot space. Additionally, there are - the scope of digital -- a digital service provider in the new exposure draft is so broad that it encompasses many smaller tech companies m sort of open source software that may not have that dedicated team in place, and so we really emphasised that at the very minimum it should be on the prerogative - it should be the prerogative of the... Providers to get the people in now who understand how this umbrella kind of regulatory posture will within the next sort of couple of years 'cause I think once the digital duty of cares in -- in place there'll be lots of sublegislation and regulations under it that will emerge very, very quickly. Additionally we really wanted to make a point that there should be inclusion within trust and safety teams. It should be about people who understand the technology side of it but should really incorporate that multi-stakeholder approach sort of within organisations. I think - if you don't have the people that are prospectively using it and all of the kinds of people that are prospectively using all of the kinds of services actively thinking about understanding this new digital duty of care, then it's not gonna be implemented at the organisational level particularly efficiently oar particularly well. 
>> You think that - what you touched on just there about to broadness of the digital of care, weed that and that in our report as a strength and weakness in some ways. it's so broad, yes, it does capture all those small organisations that might not have well resourced compliance teams but the advantage is it means it allows a lot more flexibility and adaptable to individual contexts and avoids that kind of real - strong like regulatory burden on companies that we saw in perhaps the UK's online safety about that's a lot more prescriptive than our digital duty of care law and provides perhaps some of those safe harbours for companies to avoid being regulated. Anyway. Now we're going to come to a bit of a discussion. I might ask if Elizabeth can bring up - yes, Menti. This is a way that you can participate in the discussion. We do encourage you to please to come up to the microphone as well if you wasn't to ask questions about our report or the digital duty of care law or to comment on the questions up there but if you'd prefer to write answers that option is available to you by scanning the QR code. Yes, we welcome all discussion. While people are writing in answers I might throw it open to the rest of the Pam of how might digital duty of care look across different online services beyond just social media because it's easy for -- for us in this Russia of alleges to think just in terms of TikTok, Instagram but that's not it. It's a lot broader. What else does that look like? 
>> I think coming from an internet governance background it's interesting that the digital duty of care looks to cover the entire tech stack when a lot of what we talk about in the multi-stakeholder model is not having the responsibility of content moderation live with certain players within na stack. I think it will be interesting to see how those things kind of butt up against one another. 
>> I think that's very much an interesting point. I'm not sure whether people saw the news out of California a couple of months ago but there was a proposal there by their state legislature to essentially require age verification built into operating systems, and as a result of the way that it was worlded you had operating systems like Lyn or also an open port of Microsoft dos that would have ended up being covered underneath these regulations and so I think we very much when talking about implementkm these types of situations, that one where we're making sure that our open source communities are protected. They are after all one of the backbones of internet and that also around the drafting that we don't sort of run into issues where if you're spinning up a virtual machine for example that you're not requiring some poor human to sit there and check their ID when na operating a systems might only live for 15-20 minutes. Very much just need to make sure that we have the technical backgrounding. 
>> Is there a comment or question at the microphone there? 
>> Ky or everyone. May name's Anna McAllister, from internet NZ. I have a question for you all and keen to hear your perspectives as people who are digital natives as you said on the internet. I guess one of the kind of starting ethoses in the creation of the internet was this concern for use in terms of we're just the mail man delivering the mail and we're not concerned with what's inside of it. Do you think that - I guess sit your perspective that that, at its core, was a potential issue with the creation of the internet and their development or do you think that more relates to the economic models of platforms and how platforms now control kind of a large amount of what users interact with on the internet? 
>> I'm happy to jump in on this one. I think personally as someone who has grown up and kind of seen the change in how much internet, the internet has had in terms of daily functions of our lives I don't think necessarily think it was an issue with the internet at the outset but I think as the internet has developed to, you know, incorporate more of those really sensitive functions, you like, like you submit all of - you can get a driver's licence online, you can take your hazard perception test online, you can book your medical appointment and go, "Yes, here are my medical details", very much on-Palestine and also you can have very, very sensitive conversations, for example, with other people about all sorts of things online. I think as that has developed, you know, the idea of, like, "We don't really care about, you know, what's inside the content of each page", I don't think it's really grown with just the sheer amount of information that's shared online and also for the sheer amount of topics that are touched op, online especially as a digital native I know that a lot of the news that I consume -- consume, for example, is through - like an internet platform of like a mainstream news outlet but I not a -- know a lot of my friends only get news from social media so when it's forming your entire world view and the way you interact with others I think there needs to be a conversation of, like, sit harmful? Does that answer your question? 
>> Yeah. 
>> I might also jump in on that. Has the way the internet's been designed produced these harms? I think the short answer is yes. A lot of child abuse has been allowed to be perpetrated because of how the internet is designed. I don't think that conflicts with all of the important reasons that we want a free, open, anonymous internet as well, I think both these things can be true, and I think we have been able to work towards a balance between the establishment of the eSafety Commissioner, about a decade ago, the powers of the Australian Centre to Counter Child Exploitation from the Federal Police, they do amazing work in keeping children and young people safe online. The reality strong regulatory power that the eSafety has to force tech companies to take down harmful content. All of these things do really help in addition to their educational outreaches. I think teaching children and young people the importance of digital literacy, like the Australian Centre to Counter Child Exploitation. They've created picture bookings for how toddlers can avoid sexual exploitation online. There are really good ways you can create these safety mechanisms in really age support ways that support parents, carers and teachers to support children to safe online without necessarily compromising the fundamentals of how we have designed the internet but it's definitely a delicate balance because there are two very valid competing priorities going on this are there. 
>> I think one thought I have on this as well is the distinction between infrastructure providers or service providers or platforms. I feel I have seen that get blurrier over my lifetime. It's clear that most infrastructure providers shouldn't necessarily content with the content that their infrastructure hosts but when you have companies like Google and 3 owning the majority of places where content is shared online, it becomes blurrier about whether or not those platforms should be stepping in or whether they have now reached the level of being neutral infrastructure. 
>> Another question. 
>> So, historically, long time ago, duty of care was always a civil matter, until there was the civil liberties acts, similar bills, legislation, which kind of moved it into the Federal space, made it, you know, I guess more of a - also a criminal act, right? And then there's like fairly high bars on what can be actually, you know, where someone who has failed duty of care can actually be prosecuted criminally seeing as this digital duty of care act is also a legislative instrument, did you consider at all what, if any bar, there should be in the act for actual criminal prosecution? 
>> So what do you mean by "bar"? 
>> Like how negligent someone needs to be in order to be tried as a - like, for instance, manslaughter through, you know, driving offences or something like that, right? So, you know, we know that tech companies have, I guess done very inappropriate things with their platforms, in relation to children, and they did that knowing fully and willingly. Where should that line between financially liable and criminally liable be, if any? Is the question. 
>> I think at current, based off of my understanding of the most recent exposure draft for the digital duty of care, it's still very much in that sort of civil space that you sort of described, like the initial traditional duty of care before it was eventually sort of criminalised. I know that there are - like, a lot of the penalties, for example, are monetary rather thanks per se, like, strictly criminal. In terms of where we thought the bar was, I think we did kind of have a very brief discussion on this. It's hard to tell 'cause I guess the scope of who is a service provider or a host of, like, a service can look very wildly different, and I think the harms that can be perpetrated, for example, by a chat bot who is sort of speaking one-on-one request a young person about their mental health in a reality sensitive subject, like the level for harm is a lot higher thanks say, you know, an app that's run by, you know, an independent sort of news organisation where they're sort of like a comment function at the bottom where people can sort of experience their thoughts. I think in trying to impose one single bar for every single service provider, I think that would be a very - it would be an ongoing challenge. I think to me the aims of the digital duty of care are to get providers to assess their own risks and be accountable to those risks that are unique to the circumstances. I know that doesn't really answer your question but... 
>> I think, like, as well, it is more of a civil instrument, right? And I think that a lot of the criminal aspects will be sort of teased out more when there are more, like, judicial matters that play out. But one thing specifically in relation to sort of the enforcement of it, I know that in the exposure draft there is definitely an expansion of the eSafety Commissioner's powers. I expect that that will allow for a bit more tangible judicial outcomes in the space. But I think one of the biggest - or the biggest challenges with criminal outcomes is determining who is the perpetrator in these situations because there's so many different layers, right, in terms of the platform itself and the user who might have distributed harmful content or whatever has happened. 
>> I have tested that already, vicarious liability that says did they do out in, you know, in the - you know, their actual duties that they described and then, you know, it's essentially like, you know, the CEO or whatever who then becomes liable, right. But here's maybe a better question. Do you think somewhere that there should be some kind of level of criminal action that could be taken if someone breaches the digital duty of care act at solve level, whether it be, you know, a severe case or, you know, maybe the bar is a little bit different where it's relating to children. That's personal opinion. 
>> Yeah, I don't know if we have like a collective opinion on that. I think certainly something that we discussed at length is, like, I feel like what you're trying to got ate, in terms of it being largely civil in outcome, is that sometimes monetary outcomes or require.s aren't harsh enough. Like, that perhaps - I don't know if you're implying that things like jail time would make the legislation more... 
>> Well, fines are a way - intended to be a deterrent, right, whereas criminal action, you know, is often both a and also (INAUDIBLE). 
>> I don't think we have a coherent answer on that or a consistent answer I should say. 
>> OK. Thanks. 
>> Thank you. 
>> I might ask Elizabeth to flick to the next slide. Thank you, everyone, for popping your answers in there, that's so many different tech platforms and digital services that we could apply the digital duty of care to but I will come to the next question here at the microphone. 
>> Hi, I'm ANZ. I was wondering when you were putting together your report, have you found any other sort of laughs or regulatory bodies within Australia that you think could sort of itchment a duty to have care, like within existing legal frameworks. I know obviously the digital duty of care as its own thing is very new. Do you think we could have been making better use of existing tools to achieve it? 
>> I mean, one of the models that we sort of dug into a little bit was sort of around like let's sigh for all those WHS-type frameworks. So, whether the eSafety Commissioner is sort of up to task to take that on whether you need to look at it more around in what kind of context are you sort of deploying the digital duty of care? I am familiar - one of the unions recently reached out to - I think it was Apple, sort of asking around - having very specific sort of guaranteeings as to how their workers were going to be to end up being interacted with. So potentially - like that's an example of a digital duty of care that is sort of very much centred in a very particular application area. I don't know whether we necessarily had overall opinion on this, but I think a distributed model could potentially be one of the ways that you do that. 
>> Yeah. I don't think we necessarily discussed nit that much detail other than perhaps also I do remember we talked about comparing it to -- to the duty of cares that happens in much more like physical circumstances, like in school other settings where you do find children, that there's really extensive duty of care require.s for teachers and anyone else who works in these situations, and so - that there is probably easy precedence to take from there, that - we didn't discuss that in any huge amount of detail. Thank you. 
>> Thank you. 
>> We might wrap up on this question that we have up. Do you think the current draft legislation will achieve the outcomes you want? There are some comments coming in here saying that it will achieve some. That it's a start that, it will miss out on many things. I might put it to each of you. What's something you would really like to see come out of the digital duty of care legislation? Either in its current form or - it's only at draft stage, so a potential change that could happen. 
>> Yeah. I see that there's comment there about how community groups will end up meeting the requirements. I think that it's - I think that it's important that these sort of smaller organisations, whether they are open source projects or, like, a small or medium business, which doesn't necessarily have the same levels of resources as these big multinational corporations or even sort of the technical expertise, I think if we're going to end up getting a digital duty of dare and care off the ground that is going to end up being proportionate and effective across all these varieties of group we need to be careful how we scope. Once there is a scope in place we need to be able to have resources and support in place to help those smaller entities implemented effectively. 
>> I'll just be brief because we are coming up on time here but I just want to echo one of the comments on the screen there. It's a start and a precedent. I think that summarises my feelings about it. 
>> Yeah, I definitely agree. I think it's a step in the right direction in creating the regulatory attitude and the landscape to have more defined probablies or, you know, preventive mechanisms or reporting obligations for tech. I personally don't think it goes far enough. I am pleasantly - I guess I was pleasantly surprised to see in the draft exposure bill, you know, the decision to make algorithms opt out. Like, opt in. I mean they were previously opt out which was something Priya had previously touched on which for me and my personal experiences was a good thing. However, I really don't think that it goes far enough. I think it's really good in identifying, like, children, for example, and youth, and under 16 op social media has group that is are vulnerable to harm but I also think there are so many diverse groups of people, you know, who are particularly vulnerable to internet abuse and to cyber abuse, and I think without sort of further legislation or standards or codes surrounding that, that it doesn't really prevent online harm for those groups O I definitely think it's a start. However, I'll be eagerly awaiting further developments and more specific developments tailored to diverse groups of Australians. 
>> Yeah, I think from a practical perspective for me personally and for young people in the larger sense, the changes specifically in terms of agency, for users in general, in the exposure draft and also beyond what I am most hopeful about. I think in our eSafety youth advisory council, we had a chat one time and everyone got up there screen time, and I'm not at liberty to share that, but it was pretty alarming for all of us to look at how long we spend on these types of apps and how much time it might be taking away from our ability to do literally anything else, so I'm very hopeful about the agency that it's going to give back to a lot of us in terms of choosing to not be derailed by this content that is - it's selectively trying to grasp our attention. 
>> And just adding my two cents. To the question of will it achieve the outcomes that we want, I think there's so much that's going to be fleshed out in the course of legal precedents, eSafety's official advice and interpret of law, it's a bit hard to Noah at this stage but in some ways at the draft exposure did say that the digital services need to try to protect users not just under 16s but under 18s from things like eating disorder content, pornography, misogyny, all these things, and I'm willing to be convinced but this is doable but I also feel like good luck to whoever's going to have to try to define all that content in a way that can be meaningfully implemented. I think a lot of it is maybe we'll just have to wait and see. I'm sorry, we are out of time for this session but you can come find out in the -- out in the afternoon tea break A I might throw back to Minh if there are any closing remarks. 
>> MINH HOANG: Thank you, Alison. Thank you to all of my taskforce team representing us. There's nothing else much for me to add to the conversation, except to echo, I guess, the consensus in the room, which is DDLC, at this point, is pretty much a start, and obviously there's a lot of work to do in filling in some of the gaps around scope, around enforcement and effectiveness, impacts on different providers on the tech stack and how tech will obviously continue to evolve, as well as our response and assessment of the risk. We are still - even though we have finished our report - we are still open for business, in a way. So we'd still welcome any kind of contributions or collaborations, or if you would even like to give us feedback or any kind of work, you can obviously go and talk to any of the taskforce members or directly contact us. But, yeah, other than that, thank you again, everyone, for the opportunity to share our work, and hope to see everyone in the future very soon. 
>> (APPLAUSE) 
>> 
>> 
>> 
>> 
>> 
>> Thanks very much, everyone. I should have also mentioned that that session was sponsored by ICANN - so, thank you, ICANN. 
>> 
>> 
>> So we've got a couple of minutes before our next session, which starts at 3:00. Chris, if I could ask you to get your group up here so we're ready to go at 3:00, that would be great. 
>> 
>> 
>> 
>> 
>> 
>> ... 
>> 
>>... 
>>... 
>>... 
>>... 
>>... 
>>... 
>>... 
>>... 
>>... 
>>... 
>>... 
>>... 
>>... 
>>... 
>>... 
>>... 
>> If people can take their seats, we'll get started again. Thanks. 
>>... I think we're in for another impressive session, thanks to the younger generation. Particularly in my case. So, Future Voices for Australia's Resilient Internet. I'll hand over to Chris Buckridge, who is moderating. He can't have gone far. 
>> CHRIS BUCKRIDGE: Thanks, Donna. Thank you, everyone, for making it back. We have a great and interesting session now with three presentations from some Fellows that have been sponsored by auDA to be part of this auIGF. We're going to kick off just quickly with Michael Lewis from auDA, who's going to give a little bit of context to the program and to how we came to this point in time. So, Michael... 
>> Thanks, Chris. Just by way of bit of background on why we've got two in person and one virtual Fellow - auDA runs an internet governance academy, we call it Peaker Australia. We run it for about 40 youths across Australia and the Pacific region to teach them internet governance and how to start their internet governance journey. As the next step to that, auDA has started, after the last cohort this year, running a Fellowship. And that Fellowship is designed to help those alumni to continue their internet governance journey in a topic of interest to them, supported by some expert mentorship - one of those being up on the stage moderating this session. But one of the Fellows, Anastasia, is also supported by Naveed from ISOC. And they have done some research over the last few months, and they're here to talk to you about that research now, which we published after the auIGF - this is an opportunity for them to gather some more feedback. There's a QR code on the screen that links to the abstracts of their works. So if you want a short snippet of their work, jump on there and have a read of the abstracts. But with that, I'll pass back to Chris. 
>> CHRIS BUCKRIDGE: Thanks, Mike. We have three of these presentations. We have 45 minutes. It would be great if we can get some discussion and questions from people in the room. I think our speakers are going to have built in some time for that, but I'm going to have to be pretty ruthless with the timekeeping to make sure we get through all three. So, apologies if I cut you off. But hopefully it won't come to that. So we'll kick off now with Wendy Lam, whose presentation is on Input Without Influence: Multistakeholder legitimacy and corporate power in AI governance. 
>> WENDY LAM: Alrighty! Um, so with this planning review, we affirmed the cooperation between governments, private sector, civil society and the technical community is critical to the development of the information society. But that legitimacy sits in tension with the power asymmetries between those groups. Practical governance processes increasingly rely on a small number of corporate actors, so technical expertise and implementation, and firms like Microsoft, Google, al-Amazon and Meta - Big Tech - have become key decision-makers in that process. My research asks whether a multistakeholder approach can still balance that position against state sovereignty and the public interest in the context of AI governance. I argue that Big Tech has created significant structural barriers for legitimacy through infrastructural control and normative influence - but that multistakeholderism can still offer a path forward if we design deliberately for inclusion. The multistakeholder model rests on the idea that each group contributes something that the others can't. Governments hold public policy authority. Industry handles technical implementation. Civil society provides oversight and accountability. And the technical community maintains the interoperable architecture that everything else depends on. However, civil society is relatively disempowered here due to a lack of resources and coordination across some fundamentally diverse views. This actually allows governments and industries to invoke civil society engagement, without actually negotiating with it as an equal party. Governance looks more like industry self-regulation than genuine multistakeholder deliberation. AI governance actually intensifies this vulnerability. It compresses the deliberative timelines that allowed self-correction, while allowing a handful of firms on cloud and compute infrastructure needed to develop, evaluate and understand the systems being discussed. This is driven by three key factors. With institutional fragmentation, overlapping initiatives like the Bletchley declaration and the UN global digital compact, can actually diffuse accountability and invite foreign shopping. They're also largely voluntary and are concentrated among well-resourced jurisdictions. The UN advisory body has reported that 118 countries do not participate in any of these initiatives at all. With geopolitical concentration, most countries rely on AI infrastructure built somewhere else by a small number of firms, closely aligned with a single dominant state. Countries embedded deeper in that value chain tend to have more developed regulatory discourse, meaning that the debate about how to govern AI is disproportionately shaped by those with most gain to gain from a light regulatory touch. This brings me to the third point - a greater alignment problem. While internet governance coalesces around interoperability around a common goal that was about transcending geopolitical boundaries, AI has no equivalent North Star. This is a quote about the UN global dialogue on AI that happened recently, and we can agree that AI needs robust governance, but we actually cannot agree on what that governance is meant to achieve. "Without a shared objective, AI governance risks becoming an exercise in balancing national and commercial interests, rather than actually steering a common future that we would want." Big Tech does this by increasingly positioning themselves as indispensable providers, making stringent regulation appear too costly time pose. They also present themselves as neutral technical intermediaries and responsible experts, which allows them to drive their reform agenda through consultation, lobbying, and the public perception. And the EU AI Act is a clear example where sustained lobbying actually softens the requirements proposed. This form of regulatory capture raises a real question about whether the multistakeholder model can retain its legitimacy under these conditions. To answer that, legitimacy can be assessed across input, throughput and output dimensions. Input legitimacy is about who participants and on what terms. Under-resource states and civil society organisations face real barriers to participation due to a lack of technical expertise, language barriers, inadequate funding, or lack of outreach. Where participation is open but depends on capacity that only well-resourced stakeholders hold, input legitimacy is compromised before a decision even gets made. Throughput legitimacy asks how competing views get turned into rules and guidelines. Evidence used like safety benchmarks and evaluations is often produced by firms advantaged at the input stage. Stakeholders are working within an information environment where they get characterised, leaving actors with the least infrastructural power to actually absorb the cost of not being heard. With output legitimacy, it asks whether the process produces something that gets implemented. Many initiatives under AI for good fall into a paradox of participation where surface-level inclusion happens without the resourcing or structural reform required to transilate that into real influence. Even where agreements are reached, output legitimacy is questioned compared to what is there in the first place. So where does that leave us? The auIGF policy network on AI has called for global governance mechanisms to build on its existing structures, adopt an inclusive approach, and avoid process proliferation. And I think this is where Australia has a real opportunity to coordinate the current regime complex, which is a patchwork of initiatives happening at global level. Where Australia has a real opportunity as a middle power. We've got rules-based institutions, a strong research base, access to critical minerals, and proximity to key Indo-Pacific markets. We also face pressure to align with a US or China-led AI future. But that position gives us leverage to actually advocate for structural reform that neither superpower has an incentive to propose, and that less-resourced states lack the ability to advance alone. Some recommendations there. That means building things like power-balancing and lobbying transparency into the design of AI governance bodies from the outset, funding independent technical and evaluation capacity so we're not dependent on a single firm's infrastructure, resourcing under-represented stakeholders directly, and pursuing regional convergence rather than waiting for global sun census. Multistakeholder driven has real value and a track record of bringing together state and non-state actors together on global platforms, but retaining it requires central power as a central problem and not a background to be complacent to. Thank you. 
>>... 
>> (APPLAUSE) 
>> CHRIS BUCKRIDGE: Thank you, Wendy. AI is something I think we haven't really dug too deeply into today, but it's very much that question of AI governance is very fundamental. I'm looking around to see if there are any questions or reactions to the work that Wendy's presented here. Yep, please... I think this mic is working. 
>> I apologise for taking my jacket off. You talked about the Sao Paulo stakeholder model. Why do you think that's different in a multistakeholder engagement. We're coming up to 57 times we've said "multistakeholder" today. At the last auIGF, it was 12,000. Why is it different to the current option? 
>> WENDY LAM: I think 57 is a lot less than what I was expecting. I was using the Sao Paulo guidelines as a frame of reference because Australia has already made a commitment to bring that along into their multistakeholder work. It's currently principally the framework that is discussed most in terms of the multistakeholder approach to governance and what engagement at that level actually looks like. If given more time, I would have conducted a bit more research, looked into whether there were alternative models of stakeholder engagement that would make more sense for the AI governance landscape that we see today. I think that was principally based on the fact that those are the commitments that we've made in an internet governance context, and I still felt that they were applicable as we look at AI and further emerging technologies. 
>> CHRIS BUCKRIDGE: Thank you. Anyone else? No-one had any questions about whether we need to regulate to stop the 1 in-in-10 chance of extinction of the human race thanks to AI...?! (LAUGHS) 
>> Yep, Richie from the Digital Justice Society. Thank you for your talk. Really great. This harks back to that first session, where they were talking about government engagement and that there needs to be more of a coalition or a clarity coming from the civil society piece, as to how to resource it. And it's almost perfectly, you're like - that's the bit that's missing. I suppose, in my experience, I'm connected to quite a few tech people that have run a whole bunch of different community things and tried to engage with processes. And what I've seen happen in Europe is, as they've watched the US step strongly away from their stewardship of the internet, let's say, um, they've funded a lot more open source and a lot more investment in civil-society groups, and there is almost like the open-source-level innovation in their ecosystems. I think that's missing here, because it's like - those ecosystems don't see very little contribution from government and from companies. And where earlier, maybe in the 2010s, companies could afford the R&D person to go to the forum and get involved, ah, the whole system - the hyperacceleration of the system - is stopping that. So, I suppose my real question is - I can see, on the ground, that there's not big grant funds for open-source, there's not big grant funds for civil-society groups. Even W3C was here last year. When I spoke to them, they were like, "Oh, we can't see much support." So, how do we, um - how do we reframe it? How do we tell governments that it matters that this being underwatered, undernourished, is affecting them so much? 
>> Well, that is certainly THE question. I think it's always really tricky, and we see this in sort of national AI governance processes as well, where the question is - how do we get the right people at the table, and how do we actually fund that? I think, at some point, there's a lot about community groups and civil-society organisations mobilising and fall forming their -- forming their own coalitions to advocate for responsible AI development. But at some point, that gets a bit lost in translation in that it's not necessarily always rolled up to the government sort of step. That's something that's missing. In multistakeholder governance at the moment, most of those processes are multilateral. There are things like we can do - I think it will always be difficult but, looking at our regional partners and starting there and building regional convergence from that point, engaging with the global IGF and looking at the policy network on AI and the pilot leads program, there is a space for us to start. But I it's kind of tricky because there's no real good answer to this, and it's been decades of people putting their hat in the ring and trying. And I think... Yeah, I think it will always be tricky. But if we can get that right at a national level and we can slowly build that up from regional consensus to global convergence, I think that's the best chance that we have it. But... 
>> Great. And the last comment I'd say off the back of that is - I feel like, in other countries, I've seen them - countries that want a healthy democracy, those governments spend money on groups that make healthy democracy happen. And I think that this is a piece of our healthy democracy. So, I think funding could go that way as well. 
>> WENDY LAM: Absolutely. I think funding to democracy processes is probably going to be essential. Because there are a lot of people who have an interest in the way that AI's governed but not necessarily the same language that we might use at the auIGF, at AI safety forums. And I think it's important that we're able to draw those voices in globally and, when needed - whether that's through participatory forms of democracy like art or poetry, I think that's going to become increasingly important. And the stories that we can tell around AI governance is going to be increasingly important, and sort of - global powers go at it. 
>> Thank you. 
>> CHRIS BUCKRIDGE: OK. Thank you very much, Wendy. And we're still on time...! So, next up, we have a bit of a change of pace - certainly a change of topic. It's Anastasia Beasley with a topic very much aligned with our themes today - Measuring Resilience in Alternative Network Deployments. So, Anastasia... 
>> ANASTASIA BEASLEY: Thanks. Hello. I'm Anastasia. This is my fun little diagram. I also made a fun little comic book, if you want to read a Spider-Man zine about my research - I've made a couple of those I can give to you. Measuring resilience, if we take resilience as the ability of a network to provide meaningful connectivity under adverse conditions - um, I've sort of had a look at a couple of different ways that resilience is measured and compared, and there's, like, the big composite indicator - the Internet Society has the internet resilience index, which compares on like a per-country level, and that is a really beautiful piece of statistics that they've made, like, with lots of experts over many years. It's a very complicated thing that I wouldn't be able to replicate if I was just looking at a network that I'm deploying for my neighbourhood. So my question is - what's a good way to measure resilience, especially over the long-term, and taking into account sort of slightly more difficult-to-quantify forces like economics and climate change? What's a good way to sort of model that? What's a good way to measure that, that can be small and nimble enough that I can use it on a community network or an alternative network deployment? network or alternative network deployment. Community networks used to be sort of more exclusively a term that referred to a communally owned network, where everybody has an equal share in owning the infrastructure. Nowadays they're sort of talking more about community-centred connectivity solutions. Still not a huge for profit network like your Telstra or your Optus. But it might look more like someone in your village if you live somewhere very regional, has gotten together with a couple of other people, you I've written a grant, you've got some antennas and you're all going to sort of use that one person at your internet service The kinds of networks it's investigate really just very, very small internet service providers. Talking about meaningful connectivity and providing meaningful connectivity in adverse situations f you imagine you're a school student on an island in the Philippines, and you have to get - this is a diagram here that will help you visualise. Maybe on the mainland there's a fibre connection that goes to one island and then there's a wireless that link that hops over to another island and then from there there's another wireless link and it's like 4km to 7km at a time this wireless link before you get your connection of the internet to your island. That's extremely unreliable. I think I have a second version of this die General. Yeah. OK. The numbers represent the number of links that are kind of connecting each node. That's normal. Beautiful, I'm so glad this came up as an animal -- as an, animation. This network specifically, boat has go through it all the time. Large cargo ships will block the line of sight wireless connection. They also have typhoon season every year in the Philippines so these get knocked down conisn'tly or even knocked out of line. Those are the typhoons - gorgeous, gorgeous. Normal network modelling you'll do this, you'll literally draw a thing of what it looks like, what is connecting all of the parts of it and then you go, "OK, what are the threats?" If a typhoon knocks out that particular wireless link, what will happen? Your internet's completely gone through there are a few people in the village who are sharing a star link subscription so maybe you can make friends with them and get this internet that way. If you're a school on this particular island you have called called a local access cloud, LAC, a server that's attached to the network that hosts your learning management system so your grades and school material is accessible. When a storm takes this out, even if you only have your intranet, you still are meaningfully connected because you're able to use internet technology to get the information you need and connect in the ways that you need to. Bearing that in mind I was looking for a kind of flexible framework to measure resilience and measure it to a standard of meaningful connectivity not a standard of having super high speed, very wide band width to the entire world but just how resilient is your connection to do what it needs to do? I think it's important to be able to measure that in a way that encompasses some things that are often invisible in a pure topology map like this. Things like the social factors around this. Are you friends with those people who have access to star link and can you use that order a new antenna if you need to replace it? Maybe things like different threats and different protective factors, maybe some invisible costs that are part of that process. If it's just one person maintaining a network they're probably doing a lot of unpaid work as well. There are all of these little things that do contribute to resilience n a positive or negative way, that are very, very hard to measure and to model because you have sort of the technical model, which is easy to write down and draw and then you have all these other things that are operational factors and typically they're kept extremely splat. But I found a very beautiful piece of maths. It's called a dynamic basian model, fancy, but you can basically use it to incorporate more of a risk assessment thing that you would do for your operational factors. That incorporates more of your long-term financial sustainability and the likely impact of increasing frequency of natural disasters on your network and all of those risks, you can do a risk assessment that gives you a number between zero and 1 and use it in the same way that you would express the purely hardware things about the network O I was kind of hoping that by proposing this model and by trying to implement this way of measuring resilience, we would be able to get a fuller picture of what internet resilience looks like for networks na -- are very constrained in their resources. They wasn't add more redundancy, they can't get more computers and more links and everything in because, A, it's physically not possible and things are getting knocked down all the time and, B. Just expensive and not sustainable. So, yeah, they're the existing methods for measuring resilience are really great. Like I said, the ISAC one is great at a whole country level. There's purely technical methods are common but I have kind of proposed something na has a little bit of both and I'm hoping that not-for-profits who sponsor these kinds of alternative network deployments or even the people operating them might be able to use this method as sort of a long-term viability assessment and a way to make some of those forces that impact resilience a little more visible. Thanks. 
>> CHRIS BUCKRIDGE: Thank you very much, Anastasia. I'm guessing we have some questions in the room. Rohan, feel free to kick us off. 
>> thanks, Anastasia. My question is in your research did you find any relation between who are these networks, for example in the Philippines? Did you think competition between different operators could also be one thing to build resilience? My perspective, I am asking this question, is I grew up in a country town in India, and the network over there is excellent. Actually far better than Australia's major cities like Melbourne, and the reason why that happened - and I did a quick Google search now, it's of the competition. During COVID-19 there was a massive fierce competition among network operators who offer cheap internet and that led to huge network and infrastructure at lower prices. Did you also figure something that would be related to your research? Thank you. 
>> ANASTASIA BEASLEY: Yeah, thank you for that question. It's a really good question. In this network particularly in the Philippines there was no competition at all. It was not commercially viable for any network to be building things out there. But there were some other examples I came across, like in Kenya they have a particular licensing tier for community networks. If you're like a big network like Telstra, you have to pay all this money, do all there compliance stuff and it's expensive and time consuming number Kenya they have a licence that is way more accessible, easier to get, much cheaper just so someone will go out and start a business. Normally once that person has sort of established the market 'cause there's a lot of, like, education and sort of development stuff to be done along with introducing the internet 'cause often the introducing the internet for the first time in a place that didn't previously have it, once they've sort of got that business up and running, other telcos will come in - or, sorry, other internet providers will come in or sometimes they'll sell to a bigger one. For the overall connectivity to that area that is a really positive thing for the resilience. Maybe not a positive thing for the resilience of that specific internet but for if internet, connectivity to the village, yeah, competition is really a positive thing. I think that Kenyan model has shown quite a bit of success in the sense that it normally does lead to enhanced competition, whereas this one not so much. 
>> Thank you. 
>> ANASTASIA BEASLEY: Thanks. 
>> Hello hello. I was just wondering in terms of your future research direction and I guess the kinds of case studies of particular sort of states or regions that you would focus on, are you planning to sort of focus on similar archipelago areas such as the Philippine or so are you going to try and apply your network in other mote areas that have, like, different harms to see, like the resilience of your mapping strategy. 
>> ANASTASIA BEASLEY: Yes. There were a couple of archipelago places that I looked at in this research, and that's because it's a commonplace to find alternative networks because it is so hard to make something commercially viable in such an area. I guess in terms of future research, I think sort of the things that I have learnt through this process could be used on just about any network. It is a really flexible framework and the paper that I took this maths was, "You can also use this for trains", and literally any type of network you can do this type of analysis. I think it just is a useful framework for analysing risks, making things visible a, and I think it's like - yeah. I have kind of practised applying it to island settings because that's what people were chatting with me about, that's who I was introduced to. But, yeah, everywhere does have it own issues and once again going back to Kenya, I think, a person who has helped start a lot of community networks there, he is one of the people I chatted to about this and he was foliage is a big issue when making wireless networks. You'll buy Anaheim Ducks ten na that's been tested in -- tested in a lab somewhere and says it reaches 5km and it doesn't because we have trees in the way. I don't know, sometimes it's simple things but it does make a deference on the ground, yeah. 
>> Thank you. 
>> ANASTASIA BEASLEY: Thanks. 
>> I'm really glad that you have worked on the ISOC - IRI, the index. I was one of the person who worked on that platform and built that index. And the problem we had, and still is, that if you try to use a model and try to extrapolate Globally it doesn't work and that's the problem, with the basian system model as well. Have you triedism. same model elsewhere and see how far you were from the existing model? This is where the main logic comes in place, because the example you gave, some are... In certain areas and certain environment. You can't just use nit any other environment and expect the same outcome. Have you tried implementing Italia elsewhere? And happy to work with you on that. I do not work for ISOK anymore, there is someone there but happy to give you more details on how we goat to got on with that portal. 
>> ANASTASIA BEASLEY: That would be fantastic, yeah, I feel I need some help with this. Yes, it doesn't work to take exact same thing and implement it somewhere else. I think what I like about the model is you the choose the factors meth relevant to you and your network. For example, there's another alternative network in Melbourne that's been implemented by another tech, it's called the low res pleasure. That's people in their houses with pies attached to battery packs and they have this sort of back up community internet. I would not be including typhoons in any analysis of that. I have never seen a typhoon in Melbourne and I hope I never do. But you can sort of choose - the information that you have access to, the concerns that are most on your mind, the things that you already know you face the most in your area, you would like put those into this model be your modelling - yeah, absolutely you couldn't do it on a Global scale. I think you could do it on a biggish scale and get a model that's not specific but would help you almost as a structured thought exercise, help you identify more risks, help you see dependent loops and things. But, yeah, I think it's like this basian network thing, it's not very mistake 678 -- specific. It's like an overview and you use it to analyse the things that are relevant to you. 
>> CHRIS BUCKRIDGE: We have one more question, and I encourage you both to be concise, please. 
>> ANASTASIA BEASLEY: Sorry. 
>> My name is Susan beet son, thank you. I'm a... Woman and I'm a First Nations fellow here. I also want to thank Aunty Serena for her welcome to country this morning, and I acknowledge Ngunnawal mobs for carry forget country for all of these centuries. I was interested in your comment about it being an excellent or huge benefit to the community when these networks are set up and internet provider come unless or buys or sell to that provider. What I'm - that big proper vieder. What I'm wondering is when these little community networks are set up, people have an understanding based on the way they've set up around knowledge sovereignty, and I'm wondering how much thought goes into that loss of sovereignty once these bigger - where does the resilience exist in knowledge sovereignty when these bigger providers come in? How is that being designed if your set up right from the beginning? 
>> ANASTASIA BEASLEY: Yeah, I totally agree, it's not. And I think in terms of knowledge sovereignty, like, that's definitely undermined by big players coming into the market after a couple of years, and I was quite surprised the attitude from the community networks they was speaking to was like, "Oh, yeah, you know bigger companies will come out and buy up the small beloved community network but it's fine because it's good for overall community connectivity and maybe it's more efficient in the long run." I also thought, oh, don't you want to keep your on the other hand home-grown network that's designed specifically for your people in your village and I think it's also like one of those hidden forms of economic exploitation, maybe you'll give someone a grant and they have to take on all of the personal risk of dedicating two years of their life to set up a network that may or Way may not work and a big telco doesn't have to take the risks and once it's a proven market nay can bite, like a proven investment. Yeah, I think it has a lot of those sort of ugly dynamics in it as well. But in terms of pure connectivity, I guess that's where it is helping with the resilience. But thank you. 
>> CHRIS BUCKRIDGE: Alright, thank you very much. Great conversation, and thanks for your -- for the presentation, Anastasia. I'll roll on to our third presenter who is remote, it's Rebecca Kuiterses with Australia and the case for a middle power digital governance coalition. Can we just - well make sure that you're audible over the Zoom here. 
>> REBECCA KUITERS: I'll check, sound check OK? 
>> CHRIS BUCKRIDGE: I think that sounds... 
>> REBECCA KUITERS: Beautiful. 
>> CHRIS BUCKRIDGE: Hang on. We might need to get the volume right here. I think you're good to go, thank you. 
>> REBECCA KUITERS: Beautiful. Good afternoon, it's still quite early morning here but I'm super excited to be at least connected online request all of you. I'd like to start today by giving a bit of background behinds I guess the inspiration for my research report. I kind of came from Davos earlier this year where Mark Carney gave a famous preach about the erupting of the Global orders and the rules-based order and how middle mothers really needed to I turn to each other and build shared coalitions of interest in this new international sphere. Big part of his argument was of course the world order was changing and so does the way we as middle powers need to interact with the world. I thought this was quite an interesting topic to bring to the international digital government space. With the topics of sovereignty, talking about multi-stakeholderism Lou also how do nations, states, kind of maintain a sense of sovereignty and agency especially when you're personed between great power competitions, specifically between the US and China. We addressed one of the first I guess points I ran into. When researching this sovereignty debate within the sphere is, you know, the purpose is not for Australia to be I guess completely sovereign or independent from the rest of the network when it comes to the internet. Obviously that would raise splinter net -- splinter net issues and wouldn't be really good for anyone if someone was completely setting up shop by themselves because fragmented -- fragmentation of the network is not what any of us see. The point I want to focus on is how can Australia I guess build agency and to me and I guess from Kylee was touching on, and what we heard in the other speeches today, how can we build resilience and absorb pressure from the great power competition rather than avoiding it. That led me to a couple of excelless that we see so far in the world already. Navigating this shift in the Global order. One of the first examples is Canada. Under that logic they've been quite active in putting other international partners, whether that's by trade agreements, defence agreements but they've notably been making a specific effort to always include a digital chapter in these new relationships and partnerships abroad. Second major example for another actor that I saw in the world was the EU, a little differ. -- differ. Something they're doing which is quite substantial in building their own ability to withstand pressure and absorb is investing in Tom stick capability. One of the EU blocs' major strategic pivots is tripling its data centre capacity in the next few years, also obviously reaching out to other international partners. I will say neither model - not anything that either of these countries are doing can be translated translated into the Australian context for many reasons but definite think there's a premise there that can be replicated. I think linking back to Australia and our region, the physical reality of where we are in the world, which the core of what does Australia have to work with and what's our path forward in building sovereignty? What kind of prongs do we have to go down? Firstly Australia does have quite a strong diplomatic reputation within the region. I think in July of this year, throughout my research I think I found one fortnight in July we did a security agreement with van due -- Vanuatu, treaty level with Fiji, a regional defence pact, finding member of the Pacific Islands Forum them was in two weeks. We are quite active in the Pacific and because we are within the region I think that is a very good starting point for us to start informing these more informal coalitions so we can come to larger forums with unified opinions and also discuss what potential risks our region faces and what we can do more as like a bloc within a region to absorb that pressure from the great power competition. Following the diplomatic standing of Australia, what I would also argue is that we build, I guess, more informal coalitions also with outside partners beyond the Pacific. We have - there are already a few - quite a few frameworks in place within the Pacific. We've got DPA, which I to don't think we're a part of yet but we already have quite a few aspects that we can build from in this space. But same way we do with COP, same way we do with other industries and players, I'd be arguing that we build those coalitions Pacific first and then expand out. Obviously one other point that I think was brought up in his speech I was frying to apply was we want to to to be building these coalitions based on shared interests, depending on the partner we're talking to that would change. With Canada we have a values aligned system which is great but other partners like Indonesia or Vietnam it might be more to do with market weight. Last point was also very critical but again not the focus of this paper, was really about domestic capability, and what that means for us I guess building sovereignty and resilience and agency in this space. TGTR did a great report. One of the biggest weaknesses we have is our lack of domestic compute. EU is kind of acknowledging taking a really good hard look at what their weaknesses are and when all of your data is stored offshore it is a problem as far as what you can legislate internally. I think, and this would have to be I guess a future research report as well, how can Australia build - get to building quickly that domestic compute because I think that's critical for Australia that we have agency over our own interests and over what we wanna be doing within the region and our interaction of diplomacy. Really overall, what we can - what I kind of found throughout this report was three things that Australia should focus on in the future. First of all, start in the Pacific, build up those informal Pacific coalitions within the digital governance space. To specifically focus on what issues are our region going to space with this great mother competition, the increasing - the rules-based order. How can we diversify those partnerships by interest rather than politics and, thirdly, what do we need to be doing internally at the domestic level to ensure that those ambitions are credible and they're not just purely ambitious. That's kind of the overview of my report. Thanks for listening. 
>> CHRIS BUCKRIDGE: Thanks very much, Bec. We've got five minutes. If there are any questions or comments, I think Bec, you were probably asleep when we had the first session this morning, but I think the issues you're touching on there have been very much part of the discourse here today in terms of - yeah, how Australia can build its resilience through coalitions, through working with like-minded partners. Looking around the room, any comments, thoughts, questions? No? OK. I think perhaps, Bec, you covered everything that people wanted to know. OK. Well, in that case, thank you very much, Bec. Thank you for getting up early in Prague there to join us here today. And present this work. And also thank you to Wendy and thank you to Anastasia for presenting the work. I should also note that this session had Verisign as a sponsor, thank you, Verisign, for your sponsorship and contribution. And - yes, Anastasia has a few... Exactly a few things to pick up. Thank you, everyone, thank you for the questions and the discussion here today and I will hand you back to Donna. 
>> Donna: Thanks, Chris, thanks very much. I think internet governance is in really good hands moving for. It's great to see so much interest and enthusiasm. We have a short break now and then we'll come back for the last two sessions of the day. But if I could ask all the members of the MSSC that are in the room to gather found Sheryl and wear gonna have a photo taken. Thank you. -- we're gonna have a photo taken. Thank you. 
>> 
>> (SHORT BREAK 
>> ( 
>> (SHORT BREAK) 
>> 
>> 
>> Donna: Home stretch, people. If you could take your seats. 
>> crack that whip, Mike, get them in the room. 
>> People online, don't forget them. Been online all day. 
>> Donna: OK, if everyone can take their seat, we'll get started. 
>> we've got the lovely Narelle Clark back to moderate this session, which is Lovelorn and Lost: Dealing With Online Scams. I'll hand it over to you, Narelle. 
>> NARELLE CLARK: yes, all you internet government hack it's out there. -- hacks out there you're stuck with me again. This time we're going to do a hypothetical, not quite the same sort of format that Joanna ran earlier. Back let's more, let's play out the scenario and each of the people on stage here will be working through a story line. It is strictly fictional, right? The characters do not exist. But they will be role playing them and bringing each of their expertise to the characterings that they're playing. So, let's get stuck in. Trying to use the script here which Sofia has brilliantly compiled for me. Once again to remind you, this story is not real, no matter how realistic it actually is. OK? First of all I need to introduce to you Lucian Burns is a former chief information security officer now running a thing called secure together, security expert. Unfortunately though Lucian, whilst having all of this security expertise, - yeah, Lucian's unfortunately had some issues. He's had some issues. I'm also going to introduce to you Kylee Dennis who is a former police detective, NSW police detective, and a romance scam investigator. I think you'll start to get the sort of role she's going to play here. Ted ex-speaker, face of scam prevention Australia, she's marvellous and the full bio is available. And we also have Sarah Barnbrook who is running a thing called Away From Keyboard, that advocates for prevent and reduction of facilitated harm. She's representing the platforms. Let's - we do want this session to have lots of participation from everybody here and online and so forth. We Eagle gob to be used a wonderful thing wu clap, which is another online polling system, and we're going to be facilitating that in two way us. Throughout the session you can submit questions and responses through it and at the end of the session we'll open up the floor for some general interactions. I have found when I have run hypotheticals in the past in this quite of forum, people pick characters, join the characters in the story so go for your life. It's just great. Let's get a move on here, Lucian, I hear you've met someone new, do you want to tell us a bit about her. 
>> LUCIAN BURNS: Her name's lay na. I met her on true spark. It's an online dating platform, very safe one, it's got a safety logo and everything. But things moved pretty fast with Elana. I've been alone for quite a while, and -- but really quickly developed a really strong emotional connection. The thing is she lives in another state so we knew right from the start this was gonna be a long distance relationship. 
>> NARELLE CLARK: She's point of a GI, geographic impossibility but let's face it, the internet has brought us together. Tell us more. 
>> LUCIAN BURNS: Wonderful. True spark is a great platform but it was a little glitchy for her, kind of slow to respond so she suggested we move to let's chat which is a secure messaging platform and I thought that's a pretty good idea because it will be more private and more secure. She also suggested it's got a disappearing messages feature. Which I thought that seems really important. So, yeah. 
>> NARELLE CLARK: Disappearing messages feature. Then there's a timer on each of the messages you accepted her and she sends you back which means - it does improve the privacy doesn't it? I mean, you know, it's good, it's good. But what did you think about that at the time. You thought it was a good idea. 
>> LUCIAN BURNS: Anything that can make it safer and more secure I think is very important. 
>> NARELLE CLARK: It's very important. Let's move to moo clap. It's there already. Look at that, the wonders of modern technology and coordination from the back. Once the conversation leaves the app, what should be the extent of the platform's duty of care, what do folks think? It's left - what was it called true spark. That's a great name, true spark. True Spark, it's not Tinder, not - you know o I love the concept of these online dating apps. The idea that you can sort of dial up your specifications and it landed to you on a plate, I mean, that sounds wonderful and Elana sounds like she matched it for you. That's amazing. Once the conversation leaves the app what should the dating platform's duty of care be? What happened Lucian, after you moved over to let's chat. 
>> LUCIAN BURNS: Been a couple of weeks. And I really wanted to see her, you know, kind of - we'd just been chatting by text and I wanted to - so I asked if we could arrange a video call. But unfortunately her phone, the camera on her phone doesn't work. 
>> NARELLE CLARK: She's not Aztec savvy as you'd thought. 
>> LUCIAN BURNS: Well, we have a lot of problems with equipment at work so kind of makes sense. 
>> NARELLE CLARK: It's kind of realistic that perhaps the camera was broken. 
>> LUCIAN BURNS: She was able to - I am not sure how this works, she was able to send me ha video, don't know how that works, and I'm not silly, I'm not easy to fall, so I checked that video against her profile. Everything checked out. 
>> NARELLE CLARK: Checked out. 
>> LUCIAN BURNS: I was feeling pretty comfortable. 
>> NARELLE CLARK: She's got a tick, verify. 
>> LUCIAN BURNS: Yeah, blue tick, verified. 
>> NARELLE CLARK: On the date and dating platform she's a match. If I could ask Kylie - sorry, Sarah. Can I ask you. What does the verified badge mean on a dating platform, what sort of identification requirements are there to hold an ordinary account? 
>> SARAH BARNBROOK: Elana proved through a live selfie that it was actually her based on that, we were able to verify it was here. 
>> NARELLE CLARK: Live selfie. 
>> SARAH BARNBROOK: In the person in the photo she supplied. We verified that person - the photo matched the profile. And that's about it. We don't actually know who Elana is. That would be probably a lot of extra information. 
>> NARELLE CLARK: But Lucian knows. 
>> SARAH BARNBROOK: Spiritually. They've had a soul connection so that's all that really matters in the grand universe. And at True Spark we take that really seriously which is why we say do not go to places like let's chat because once it's off my platform I really can't contain the passion. 
>> NARELLE CLARK: Is that - you've got an ethical stance, haven't you, Sarah? 
>> SARAH BARNBROOK: Yeah, we like safety first, that's why we try to make sure that you stay ton our platform for as long as possible. And just watch the five-second ads now and then, it's OK. 
>> NARELLE CLARK: No, I won't ask what the ad was. Safety by design, does that come into your design approaches, design principles? 
>> SARAH BARNBROOK: Yeah, we did design our app really safety, it's why we encourage everyone to stay on the app. Once you leave the app the responsibility is on that person. We spent a lot of time and, you know, a lot of plans, a lot of technical expertise went into the super likes in particular. And making sure that you could make super soulful connections. 
>> NARELLE CLARK: Super soulful connections. 
>> SARAH BARNBROOK: Yeah a it's part of the safety by design so you just didn't randomly connect with other people, that you had to make sure you had interests that aligned. 
>> NARELLE CLARK: But there's no government ID requirements or anything like that, that we discussed earlier today. 
>> SARAH BARNBROOK: That, that would require us to keep their data private on the server so we decided to opt out of that and only allow that live selfie to prove that person matched their photo so that's the responsibility we have taken so we could protect every user's personal data by not hosting it on our servers. 'Cause these are adults and adult make adult chases. 
>> NARELLE CLARK: The age assurance part of that, how did you assure the age of Elana? 
>> SARAH BARNBROOK: Ya, with do our best to make sure that we look that the live photo -- yeah. Against their submitted photos, and - yeah. 
>> NARELLE CLARK: Your minimum age is what? 
>> SARAH BARNBROOK: 18. 
>> NARELLE CLARK: Thiess's like everybody else it. They're 18. 
>> SARAH BARNBROOK: Yeah. 
>> NARELLE CLARK: Tinder, match.com, it's all well regarded highly tested. 
>> SARAH BARNBROOK: Yeah. 
>> NARELLE CLARK: Valuable systems. OK, let's just ask the police. I think - I just want to check in here with Kylee who is our police officer. How easy sit for scammers to create a fake prolikely and exploit these hard won verification processes and how often do you know see AI generated video and such like. 
>> KYLEE DENNIS: Look, it's really easy. Through our investigations and through my testing, so I'm - currently online dating as a 65-year-old woman and a 67-year-old man. Soy've been able to upload photos that depict those age groups, and I have a verified tick against those photos. Yes, through our investigations it is easy, and it's really interesting, too, because stock photos are currently -- there are currently 7,000 stock photos of a 67-year-old older manna are currently being used on dating apps so, yes, it is very easy to create these fake profiles. 
>> NARELLE CLARK: Well, look, I know I genuinely look like a 67-year-old man. (LAUGHS) 
>> NARELLE CLARK: On a regular basis. Especially if I've had a spotlight in my eye for a couple of hours. If we could then go to woo clap's next question. How should we balance safety and privacy when it comes to setting up and holding an account on a dating platform versus a social media platform? Privacy being a key component of safety issue, folks, what sort of verification process do you expect and what identification information, evidence, do you feel comfortable sharing with a platform? And comfortable for others to share. Yeah. Like I said earlier, I really do like this idea of being able to dial up the exact specifications of my love interests and have it hand to me on a plate. 
>> It's there, it's easy. 
>> NARELLE CLARK: But I would prefer they had flesh and blood to match. 
>> Well, you'd want them to be real that. He's what you wanted. 
>> NARELLE CLARK: Yeah, you do, a lot of the time. 
>> Yeah, 100%. 
>> NARELLE CLARK: Lucian, I hope you realise it's been going well, but I hear Elana's been facing some personal difficulties. 
>> LUCIAN BURNS: It's been pretty challenging. It's certainly been a press on us. Her mother's in hospital. It's been pretty expensive for her and she's been struggling with groceries. 
>> NARELLE CLARK: Yeah. 
>> LUCIAN BURNS: I'm a good guy so I went out - well, went online got her three $500 supermarket vouchers which helped with the groceries and that. That was going pretty good. 
>> NARELLE CLARK: Hang on, these weren't pre-scammed, these had worked, not one where somebody had come along and stolen the ins. These actually worked and you activated it. 
>> LUCIAN BURNS: We virtually cooked together. 
>> NARELLE CLARK: Virtually cooking? 
>> LUCIAN BURNS: But, look, the thing is these ongoing hospital costs were getting really expensive for her, we were getting close seriously to the stage. She was really thinking about our financial future together. And, you know, she actually introduced me to crypto investment. 
>> NARELLE CLARK: Crypto. 
>> LUCIAN BURNS: Yeah. 
>> NARELLE CLARK: You've not used crypto before? 
>> LUCIAN BURNS: No, I had dabbled, didn't go so well. But she's got one that's like absolutely rock solicitor I don't know much about it but she - big wore. 
>> NARELLE CLARK: She wants a future with you. You want a future together don't you? 
>> LUCIAN BURNS: Yeah, makes sense. I took my life savings, 40 years of technology, $30,000 and transferred it across to her crypto exchange. 
>> NARELLE CLARK: That's fabulous. You're such a loving, wonderful human. 
>> LUCIAN BURNS: I think it's going to be good. 
>> NARELLE CLARK: Request for gift cards and crypto transactions to a person you've never met personally are patterns flagged in awareness campaigns by scam watch, Lucian, have you come across any of these campaigns? 
>> LUCIAN BURNS: I've seen them, yeah. But this is different, right? This is a genuine connection. You can feel T this is real. 
>> NARELLE CLARK: Yeah. So, Kylee, does Lucian's experience match what you see in cases? 
>> KYLEE DENNIS: Absolutely. 100%. So, every victim that we had dealt with, they are aware of scam campaigns that had been presented. Of course, almost all scam campaigns are on the digital platforms. But what happens, what we have to understand with victims of these crimes, there is an emotional and psychological attachment attached to this. These romance scams don't occur overnight. It is structured. It is built on trust. And that's something that we need to talk about more. Though the scam campaigns are present, there is more work to be done in this space. 
>> Lucian,, you've been together for months, well, quite some time now. But at this stage you're starting to feel unsure about how much money you've spent, aren't you? Especially after what happened next. You can tell Australia bit more about what happened next? 
>> LUCIAN BURNS: Yeah, it's a little bit embarrassing. Look, I got this message from... From some unknown number on Let's Chat and, um, it was a video, a video of me and Elena. I had spinach in my teeth or something, let's say, and there was a threat that - 
>> NARELLE CLARK: It was a bit compromising, let's face it. 
>> LUCIAN BURNS: It was a big piece of spinach. They said if I don't give them $10,000, then they're going to publish this online. Not great. 
>> NARELLE CLARK: So, you're now being actually threatened with something that looks pretty solid, that it's a bit embarrassing. 
>> LUCIAN BURNS: Yeah, and... 
>> NARELLE CLARK: It's very embarrassing. 
>> LUCIAN BURNS: Elena's not responding. I can't get hold of her anymore. So she can't help me. 
>> NARELLE CLARK: Elena is not responding and you're being asked to pay a further $10,000 or it will be published. Now, Kylee, realistically, what happens in a case like this? Does it change anything procedurally, once it becomes a threat to contribute... Oops. I've missed a question. 
>> KYLEE DENNIS: Do you want me to answer it? 
>> NARELLE CLARK: Let's go back and do the Wooclap in here. Most people are aware of, or have seen warnings about - sorry, next question. If most people are aware of, or have seen, warnings about common scam patterns, does that mean that awareness campaigns have failed? Or that the issue isn't about a lack of awareness, but something else? What do you think is needed to make these scam prevention campaigns actually work? OK. Fantastic. Stockholm syndrome! Yes, well, let's go back to this, then. So, realistically, Kylee, what happens in a case like this? Does it change anything Peroturally once it involves a -- anything procedurally, once it involves a threat to distribute? 
>> KYLEE DENNIS: Harm raises the matter significantly. We're all aware of that. However, we have to be realistic here. There is an offshore offender. So, we report this to Report Cyber. They will triage this inquiry and then they will determine whether it is... The availability to be able to do an investigation. Local police will ask for this matter to be triaged to Report Cyber, due to the offender being offshore. 
>> NARELLE CLARK: So Lucian has come to you and you're helping to report this matter and to all the right places. 
>> KYLEE DENNIS: Correct. 
>> NARELLE CLARK: So all the right places are are SCAMwatch, the local police and they're triaging this. Is anybody going to do anything, do you think? 
>> KYLEE DENNIS: I would say no, they are not. They will triage it. They'll take the information. They'll use that data and collect that data and use it with any other information they V at this particular point in time, with - again, we're talking about an offshore offender. 
>> NARELLE CLARK: You're pretty sure that Elena is offshore? 
>> KYLEE DENNIS: I'm pretty sure from our investigation she is offshore. 
>> NARELLE CLARK: So you've expected logs and Lucian is now handing over logs about what he's been able to pick up? 
>> KYLEE DENNIS: 100%. 
>> NARELLE CLARK: So they're often run as parallel tracks, aren't they, with different agencies. Is that right? 
>> KYLEE DENNIS: 100%. 
>> NARELLE CLARK: Yeah, so it's not just the New South Wales Police. Because it was New South Wales - you're in Victoria, aren't you? Yes, right. And you're in New South Wales - 
>> KYLEE DENNIS: Doesn't matter. We work well. 
>> NARELLE CLARK: Everything's coordinated. It's brilliant. OK, so we've gone to e-safety. And you've asked for a takedown, but the offender's remaining anonymous and offshore. So we've still got investigative barriers. Oh, dear. OK, and it's now mostly happened over this platform where the messages disappear. Shi oh, sorry. Dear, oh, dear, now, the question I have to Sarah, the representative from the digital platform, the department of communications has just come out with a Digital Duty of Care Bill. And you're compliant with that now, aren't you? From design, to the disappearing messages carry any particular obligations for you? 
>> SARAH BARNBROOK: I'd like to remind you that I'm from True Spark. We don't have that on our platform but Let's Chat did. We are aware that the proposed bill has the time-limited feature, so there are obligations we need to consider under that. We'll be looking at, you know, what the platforms will need to be doing. You know, would it be forced to remove the feature? What are the benefits of that? And also considering that not all disappearing messages are actually harmful. Sometimes they're actually a safety mechanism for those that are experiencing a violent episode in their home. So there are ways that sometimes it is actually practical to have disappearing messages, which is why I think this is a space that's very difficult and nuanced and we've heard all day about the difficulty in weighing up the options when it comes to some of these policies and that's one of them, is that in the same breath that it could be harmful and, you know, Lucian doesn't have a lot of evidence to take to the police officers because it disappears, but that's also a safety mechanism for those that are trying to get help and get support without the traceability. 
>> NARELLE CLARK: Indeed. If Lucian was suffering from coercive control - 
>> SARAH BARNBROOK: Yes, so you can see why there's safety built into it statement. That's the complexity of what we're navigating when we talk about policy at that level. 
>> NARELLE CLARK: So how do we preserve the legitimate privacy function while foreseeing potential misuse? 
>> SARAH BARNBROOK: I think it's looking at how long do the messages last. Do they need to be there? You know, a whole range of things that would require... But that's the nuance that I think that's what the Government's weighing up right now. That's the difficulty that we have in the same space that we would deal with the incredible amount of harm that can happen from disappearing messages. It's also, in the same that's, that an incredible amount of support can happen and, you know, it's the same space. 
>> NARELLE CLARK: So perhaps we need clear warnings about what disappears, appropriate friction in high-risk-interactions and a mechanism to allow a person experiencing harm to preserve evidence. 
>> SARAH BARNBROOK: Yeah, and also depending on the platform, when are these features allowed and available? Not every plait firm needs T some platforms are, you know, better by design to have these incorporated in. But also opt-out and opt-in, some of these mechanisms are there intentionally because we need them, but we need to have some of those bigger considerations when we're looking at policy. 
>> NARELLE CLARK: Hmm. So, Lucian, this all sounds like it could take some time, and meanwhile, this account is still harassing you about payment. What are you doing? 
>> LUCIAN BURNS: Yeah, look, this investigation just... It all takes too long. It's all too hard. I just want to kind of just undo this all. Um, so, I kind of went back to the dating platform. I kind of think it's their fault. Tried to get hold of someone. Couldn't get hold of anyone. But they've got a chatbot. Tried to use the chatbot. I could, um, report Elena and get advice, you know... It didn't really have too many options so it was really difficult. 
>> NARELLE CLARK: So, was this chatbot helpful at all? I've heard they're useful. 
>> LUCIAN BURNS: It didn't help me with anything I wanted to do. It suggested I could report Elena on the platform, just very generic things. It was very frustrating. I kept complaining. Worst chatbot ever. All the stuff that I typed into it and it keeps coming back to this starting menu. 
>> NARELLE CLARK: So it keeps giving you basic information about how to add and match and create and don't forget to look at the ad. So it's on giving you generic options on how to unmatch someone or how to report a fake video. There's no option to match what you were actual you have been describing, what's actually happened to you? OK. So, again, Sarah, what should an AI support chatbot be required to recognise that escalation should to be a human? How do we do that? 
>> SARAH BARNBROOK: Obviously this chatbot didn't have really good language analysis. It couldn't interpret some of the humanness in this. So we have to be making sure that we're building these technology with human rights in mind and with people that are... And testing it. Predeployment should have picked up on the distress that he had. He shouldn't have had to get to the point where he was so intensely frustrated that it wasn't very clear what he should do. So, you know, we need to be intentional, inclusive by design. So we have to consider who are the users, what are some of the vulnerabilities that they may have, are they overlapping? And if they are overlapping, are we still planning for that person? So, you know, if they have a language barrier or age or eyesight, does it time out? Is English their second language? We have to have features in there if we're actually providing a huge amount of something like, you know, dating or, you know, you think there's obligations there you should have obligations to provide support and help beyond that loop he got stuck into. There's really... It didn't seem like the chatbot had an escalation mechanism to go to a human. It didn't feel like that was also an option or a way to follow up besides the chatbot so, yeah - 
>> NARELLE CLARK: But not only that. Lucian has now disclosed fraud, threats involving fabricated intimate imagery, ongoing harassment, significant distress, but then he's come to the conclusion that he doesn't see the point of this anymore. 
>> SARAH BARNBROOK: So you could see that those simple key words could have easily flagged in that system. So I would go back to obviously we need to look at our safety-by-design team and bolt on a solution, as we like to do in the industry. 
>> NARELLE CLARK: Bolt on another tool. Is this an AI-generated tool? 
>> SARAH BARNBROOK: It's an upgrade, actually. A hot spark. 
>> NARELLE CLARK: Right, so, then, OK, let's move to the next Wooclap question here and the next question is do you think there is a responsibility by any of these platforms to compensate Lucian? He's out a significant chunk of cash here, folks. It was, what, $30,000 in bitcoin? It umpteen gift cards. 
>> SARAH BARNBROOK: A lot of gift cards. 
>> NARELLE CLARK: Not to mention the love. So who is responsible? So does the nature of the harm - financial loss versus threatened image-based abuse - does that change who's responsible? This adult made the decision to leave one platform and go to another. OK. So then let's move on to a slightly different scenario. What, if instead of a cryptoexchange request, Elena had asked Lucian to transfer her money directly? So, she insists she will invest the money prudently. Lucian goes to transfer $10,000. But that's above his daily transfer limit. So he goes online to increase his daily limit. Once again, he tries to transfer to Elena, but this time he receives a pop-up alerting him that the account name does not match the account details and does he wish to proceed? Lucian, what are you going to do? The bank pop-up has said the name doesn't match the bank account details. 
>> LUCIAN BURNS: It's pretty strange, pretty suspicious. You know, so, look, I reached out to Elena when this happened and, um, she was able to plain it quite clearly. Elena is actually her anglicised name and the bank account is in her native name, her original name, so that's what the problem was so, yeah, yeah, no problems. 
>> NARELLE CLARK: So you've found her again and you're trusting her again. 
>> LUCIAN BURNS: Yeah. 
>> NARELLE CLARK: And it's all good. It's all good. 
>> LUCIAN BURNS: Yeah. 
>> NARELLE CLARK: But the 10 grand, even though the bank has said the name doesn't match. I don't remember... 
>> LUCIAN BURNS: It's her anglicised name. 
>> NARELLE CLARK: It just doesn't match. So you don't know the name of the bank account. 
>> LUCIAN BURNS: No. 
>> NARELLE CLARK: OK. So let's go to the next Wooclap question. When a platform provides a friction point/warning, a warning, that a user knowingly overrides, does that sufficiently discharge the platform's responsibility? And to what extent? And now we're talking about a bank. It's the bank that has thrown the pop-up into the person's face, and said, "Are you sure? Are you sure?" And how many of us have ever clicked a button when they've said, "Are you sure?" And said, "Yes, I'm sure." He's in love. She cares. OK. So the scam prevention framework was introduced in 2025, with the sector codes currently in development now. Under the framework, an external dispute resolution scheme is being implemented. That's ACA. -- that's AFCA. And the Government is also proposing to introduce a right to automatic compensation for losses under $3,000. Unfortunately for Lucian, this is not going to help him here. However, the framework doesn't cover all institutions that were part of today's hypothetical. Notably, dating platforms and cryptoexchanges are not designated sectors that will fall under the framework, though it is expected that new sectors such as superannuation and cryptoexchanges will be covered in the future. Furthermore, the proposal to introduce an automatic compensation model has been heavily criticised for its potential to incentivise further low-value high-volume scam activity. Separately, the proposed online safety amendment, Digital Duty of Care Bill, would place a duty on online services, including social media and messaging platforms like Let's Chat, to take reasonably practical step to keep users safe from reasonably harmful material and conduct, including threats made to menace or harass someone. It also gives the eSafety Commissioner powers to compel online services to take down fabricated online intimate imagery. So where does this leave consumers like Lucian? Someone dealing with both a financial scam and threatened online harm, falling between two separate regulatory regimes? Over to you, folks. What are the answers here? Do you have any people prepared to give us answers? Assume whichever persona you need to. Pose that answer. Where does this leave consumers like Lucian? He's under financial scams. These been threatened with online harm. He's falling between different recognise latory Reims, different police forces in different states. He's out of cash. I think he fully recognises now she's not real and she doesn't love him. I wonder who she is. Or he? It? What? I don't know. Any thoughts? Any answers, folks? Come on. We've got the best brains in the country in this room. Thank you. 
>> Hi. My name's Katie. I'm a data scien fist for the centre of excellence for the elimination of violence against women. It kind of reminds me - coercive control is defined not by a single message, but the accumulation of many. And you kind of need a gentle approach in this circumstance, but persistent. So maybe it raise raises a lot of questions but maybe some integrated psych ology-related chatbot that's like, "Ding! Hey, I just want to let you know there's been a certain number of messages that's thank look a little suspicious from an outsider's perspective. Do you want to chat with me about it?" 
>> NARELLE CLARK: Ah, so we have yet another chatbot coming into play. Thankfully produced by a wonderful data science institute with real brains behind it. How do you feel about this, Lucian? You've started to deploy these additional tools. Is it working? 
>> LUCIAN BURNS: Yeah, well, I'll break character a little bit. Because I think there's real opportunities there. We've talked technology. It introduces risks that need to be addressed as well. But I think it's very, very viable. I'm going to come and talk to you afterwards. 
>> NARELLE CLARK: Do you like the idea of the new agent? 
>> Ideally it would be browser specific, looking for language in your browser that can pick up on things. That's where if you go off that, it can pick it up. If it's not in Let's Chat, that's the real danger. That's the place that really needs it. That's probably more appropriate-than-that than on the dating site. If they're going to get you off the dating site, then the solution's already gone. We need to make sure that wherever we're going to go with the solution, that it's following the users and where they're most like have the intervention. But the other parts as we would know, from these deeply - you know, Kylee would talk about the play books that are here, right? These are deep psychological mind games they are playing with you. They understand how to exploit your sense of needing, belonging, so would you believe it if the chat flagged it for you, if you thought this was love? That's the hard part. Is that you get so gas-lit, so the nuance behind it. 
>> NARELLE CLARK: I have another question too. The level of privilege that this bot has to have in order to get across all these different apps and platforms within Lucian's machine, which is pretty reasonably locked down, I think. It's going to be quite deep. So that's a chatbot with - 
>> SARAH BARNBROOK: Sounds like it's the one to breach, right? It has all that information on people. 
>> KYLEE DENNIS: I think we have to understand the asking for money is not occurring on the dating app. I've been doing this now for three years and I've been online dating for three years and I talk to scammers every single day. They are removing you from that platform and they are now taking control on a messaging platform and that is where the harm then occurs. And that's where the language occurs. So, this is... I mean, there is certain language that occurs on the dating app when we are discussing what's going on. There's certain things they do say. But then, once they then remove you from that app, you are now in part of the scammer's play book. 
>> NARELLE CLARK: If we can go back to you. 
>> I want to remind you there is research being done that's app agnostic. There's measures that I've constructed about women's safety and coercive control. 
>> It sounds like a great piece of tech. 
>> NARELLE CLARK: CEEVAW is a great organisation. 
>> I'm Keith. When I used to work for a living, I knew a lot about this issue. These days I know a lot less. I recall once being at a meeting where someone from Westpac said that the bank knew that 100% of all remittances going to Nigeria were scams. The bank had no power to block those transactions. Has that changed? Or is that still true? 
>> I want to be careful what I say here with the banks. 
>> NARELLE CLARK: This should not be construed as legal advice. 
>> KYLEE DENNIS: We have a significant number of mule accounts that are appearing in our banking systems. The answer to that is yes and no, if I can say that, because the mule accounts are... Yes, they're stateside. So I want to say they're not international. So we're talking about my money is going to Sarah and Lucian, then that's how the processes are working. And we also need to understand scammers train every day. We do not. So when they find a failing within the banking system, they come up with a different system. So the banks are doing something to help. That's as much as I'm going to say, because there's a few... There's some working issues there. And we have got to stop this blame of victims. That has to stop now. We have to understand that this is an ecosystem. It is a framework. It is very clever. And once we stop the shame, we can then get back on top of this and I think that's important. 
>> That was going to be my other comment because I've also had a lot to do with online sports betting and things of that sort. When people get hooked into something on the internet, admitting that something's wrong is wildly difficult, and then telling anybody about it is unimaginably difficult because of the shame people feel once they're part of this treadmill. 
>> Absolutely. 
>> 100%. And some of the challenges I have is actually manipulating, persuading victims to believe that they are a victim of a scam, because they are so deeply invested in to this, especially when money is involved. And every victim I have is money involved. The manipulation and the coercive control is extraordinary. 
>> NARELLE CLARK: On that cheery note, Warren, do you have a question? No? Does anybody else have any good concepts to through back into the mix here? Excellent. Excellent. 
>> I have a question that's sort of, like, dating app-specific, in terms of how you talked earlier about how the scammers will... Are taking people off the chat functions. Do you think that there is some sort of responsibility on dating app platforms as well? Because my understanding is that there's an element of them potentially not wanting you to use their chat functions in the same way that you might use another chat function, because the only way that you will continue to use their app is if you don't find love and are swiping, as opposed to using a chat function. Do you think there's more regulation that needs to happen there? Or aspects at the back end, technological aspects, that are pushing people to be more willing to leave the chat function of dating apps? 
>> It's very nuanced because sometimes if you've made a connection and you really have love, why would you keep looking on the app? So they're sophisticated in how they're willing to get you off that app. So it's... The same space is very challenging because then it is the regulations - the platforms themselves would argue they are providing the opportunity. They're regulated. They're following the rules. They're done everything right. Unfortunately, the adult made the adult decision to can go off the app. How do we push back on that? And maybe there's something that needs to be flagged in the communication, if they start seeing that you're being requested to go off the app, that's probably something they need to be viewing more -- doing more due diligence with, especially if you haven't verified the person, you haven't seen the person, you don't know it's a real person yet, right? There probably could be better checks and measures put in there. I'm not actually from a dating app, just so everyone knows. This is a hypothetical. 
>> NARELLE CLARK: Let's hear from somebody, perhaps, who is? 
>> I'm not from a dating app. 
>> NARELLE CLARK: We're all assuming roles here. 
>> Yes, yes. So I'm speaking as, I suppose, the designer, the interface intersigner, which I do have experience with. I think part of what we're dealing with is these large... The reality with the big dating apps is that it's only one or two companies that have a whole suite of these apps, so it's not like there's 20 dating apps with 20 companies. It's two companies or something, each with, you know, dozens of apps. 
>> NARELLE CLARK: So there should be some deep expertise here? 
>> Right. They're spending a lot of energy looking at the flaws in our human psychology as to what different people are attracted to and why they'll spend money. They're already thinking about money and connection and users of interface. And in terms of them meeting the legal requirements, because these are global companies, largely they're laughing at the different countries. Like, we, you know, we struggle to manage these apps, right? And there are so many more features they can add in to make it safer. When we talked about the verification. You know, the government ID apps where there's multi in levels of verification. 
>> NARELLE CLARK: Perhaps a third-party mediation system that could be integrated with those we do perhaps trust. 
>> Yeah, yeah, but I'm not going to lean into that. 
>> NARELLE CLARK: Recently I was attempting to get a certain thing and apparently my birth certificate number doesn't match the numbers they use and I couldn't load my birth certificate to get my thing done. 
>> I suppose what I'm trying to say is that in an earlier era, every company had a phone number and someone you could call. And somehow we have companies that have hundreds or thousands of staff but no requirement to have a person on call and no requirement to have - 
>> NARELLE CLARK: You want to see humans... 
>> I think if they're operating with tens of thousands of users in Australia, they can have a real office with a real person. 
>> NARELLE CLARK: You're suggesting a ratio. The number of users - so if it's 10,000 to 1, real human? There would be a number? 
>> I'm pretty sure McDonald's has an office because they sell burgers. That's the first thing. 
>> NARELLE CLARK: We're running out of time. 
>> And also you talked about them being able to see... The real reason that the victim here left the platform is to do with our trust of these apps. It's easy to say, "Let's leave the apps." And someone says, "Yeah, these apps are rubbish. They don't have my interest at heart." But it's like Whac-A-Mole once you leave that location. Actually that is where it's happening. Any organisation or business that I'm going into that doesn't have my fundamental interest at heart, I can end up out the back alley, you know? I can go to a ry restaurant and get sick three days later. There's no point going, "We need to improve the hospital system." You need to be able to go to the root cause and the root cause is they're encouraging ways of meeting online. We don't have to meet in that form. You can put people in a room. There's lots of different ways of dating. 
>> NARELLE CLARK: Can we go to the next person. We're about to run out of time. 
>> SARAH BARNBROOK: It's valid. It's a social construct. 
>> I'm saying the harm is with the dating app first. 
>> Let's do speed dating in person now instead. 
>> NARELLE CLARK: Thank you. 
>> I'm not sure what character I'm playing in this situation. Maybe the public community. I'm wondering in this situation that we're in at the moment where you have all the governments trying to rein in the tech companies, really regulated social media platforms, pornography platforms, these sorts of dating apps, they are getting together and trying to introduce a voluntary code of conduct, like a code of safety, getting ahead of the curve. I'm wondering to what extent you think that's effective? How much do you think you can trust and leave these dating apps or platforms to themselves to regulate themselves? 
>> KYLEE DENNIS: Terrible idea. Terrible idea. Dating apps are not included in the current scam framework. I think it's appal. If I can go online and create a fake profile, scammers are going online and doing that. It is as simple - 
>> SARAH BARNBROOK: They know what they're doing and this is by design. 
>> KYLEE DENNIS: Absolutely. 
>> SARAH BARNBROOK: They want your subscription. They want your money. 
>> KYLEE DENNIS: The companies that need to be responsible wholly and solely for romance scams or romance investment scams, are the dating platforms. Black and white. 
>> SARAH BARNBROOK: And they've managed -- 
>> And they've managed to effectively design their own regulations. 
>> SARAH BARNBROOK: And you'll notice they're not included yet. It's how we raise awareness and have discussion and place the blame and shame where it belongs. You have offshore people willing to exploit people that are... You know, but you have a platform that's allowing that to be facilitated as well. 
>> KYLEE DENNIS: And it's really not that hard. It's frightening how easy it is. 
>> NARELLE CLARK: Can we make it quick because we're... 
>> Maybe just framed as two really quick provocations. Even 15 years ago, it was, like, common knowledge that you shouldn't meet strangers on the internet. Like, you should be very careful talking to strangers on the internet and that's just completely changed now, like, the social dynamics of how we interact on the internet. And maybe we can change that. Maybe we can move. Maybe we can't. Maybe it's too late. And secondly, why is this happening now? Well, the loneliness epidemic is happening now. Like, COVID really affected a lot of people and, like, you know, the solution is going to need to be multipronged. We need to solve the loneliness epidemic if woulder going to - 
>> SARAH BARNBROOK: I completely agree with that. I completely agree with that. I know we're closing out but the more we're connected online, the less disconnected we're getting in person. We need to solve that by being together in person more, right? We need that validation from human to human. We need that, you know, Fiona Kerr talks about the chemisphere. We need to be able to give our chemicals to each other. We're not doing that digitally. We can't replicate that. I 100% agree with face to face. We have a belonging epidemic and if you don't have belonging in your real life and your real circle, you will find it somewhere you probably shouldn't, which is online. 
>> NARELLE CLARK: I need to give both of you also the opportunity to respond to that and the others and all the other things. This has been, I think, a pretty powerful hypothetical, folks. So, Kylee, do you want to make a quick comment and then Lucian? 
>> KYLEE DENNIS: All I really want to say with everything that I see on a daily basis is we need to change the way that we treat victims of scams, because we need to give them the power. We need to stop shaming victims and we need to start saying to them, "Tell me what happened." Because, like I said, scammers train every day and I watch them train. But what we do is we shame. So I'd like to see that language changed, because I think we can take the power back. We're a little island of 28 million people and I think we can have a really good damn hard crack at it. Yeah. But we all need to work together on that. 
>> NARELLE CLARK: I think we're all capable of being caught on a bad day. 
>> KYLEE DENNIS: 100%. 
>> NARELLE CLARK: Even a good day. 
>> KYLEE DENNIS: And it's not stupid people that get scammed. It's actually educated people. 
>> NARELLE CLARK: That's the demographic. So, Lucian. How are you feeling now? 
>> LUCIAN BURNS: We're pretty close to I'll go off script with some parting things. I think it's important for us, as leaders, to be vulnerable. One of the things with phishing -- we run simulated phishing education, cybereducation. I'm always the first to admit that two months in a row, I was phished. I was phished on phishing education. This is more of a longitudinal scenario, but, like you say, you know, when it comes to that kind of cybervulnerable, it's, you know, you're under pressure, and it, you know, any person at the wrong moment is vulnerable. So, we all are. This is not planned, but my own thoughts, reflecting about the scenario, was really about this is an individual who is deeply embarrassed. I think they've got a lot of professional concerns about, you know, being involved in this scam, when they're supposed to be a security professional. So I think that really limits the avenues that they have to then pursue. I think that, um, if we're looking at systems where the recourse is available to the person, we have to look at the capabilities of that individual to engage in that recourse and I don't think this individual has that. 
>> NARELLE CLARK: Well, everybody, thank you so much for participating in the story. Thank you. (APPLAUSE) 
>> DONNA AUSTIN: Thank you, Narelle and panel. Have you ever tried stand-up comedy, Narelle? Alright. So, we're going to go straight into the next conversation, and I want it to be a conversation. About evolving the auIGF. Sadly, we've been losing people around the room. So, just a little bit of background and history, I suppose, to provide a bit of context. We've heard a bit today about this, about what the Internet Governance Forum itself, the global one, emerged from the UN-sponsored World Summit on the Information Society with the need for a global forum for multistake-holder dialogue on internet governance, formally recognised in 2005 in the Tunis Agenda. The first IGF was held in Greece in 2006 and its UN mandate was subsequently renewed in 2010 and 2015, before becoming permanent at the 2020 WSIS+ 20 review in 2025. So alongside the global forum, global IGF, more than 176 national and regional initiatives are formally recognised by the IGF Secretariat, providing independent forriums that apply the IGF core principles to internet governance issues really to the particularly countries and regions. So that's kind of what is sitting above us, I suppose. And then a little bit of context for how the auIGF came about, so, it's been in one form or another, the auIGF began in 2012 as a 2-day forum hosted by auDA and co-convened with the internet industry association, the Internet Society of Australian Chapter, the Australian communications consumer action knit work and the Asia-Pacific network information centre, so APNIC, and it was modelled on the global IGF. So, I think, touching on something that Joanna mentioned, the conversation in 2012 was obviously very different to the conversation we're having here today in 2026. So, there was a bit of a hiatus for a while for whatever reason. In 2016, auDA announced it was no longer hosting the event. So there was no auIGF in 2017. But there was consensus among some national stake-holders that there would still be benefit in doing so, so they got together, and said we don't need auDA, we can do something about this and discussed how the forum might go forward. So, throughout 2018, this internet community stake-holders worked together to consider what an Australian NRI forum would look like and how it could be sustainable in the long term. The chair and Secretariat support was funded by DFAT, the Department of Foreign Affairs and Trade, as well as a single-day discussion that was held in Canberra, but there was no auIGF. It was just a discussion with stake-holders about can we do this event. In 2019, the group of stakeholders held the auIGF but it was held under the name of Net Thing. Housed interthe Internet Association as a legal entity. So Net Thing was held in 2019 in Sydney, with the support of the Australian Government. Interestingly enough, the Department of Foreign Affairs and Trade continued to provide the funding and the department of communications provided the sectarian support. In 2020 and 2021, Net Thing events were held online because of...? COVID, and started back in 2022. AuDA came back on board as a supporter, funding an external Secretariat and since 2024, the Secretariat responsibility has been handled by auDA and, as chair for the past two years, it's invaluable support. In 2024, they reverted to the auIGF name. So, today, it continues to be overseen by the multistake-holder group of volunteers, which is the MSSC, the multistake-holder steering committee, women I've chaired for the last two years. We are fortunate to have some very good sponsors, who have been with us for a few years now. And I think over the last two years, we've sought expressions of interest from the wider community for session topics, and I think that's put us into good stead to put a good show on for the two years. What we'd like to discuss today, though, is, you know, from your perspective, how does... How does the auIGF evolve? And what would you like to see? Taking into account, you know, is... Does the program look already? Is it meeting your needs? Is this your first auIGF? And is it what you thought it would be? How do we address that funding problem? What happens if one of our major sponsors can decide they can no longer support us? Money is tight at the moment. The going to be a wide-ranging discussion. I doubt that we're going to reach any conclusions here today. But, from the MSSSC perspective, me wanted to hear from the people in the room to get a sense of is this working for you? Is the 2-day format good? Could we achieve the same thing in one day? And perhaps do some webinars during the year or something like that? But, to kick off, I'd like to ask a few of our MSSC members if they'd like to give their thoughts, given how close they are to the preparation of this event every year. So we might start with our matriarch at the back there, Cheryl. We don't have anything sexy but we do have Elizabeth and Rowan who are good at taking notes. 
>> Thank you. Just a minor glitch on the record that we just put to text there, it's internet Australia that was the legal and still is the legal entity that this soiree is under. So it's our public liability you're all under. If you don't trip. Paul and I don't want you to trip. Look, I'm not as concerned on the format of how we gather those interested parties, those significantly interested parties in Australia, with things to do with internet governance and all of the civil and technical aspects that get wrapped around that. I don't particularly mind how we gather, not even how often we gather. I just think it's essential that we do. There is nothing as good as - I'm in any number of working groups, but I will get more out of these two days interacting with people that I haven't seen for a year or two or three or 20, somebody earlier this morning was telling me the last time they saw me, you know, these are hugely valuable moments, where understanding, collegiality and real problem-solving occurs. Human networking is as vital, in my very biased view, as all of the other good stuff we can do online. So I don't care how we do it. I'm not even all that fussed exactly how frequently even. But that we do do it, and a voice of Australia can be, in some way harmonised to go into regional and global policy discussion, I think that is priceless. And looking at many of the national initiatives, in many of the countries I watch, I still think we do it damn well. Thank you. 
>> DONNA AUSTIN: Thanks, Cheryl. Chris? Or Annalise? Keith? Are you in there somewhere? 
>> Annalise Williams, currently at dot-AU, speaking in my personal capacity of course. But I have been to every single Australian auIGF. I was there in 2012. I was there at every single one we had before our little break and I was there as part of the discussion that was convened by DFAT to the inaugural cyberambassador asked me to convene some Australian internet governance stake-holders. And, as part of that conversation, it was clear that everybody... The sort of the internet institutions, representatives enter ISOC and IETF, the Internet Association of Australia, APNIC, ICANN, a range of institutions, and representatives felt there was real value in having that place. We do occupy a unique space in the policy discussion landscape. There are plenty of conferences. There are plenty of forriums. There isn't another multistake-holder. Everybody on an equal footing, come and hear from others and share your views - there isn't anything quite like that. And I think, you know, I'll agree with Cheryl. We do a good job. We managed to keep this going through COVID when most other international... Most of our counterparts, didn't bother having a national internet governance dologue during COVID. So I think the fact that we did shows that there's an amongst the Australian policy stake-holders and technical policy stake-holders to come and discuss these issues. Whether we continue doing it yearly, I don't sort of have a strong view, but I do like the interactive format. When I think back to the 2012 auIGF and the issues that were topical then, you know, while some have changed, the topic itself might have changed, the core issues haven't really. The domestic policy discussions there were all focused around data retention and, on the international policy side, it was preparations for the World Conference on International Telecommunications, which was a treaty negotiation. That was sort of the first time I'm aware of that the Australian Government was really inviting other stake-holders to come and tell them what they think. I think it was probably Keith and Caro at that time. We want to hear from you. We want to know what you think about these issues. And, you know, that was a few years ago now, but we are looking at the very real prospect of having another wicket in the next few years. So I think there is a space for this conversation. We are very lucky to have a government that seeks stake-holder input and we should make use of that, you know, that willingness to engage and come here and engage ourselves. I think if we support this multistake-holder concept, we have an obligation to engage ourselves, to find out what's happening, to go and share your views, to participate. It's on all of us to make it work. 
>> DONNA AUSTIN: Thanks, Annalise. 
>> Thanks. Chris Buckridge here. I'm much newer to this than Sheryl or Annalise, mainly because I was living on the other side of the world until about eight months ago. But I certainly agree from everything I've seen the Australian IGF is doing very well in terms of how... In comparison to its other NRI colleagues. I think today has been great. The pressure is on now for tomorrow! But I have full confidence that will be great too. I think I could repeat a lot of what I said in, perhaps, the earlier session, but I'll sort of bring it back to I think it's always going to be a moving target, what we want this to be. I don't think that we should think that we can crack a code and say, OK, this is what it is, this is how it goes, and then that's set in stone forever. Partly because the issues that we're dealing with and the environment that we're working in are constantly changing. If we look at five years ago, very different issues but also very different postures and priorities from the different stake-holders. So we need to be engaging in new and different ways. And I think just having a once-a-year event is probably a relatively weak sort of format in terms of... You risk losing people's attention unless there is some really pressing policy issue, you're going to struggle to get them to remember every year, oh, yeah, the Australian IGF. Finding a way to build that intercessional work to sort of keep the community active, to sort of focus on some projects or on some outcomes, I think is is really useful and important. But it does take work and it does take the volunteer time of many people. So the more you can spread that around and the Support At Home you can have, both financial and secretarial and just general mind space, the more likely you are to build that, so I think working on that, making this community as rich and committed as possible is sort of fundamental. And it seems like we do have a very interested community. I think there's a very significant portion of that that is very committed in the sort of long-term sense, but working to maintain that and build that, I think, is essential. 
>> DONNA AUSTIN: Thanks, Chris. Keith? Or Caro? Did you want to...? 
>> Hi. My name is Caroline Greenway. Like a number of others here, I've been involved with the Australian Internet Governance Forum in its many iterations for a very long time. I think what's particularly encouraging for this one, and for the last one as well, was a number of new faces that we've got attending for the second time, I think, for a lot of them, and a lot of them are young. And I think that's incredibly cheering and refreshing exactly. And I think what I'd really be interested in is hearing from them in particular about what it would be that would keep you guys engaged. What are you looking for from this, whether it's... Whatever the format is going to be, whether there's going to be sort of things happening throughout the year, or is it just a one forum a year? Is that the sort of thing that's going to keep you engaged? And another important thing that we've been kind of dealing with is how we really make ourselves a recognised voice for our community within Australia, as a group that's got, that people feel they can come to to get a view of the Australian internet community about particular issues that we're going to be dealing with and then, again, how we are able to feed that upwards into other regional initiatives as well as the global Internet Governance Forum and other things like, as Annalise sort of frightened us with the possibility that there might be another WCIT, which we won't go there... Anyway, I'll pass it on to my colleague, Keith. 
>> DONNA AUSTIN: Thanks, Caro. 
>> Thank you. Keith again. I think we've heard enough from members of the MSSC. I think it's now time to see if anyone in the room would like to give us their thoughts on the story so far and whether they have any suggestion abouts how we might change or improve what we do. 
>> DONNA AUSTIN: Thanks, Keith. Maybe if we can pick up on a couple of points that Caro made. 
>> KEITH: I have a volunteer here. 
>> DONNA AUSTIN: That's fine, yeah. Maybe focus on what will keep you engaged and how do we become a recognised voice in the internet community? So not necessarily for our friend here, but more generally, if folks could think about that and give us their thoughts. Thanks. 
>> We'll go two halves. You want to go first? 
>> DONNA AUSTIN: If you could identify yourselves too. That would be great. 
>> Ryan from the Digital Justice Society and we went to the auIGF last year, because it was in Adelaide and we're based in Adelaide. And then we liked it so much, we came all the way out to this one. 
>> DONNA AUSTIN: Thank you. And we did have Amber as part of our MSSC this time. Yeah. 
>> RYAN: What would keep us engaged is if we could somehow scroll every 15 seconds onto the next speaker! Yeah, that was a joke! But, in the same vein, I would like to see a session where smaller groups are formed and have discussions about some particularly interesting topic where slots and lots of views are had because then each smaller conversation can be more contextual to the people that are part of that conversation. 
>> DONNA AUSTIN: Yeah. 
>> RYAN: But what topic and how, I don't know. 
>> DONNA AUSTIN: It's doage, right? We control, you know, what happens at these formiums, so it's certainly doable and I think now that we have nice round tables, it's even more so. 
>> I think I'll add and say we just had a friend just last year, we didn't know what it was but they were like, "Oh, this probably would be good to go to." And it was in our town, so I think it is worth visiting different locations. It is much easier when it's in your hometown to go and check it out. But I think the expectation of a big formal forum that is tied to big powerful things and the whole world is that maybe no-one is realliliesenings and I think we were surprised by the amount of listening and the generosity in the rest of the room, which is all of you wonderful people. And also coming the first time, the mugs stake-holder model and whether that's just like the mission thing on the wall or whether it's actually a real core to what it's about. And from, you know, maybe there's a crypto flip coming for me later, but as far as I've seen so far, there is actually commitment to the multistake-holder model, which means that we're hearing each other and gleaning good ideas and feeding that into, you know, maybe systems I don't fully understand yet, and I think that's why it's so powerful. And I think having that get out there more, that goes, no, this really is multistake-holder and it is a space that's listened to, I then feel comfortable to bring a lot more of my communities aloss and I think the same -- communities along and I think the same goes for other communities around. So I think their trust in the forum is what it says on the can. 
>> DONNA AUSTIN: OK. 
>> It will lead to more people coming. 
>> DONNA AUSTIN: That's good feedback. Thank you. 
>> Thank you. I'm Sarah from Away From Keyboard. Two things. Maybe more. I love how accessible it was. I've been on the road all day listening online and I just imagine all those who can't, whether throws disability or mobility or whatever, be able to access this. Thank you so much for providing an online option so guests could still participate. Also, in that same vein, making this affordable. So many of the forums that I have been partaking in are just so expensive and the normal grass roots just can't even get in the room because they can't afford T they don't have the budget for T so I really appreciate that this has been exceptionally affordable. So I really appreciate that. And on top of all of that, the amazing speakers we've had today. You know, as I followed along online and chatting online - I don't you don't get to see that in the room - but online has been a very vibrant discussion as well and fantastic that we even had the chance to be able to listen along. But the calibre of speakers - I would definitely come again, obviously, but this has been... I don't think enough people understand what this is and the opportunity that's here. So I think if we could help amplify that and talk about, you know, the great things that have council out of it. I'm sure you have your own content people that this has been, you know, already, the small amount I've been part of, it has actually been incredibly valuable for what I do in my little part of the world and what I'm trying to achieve. So thank you. 
>> DONNA AUSTIN: Thanks, Sarah. And thank you for your flexibility. We had two session proposals that were similar and we threw Sophie and Sarah together to come up with the last session, so thanks for your flexibility. Was that the first time you'd heard about the forum? When we put out the session proposal? OK. Thanks. 
>> We've had three questions online from Sarah Weber. The first one is, "Any chance of seed funding for community-focused projects working with civil society? Enabling collaboration or grounded project for the outer fellows and others? And some more outreach to relevant academics, including early career researchers?" 
>> DONNA AUSTIN: We'll have to take that one on notice, I think. So seed funding is a little bit difficult for us. I'd say that the next-gen task force was a little bit of an experiment for us this time around and it was pretty short notice. And we're grateful that they were willing to do the work and do it all online. That enabled us to go forward with the project. But, you know, through some of our budget, we were able to get some of the fellows here in person, which is great. So, it's a little bit of baby steps for us and suck it and see, and we'll do the best we can. But it would be really good if we could meet people's expectations in some way, so that's why it's good to get this feedback, so we know what we're doing, or not doing. Sorry? I'll come to you after Susan. 
>> SUSAN: My apologies. I don't know if it's the law, student/law conference attendee in me, but I know that some of the conferences that I've been to, especially when it's in, like, an intersection of practitioners who work across different areas that they sort of provide, like, papers or, like, just a one-pager of, like, hey, this is what I'm going to talk about, here are the key terms or the key cases that you have sort of time before the conference to sort of look things up and more meaningfully engage. And I think, like, as a multistake-holder forum, everyone will have different levels of knowledge across different topics. So for example, you know, there are people with lots of multilateral backgrounds who know the mechanisms behind those decision-making forriums, but there may be people on the more technical side or the more people-facing side that might not know that and I think having just a one-pager, just a little bit more beyond the description of, like, hey, here's what we're going to talk about, here's what you should know, so that people who are feeling particularly proactive before the forum can delve deeper into stuff that they're really interested in and engage. I think that would be a really good structural thing that you could do. 
>> DONNA AUSTIN: That's fair. I think with some of the session descriptions, we were kind of... The program becomes a piecemeal thing. We post information as it becomes available. Some of the session descriptions are probably more verbose than others. You know, we're a little bit limited in what we can provide in terms of papers and things like that, but we probably do have access to resources that we could provide. We know that our website isn't super sexy. We could do a better job with that. But it all takes time and we are a volunteer group of people, but it's good to get this feedback, so we know where the... You know, what the useful things would be. Suggestionian? I'll come back to you. Sue's got the mic. 
>> I just wanted to pick up on something that was said earlier in relation to multistake-holder. What I would like to see is a seat at the table from more than just the organisations. So out of all of the First Nations people here today, I think Andrew's been the only one at the table here today. And in all of these collaborative groups, it would be good to see more Pacific people represented at the table, more First Nations people represented at the table. And more queer people represented at the table. You know, all of the multistake-holder communities represented at the table, on the floor, so you're not just consulting people, but rather we're getting to hear from those people as well. 
>> DONNA AUSTIN: Thanks, Susan. And we do, you know, when we think about multistake-holder and when we're - we have a program committee that goes through the session proposals that we receive and diversity is, well, first of all is it on point with the theme that we've agreed for the year? And diversity is something that... You know, we do try to be inclusive. I guess... I don't want to be offensive, but how do we know that somebody from the panel is a certain... Has that diversity quality that you're stating? So, I mean, we can actually... Yeah? 
>> Made it very clear that their pronounce and that is often a signifier. So, usually, if they're on the table, they will say. Or, you know, it will be made clear. If you ask, as well, so - 
>> DONNA AUSTIN: We can certainly factor that into the expression-of-interest proposals when they go out. Gressia? 
>> Hi, Susan. I'm Greta from Identity Digital. I wanted to say to you that we are striving to do that. Like, we're building a community and, yeah, we're excited to have you here and you'll be presenting a workshop tomorrow that will be interactive and it will be a group setting with butcher's paper on the table so, yeah, that's something to look forward to and, yeah, we appreciate your input. 
>> DONNA AUSTIN: Thanks, Greta. Can we go back to Kurt? And then down the front, and then Jenny. 
>> Hi. My name is Kurt. Sadly, I'm no longer a bright young face and I think my only affiliation is Queensland at this point. I have two points to make that are very different. The first builds on what Cheryl was saying about the Australia IGF feeding into regional and global conferences. I would be energised to think I could come to the microphone here and say something that would be repeated at a Global IGF meeting. And in order to do that, I think targeted sessions with whom ever the Australian representative is at an IGF or WSIS meeting says, you know, poses these are the issues about which we're going to talk there and this is what we're planning to say and somebody raises their hand and says, "I'd like you to say this." And maybe that would get people engaged in those issues, feeling it's important enough that their views might be expressed in those meetings. But it has to be a carefully constructed session to do that. That type of session - we had a session here that talked about multilateralism versus multistake-holder and that sort of touched on that. But we didn't get to the point that we were giving input that Australia might give to the IGF. So that's one issue. And the other issue is about what somebody said about funding intercessional efforts and studies and things like that. And I think to do that, one path might be for the Australia IGF to become a more formalised organisation. I don't know if that's an NGO or a not-for-profit, but something that could raise funds, that would signify its independence from other bodies. Similar to the Tech Design Institute or whoever ran the session first thing this morning, that could have a fundraising function, so that there would be monies available for those sorts of efforts. Thanks. 
>> DONNA AUSTIN: Thanks, Kurt. Down the front and then Jenny. And then over here. 
>> Thanks. I was going to build on the question - 
>> DONNA AUSTIN: Sorry, you can say your name? 
>> Sorry. Alice from the National Association for Prevention of Child Abuse and Neglect. It's a very long name. I was going to build on the question of how do we bring in young people and keep them engaged in the forum and to build on what Chelsea was saying about making language accessible, because thighs... It can be intimidating and daunting for a young person to come into these spaces, particularly when they're heavy on the policy and governance, as this forum actually is. It kind of self-selects for a certain kind of young person who does feel comfortable speaking the language of government and the language of policy but, you know, that's not the only young voice you want. You want young people from all sorts of backgrounds and other marginalised backgrounds might face the same issue as well. I think the next general task force has been a great initiative to bring young people from all sorts of different backgrounds and I think perhaps in future years it could expand further to try to capture a wider range of voices. And the other thing I was going to suggest as food for thought is our experience, where we held an event recently bringing together our youth Advisory Council with the staff, the board and members and everyone together. We thought we'd try and make it youth friendly because it was a similar room set-up to this and we had fidget toys and colouring-in and whatever. That actually benefits everyone. The adults did more colouring-in than the kids did! Because when you make it a youth-friendly environment, I think everyone benefits from that. So you can have ways that you can construct a conference in a Morwell come and way that's more inviting to children and young people. 
>> Hi, everyone. I'm Jenny Fraser and I'm from the art world and I have been to a couple of Internet Governance Forums and been lucky and I enjoy it. So I live... I'm old. I live by the motto it's either a hard yes or it's a no. So one no for me in coming to this kind of gathering is if you start funding it with the mining company dollar and fossil fuels. I won't turn up. That's OK. That's your choice if you want to do that. Some people have standards and so I'm more into disorganisation than more incorporation, so I wouldn't hold events. I run my own retreats, so I wouldn't hold them in Canberra and I'm thinking more something like Nimbin. You could have magic mushrooms. 
>> DONNA AUSTIN: Just don't give Narelle any! 
>> Get nor cyber-spaced out. And, um, at my own events, if I want people to do things and they're a pit reserved, then I give them bloody Marys in the morning, and you could start that way tomorrow. I'm open to that. 
>> DONNA AUSTIN: Does your public liability cover that at Internet Australia, Cheryl? Where were we? Over there and... 
>> That sounds like a fun conference. Yeah, I think there was some really good points razed about sort of who was sitting on stage and who we're hearing from and, you know, how it's, like, difficult to know who identifies with what groups until maybe they're on stage. It might be nice to have a real veteran IGF attendee or a star past silltator, someone who is great at getting a crowd engaged. Like, at the same time that you do the call-out for session proposals, to be, like, we have a stream for, like, maybe if you're new to internet governance, or you feel like you need a bit of extra support, you could, you know, apply to have a mentor to help prepare your session or something. I think there are people who are very active and very important in shaping the internet we have today who don't know that what they're doing is internet governance. Maybe it's harder to find those people and connect with them. In terms terms of intercessional work, there's lots of community spaces. I connected with you. We both know Savvy Gallery in Melbourne, where which is a space where people who are lots of, like, you know, they're doing web development, they're implementing the WC3 standards in their work and trying to help educate people around them to do that. And that's really important stuff. It would be cool to have some more of that here. I'm a digital literacy teacher for refugees and sometimes they ask really interesting questions like, you know, "Can I say mean things about the Taliban on WhatsApp? Or will they find out and hurt my family?" So there are Sunshine Coast those specific communities in Australia that have really interesting internet governance questions and have a need to understand the technology at a deeper level and be able to communicate that with their friends and family. So I think, yeah, it's... There are people who will be harder to reach, but if we can engage with people who are maybe slightly more marginalised users of the internet and they have their own very unique skill set and areas of expertise, but they wouldn't use that language to describe it. I think bringing those people in and supporting them to run their own talk or maybe a smaller group discussion could be really, really valuable. 
>> DONNA AUSTIN: Thank you. Can we go over and then back down the front here and then back to Wendy. 
>> Thank you. I work for APNIC Foundation, not APNIC, that's a different organisation. But I wear multiple hats. I'm the board member of APRICOT, which is the biggest regional event, mostly for the technical audience. I want to give you one suggestion. This is my first auIGF in person. I come from a technical background mostly. There was an event earlier this month. Myself, Narelle, Warren, Paul, and Save, we were there in Brisbane. It is very expensive event. $600 for registration for two days. It's been growing almost every year and this year there was more than 600 people who attended that. The majority, 80%, 90%, Australians, coming to that event. They are not short of sponsors. The response areas are in a queue. They have to wait to get into the ballot to sponsor the event. So it's growing. So people see value in that one. The technical audience that. The APRICOT Summit is organised every year. We call it a summit because it's a collection of events for a whole week and many organisations do their events on their day and it continues for the whole week. Why not auIGF can co-located with OSLOG? There are a lot of people, at least five in this room sitting here. Narelle is laughing. I know why. But there are a lot of people sitting here, at least five of us sitting here, who were there and I can tell you there would be 15 or 20 more who would be more than entrusted to participate in this event, an auIGF, if it was right next to the Ozlog. We can stay one more day in Brisbane or in Canberra or in Sydney or Melbourne. It doesn't go to Canberra. But it's between Melbourne, Sydney or Brisbane. So we can stay one more day. Many people can stay one more day. Maybe 100 people can stay one more day or come a day early. That's how you can - there's two things you can do. One is bridging that gap between the technical audience and the policy audience as well as increasing the number of participants. So just think about that. 
>> DONNA AUSTIN: It was something that I think Annalise might have mentioned that maybe there's other events that we could be backing up to or, in some way, so that there's kind of - not a shared resourcing but there's a shared benefit if we did that. Down the front here? Rowan? No, sorry. Down here and then back to Wendy and then we'll come across. 
>> Hi. I'm James. Also from Digital Justice Society. This is my first time coming here and I'm... I don't really have much of a governance background. I'm much more of a technical background and I feel like something that makes me engage a bit better with how governance works and how what we're doing here has an effect is to take something that, like, would have come from the last auto event and revisit that and see what's happened there. So I don't know if that would be, like, maybe a quick-fire round of, like, a handful of talks from the previous year have come back and said what's happened or something like that. I think that might be useful for contextualising what we're doing. 
>> DONNA AUSTIN: OK. We've got 10 minutes left. We're going to go to Wendy. We've got over in the corner there and then back to here. And I think we'll draw a line under it. 
>> Amazing. I will be quick then. So I'm picking up on a with couple of things that have been in the conversation. This is my first auIGF. Hopefully not my last. On some of the things that we were hearing about accessibility to young people and the language being used and whether it's prohibitive and on the idea of the mentorship program, I wanted to draw on my experience with the AI Safety Forum. That was cost prohibitive but I was fortunate enough to attend with the Tech Policy Design Institute, because they had set up mentoring networks specifically for that forum. That meant they could draw people who have different interests in the area together and allow them to network and meet each other and understand that space before actually coming to the forum and for me that was something that was really helpful. Because I'm young. It was a very male dominated area and having that sort of network already pre-established gave me a lot of comfort. But a couple of other things was there's also a narrative issue, and a couple of people have spoken about this. A lot of people don't know what internet governance is or the issues being discussed and it's a bit of a narrative issue. I work a 9:00 to 5:00 that's not internet governance. It's corporate. I work in an office. I do spreadsheets. But these are the topics that I'm deeply interested in and I wouldn't have known about any of this if it wasn't for my previous participation with auDA through the program through the auDA fellowship. So I wonder if there is scope, even in the marketing or call-out for session proposals to actually illustrate what some of the examples from. For example, I never would have considered that Digital Duty of Care would be something that fell under internet governance, because I had this conception that it was very... Sort of infrastructure and I know a lot of people who I work with in the AI policy space as well would not consider the Internet Governance Forum as an area that has conversations they'd be interested in. But from what I've seen is it's been a very vibrant discussion. The final point I want to touch on is intercessional work. It's a great way to keep people engaged with the auIGF and internet governance in general. Again, this is not my 9:00 to 5:00 and I don't follow it and I don't see it come up on my feed until something's too late or the auIGF is already happening. But with that intercessional work, it's generating a lot more awareness about the area and providing a lot more opportunities to make the narrative a bit more palatable to everyday people who might want to have an input but won't know where to begin. 
>> DONNA AUSTIN: To everybody in this room, we hope that you will go and talk to your friends and colleagues and tell them what this forum was about and give your spin on what you think internet governance is, because it is a pretty nebulous concept and it changes, it evolves as much as the, you know, the technology does, so please go and tell people about this great event. I think we appreciate we could do a better job of promotion. Rowan, over in the back corner. 
>> Hello. This is Bree from internet governance at the Australian Government. Just wanted to add to the great ideas that have been said so far and respond on a couple of things. So one is around I think terminology, language concepts that might be new, and engaging with those and this is not necessarily a systemic solution to that problem but certainly talking to people here is such a great way to learn. I've found people in this community really approachable and really willing to share their knowledge and talk about whatever it is that they know. I, myself, don't come from a technical background but that's been the really main way I've learned stuff over the past few years. And the second one is around the link between the auIGF and the Global IGF. I think this is a really important question and would love to explore this further with the people who are interested in that. I think definitely there have already been some ideas that have been shared but coming in at the program planning stage and really considering the links, the thematic links in terms of what's really important here and what the focus is of the global and therefore which conversations we can pass through. I think that can be a really important exploration for future years. 
>> DONNA AUSTIN: Thanks, Bree. Sorry I didn't realise that was you. I've only communicated on email. OK, so one last intervention and then I'm going to wrap it up, because drinks are downstairs. 
>> I think last, but not least, basically, this is my first meeting I am going to attend and due to this one, I have met a few old friends, and basically I have an academitionian. I used to work in Notre Dame Catholic University and currently I'm on the University of Sydney campus and representing Infinity Global Australia. I think it is a good idea that here we can make multistake-holder peoples, maybe from internet, maybe from justice, maybe from social networks and other departments as well as. I would like to suggest that why can't we document these things - for example, if someone presents, maybe we can come up with an abstract, a one-page or two-page bubble days on maybe your website or maybe linked to your website so at least it can be documented. Due to this one, maybe other people can maybe read these articles or things. Thank you. 
>> DONNA AUSTIN: Thank you. We can use AI for that. Annalise has one last thing. 
>> Just quickly, I've heard a couple of people asking for information on what internet governance is and would have liked more background on that. I think we've linked it on our website now, Elizabeth, but there is some excellent material prepared by the Global Internet Society that we have linked and I'd encourage you to have a look at that. 
>> DONNA AUSTIN: Thanks, Annalise. So, thanks,ish, for that. I think it's a really good conversation. I'm not going to try to summarise it what I hope we can do - it's already there, good - but what I hope to do is take a bit of stock of what's been said today. We'll try to incorporate it in the wrap-up tomorrow and then the MSSC will do some work on how we respond to the suggestions we've had and I think we've had some really good ones and I think it's going to be really helpful moving forward. They're not... The suggestions I've heard aren't difficult problems to solve, but it does take resources, so we'll do what we can do. So I want to thank everybody today, particularly the presenters, for their preparation and being so engaging. That's our final session for today. We come back at 9:30 tomorrow. We have networking drinks now, that are kindly sponsored by ISOC, recognising 30 years of the Australian chapter. Yay! And I notice there's a picture board out the front. I don't know whether folks have seen that. But there's also binders full of documents of early minutes and things, 30 years' worth of minutes, yeah. So, if you've got a spare half a day, you could probably go through it! Alright. So drinks are down in Lucky's Bar. Now, to get to Lucky's Bar, you have to go through the barber... Oh... Oh, thanks, Jenny. Maybe I was hoping for an extra half hour's sleep-in. Sorry about that. We're starting at 9:00 tomorrow. So drinks downstairs in Lucky's Bar. You have to go through the bar to get there. So it's not in the main restaurant area. I think Michael's probably on his way there. Follow Michael. Thanks, everyone. Thanks to the tech team. And if we're still going, thanks to those online that have stuck around all day. I know how hard it is. Thank you.
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