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Our procedures are in line with the UK General Data Protection Legislation and the Data Protection Act 2018. Detailed below are the facilities and measures to ensure the protection of the rights of data subjects. These measures are also essential in protecting vulnerable children, maintaining trust with families, and supporting effective SEND provision.
To ensure ongoing confidentiality:
· by limiting access to pupil records (including EHCPs, home addresses, parent contact details, school contacts etc ) to staff who need to know this information in order to fulfil their professional duties.
· Using secure communication methods. Examples include password protection on personal documents and only allowing shared access to word documents to specific email addresses.
· Ensuring all staff receive regular training on data protection, safeguarding, and handling sensitive SEND information appropriately.
· Holding reviews and meetings (e.g., EHCP annual reviews) in confidential settings, not public spaces.
Integrity:
· Accurate record keeping and regularly updating pupil and staff files.
· Policies stored and shared in locked files on a password protected cloud storage facility so they cannot be changed.
Availability:
· Staff data is shared with schools and local authorities to ensure their safeguarding and safer recruitment guidelines are met.
· Pupil records are kept and updated weekly. These are available to QUEST, relevant local authority and school staff.
And resilience:
· Data is securely backed up on password protected cloud storage.
·  Cybersecurity measures are in place to prevent data breaches. This includes, use of firewalls, anti-malware protection, and regular software updates.
· Paper records  are kept to back up electronic copies. Documents containing staff and student data are kept in locked filing cabinets, as are examination documents, in line with exam board regulations.
To comply with the rights of data subjects in respect of receiving privacy information, and access, rectification, deletion and portability of personal data:

Pupils, parents, and those with parental responsibility are provided with clear and accessible privacy information at the point of data collection. QUEST Work Skills responds promptly and securely to subject access requests, ensuring data is provided within statutory timeframes and in an appropriate format. Individuals can request the rectification of inaccurate data, and records will be updated accordingly and shared with relevant agencies where necessary. Requests for erasure are considered on a case-by-case basis in line with statutory retention requirements, and data is securely deleted, where lawful. QUEST Work Skills supports data portability by supplying personal data when requested, particularly when a CYP transfers to another setting. Staff are trained to ensure compliance and accountability.
To ensure that any consent based processing meets standards of active, informed consent, and that such consents are recorded and auditable:
· The consents listed below are always obtained actively and never assumed.
· Consent is obtained from parents/carers prior to CYP engaging with the provision. 
· Medical consent is obtained prior to First Aid being administered. This may be formal, written consent from parents (with younger children) or verbal consent from CYP if age appropriate. 
· Formal written consent is obtained where a CYP has intimate care needs. A plan is written in consultation with parents and CYP and according to our Intimate Care Policy. 
· Where staff need to assist children with self-care, verbal consent is obtained and these actions are always in line with the staff code of conduct and safeguarding policies.
· Written consent to use photographs on the QUEST website is obtained from parents/carers (for younger children), CYP if they are old enough to consent themselves and staff. 
· Documents containing consent are reviewed periodically so that subjects may withdraw their consent if desired.

To ensure legal safeguards are in place to legitimise transfers of personal data outside the UK (if such transfers will take place):
· QUEST Work Skills will not transfer data outside the UK. Instead, subjects (staff, parents, CYP) can request access to their data and share this as they wish. 

To maintain records of personal data processing activities to regularly test, assess and evaluate the effectiveness of the above measures:
· QUEST Work Skills reviews these processes annually and in line with current guidance and legislation. 
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