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Who am (?

Protecting yourgelf against fraud, ecamg, and identity theft.

Overview:

[n thig courge we will learn identity theft ig not only a demon in itgelf, but it ig heavily
fueled by fraud and scame. We will review geveral popular scame and digcuse steps that can be
taken to avoid becoming a victim of thege scame. We will also identify different types of fraud,
scamg and methodsg of identity theft and what can be done to prevent them. Finally we will
digcuse stepg that can be taken to regain your identity if it is compromiged.

[n an effort to ectablish a complete understanding of fraud, ecams, and identity theft, we
will review several videog courtesy of the United States Postal Service and a Dream Works
Motion Picture. We will aleo have in depth clage discuscione about each of the topice.

The purpose of thig courge ig to enhance your understanding of the importance of your
identity and the efforte that should be taken to protect it.

[ntroduction:

Over the pagt few years, identity theft hag become one of the fagtest growing crimes in
America. [te growth can be attributed to modern technology, public access to pergonal
information and the difficulty to progecute offenders for thege crimes. Financial Ingtitutiong,
Merchantg, Individuale and the like loge milliong of dollare each year due to thege ecrimes.
[ndividuale who become victimg of thege erimes not only loge money, but thougands of hourg
trying to regain their identity, creditability with creditorg, the ability to write checkg, in gome
cages their freedom and most of all their sense of gecurity with their own identity.

[n many cageg of identity theft, the crime leaves the victim wondering and asking” “Who
am [7? Offen timeg, the victim’e identity ie 2o abused, the victim hag an even more difficult time
“Convincing” creditorg, merchante and individuale who they are.
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Fraud

What ig fraud?

By definition, fraud is the deception for unlawful gain. [t ig a swindle or trick.

Fraudulent actg are illegal and punighable under both civil and criminal law. The severity of the
punighment or fine ig determined by the type of fraudulent act that ie committed and the dollar
amount of the logg or potential logs.

2 Types of Fraud:

(. Check fraud
A. counterfeit
B. forgery
C. logt/gtolen
D. refer to maker
E. fraudulent
F. information uge

2. Credit card fraud
A. in gtore uge
B. information uge
C. counterfeit
D. gkimming

Video
2 .5hourg
Cateh Me If You Can
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Scams

What is a scam?

By definition, a ecam ig a fraudulent businesg deal or an offer with the intent to swindle.

Scam are illegible and punichable under both civil and criminal penalties of the law.

Degpite the many efforte of television shows, such ag Date Line to expose ecamg, they continue

to increage with heighten levels of creativity and vulnerable individuale continue to become
victimg of thege crimeg.

4 Types of Scams:

[. Internet gcamg
A. inheritance
B. gpam
C. lottery
D. purchages
E. charity

Video

1O minuteg
Long Shot
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2. Telephone scame
A. donationg
B. impersonationg
C. telemarketing

Video
20 minuteg
Dialing For Dollarg

3. Employment scame
A. check procegsor
B. mystery shopper
C. work from home
D. delivery agent

Video
(O minuteg
Work @ Home Scamg

WORK FROM HOME

1500 m0 PART-TIME
5000 S FULL-TIME

MAIL ORDER

800-900-961




4. Buginege ecamg
A. ingider trading
B. free bagging
C. check caghing
D. loang
E. interest rateg

Mo
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[dentity Theft

What ig identity theft?

[dentity theft ig the act of etealing the individuality or the characterigtice by which a person ie
known.

Although identity theft ig illegal and punishable under the penalties of civil and criminal law, it ie
very difficult to apprehend sugpects for thig crime. The difficulty ig due to the fact the
perpetrator hag in a genge literally become the “victim”. The perpetrator can be ag cloge ag next
door or milliong of miles acrose the country. The perpetrator can be a relative, a friend, a
atranger, the caghier at the grocery store, your ethnicity, a different ethnicity, fat, skinny, ete. In
many caseg, their identities go unknown.

While the authentic victim ie gpending countlese hourg epeaking with creditors, financial
ingtitutiong, state officiale, government officiale and merchantg in an effort to maintain their
innocence and control of their identity, the perpetrator ig out at the game time making
purchageg and opening accounts.

[n many cageg, it takeg the victim geveral years to regain their identity. Sometimeg the effort to
regain one’s identity after becoming a victim ig life conguming.




9 Forms of ldentity Theft:

(. Name - a word or words usually given to a person at birth to designate and et them apart
from otherg

2. Driverg Licenge - a plastic card containing a unique number agsigned by the state, along with
identifying information (name, DOB, SN, height, weight, picture, ete) to identify a person hag the
privilege to drive in the state listed with the restrictiong listed. The identifying information varies
from state to state.

The numberg uged on a driverg license can be reasgigned to other individualg if they have not
been uged in a certain number of years.

Texag Driverg’ Licenge ldentifiers

a. department of public eafety written at top

b. containg 8 numerical digite

¢. hag state flag(words Texag etate flag written around flag)

d. hag state geallwords Texag etate seal written around geal)

e. hag directore’ ignature at top

f the 1" in the word directive i not dotted

g. driver licenge ig written in red

h. there are geveral other identifiers & Texag ig in the process of unveiling a new degign

There are 8 types of Texas Drivers License
a. ingtruction permit

b. unregtricted drivers licenge

c. motoreycle permit

d. motoreyele licenge

e. commercial licenge

f. oceupational licenge

g regtricted interlock licenge

h. out of country drivers licenge



3. ldentification Card - similar to the Diver’s Licenge, without the privilege to drive in any state.
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4. Social Security Number/Card - a unique number asgigned to individuals by the government.

There are billiong of combinationg of numberg yet to be used by the Social Security
Adminigtration, therefore it i highly likely a SSN will never be reassigned or duplicated.

SSN’g were initially provided to track government funding and Social Security benefite. At
gome point these numberg became one of the most esgential meang of identification.

Social Security Card dentifiers

a. the signature line gays “cocial gecurity adminigtration”

b. words social security i written at the top of the card

c. if held under UV light the gocial ecurity administration geal ie magnified

o

L SECUNREIT Y

There are 3 types of Social Security Cards
. US citizens and permanent regidente

2. Work only cards

3. Not valid for employment



There are 3 sets of numbers on the Socials Security Card

(. Area numbers - determineg the ctate in which the card wag applied for

a. Texag 449-467 and 627-645

b. Louisiana 433~ 439

c. entire ligt can be found @ www.ega.gov/employer/eenug_handbkhtm

2. Group numbers - uged to break down all the numbers in the same area into emaller blocke

3. Serial numberg - uged in each group designation (the last four digits run congecutively from
0001-9999)

5. Open accounts
6. Apply for credit

7. Commit crimeg

a. traffic violationg

b. petty theft

¢. varioug other criminal acte

8. Combining victimg identifiying information with other victimg information

9. Burchage of large itemg with in houge credit
a. electronice

b. automobileg

¢. varioug other purchageg

Cauge of ldentity Theft:

[dentity theft ie cauged when the vital pereonal identifying information of an individual ie
compromiged and used againgt their will for the gain of material itemg and or money for an
unknown person.

Video

15 minute
(dentity Crigie
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[dentity Theft Prevention

Although there ig not a one hundred percent identity theft prevention method, the following
actions will agsist tremendously with the safe quard against identify theft and compromiging of
your pergonal identifying information.

(. Keep minimal amounte of identification in your wallet/purse

2. Never give out any of your PIN’g(pereonal identification numbers)

3. Invest in a ghredder

4. Shred pergonal tragh that containg your name, addresg, phone number, ete




5. Store extra checks in eafe secure place (not in car, work degk, ete)

6. Do not have SSN and OL #, preprinted on your checks

7. Don not sign the back of your eredit card (print- pleage agk for ld)

8. Do not sign blank checke

9. Request pagswords on accounte where the option ig available

0. Make online purchages via a secure website

Il. Do not provide any vital information to unknown incoming callerg

2. Review account statemente

3. Review pergonal credit reporte at leagt once a year

(4. Dlace red alert flags on your credit reports which will require potential creditorg to contact
you at the number you provided to them prior to providing any credit or releaging any
information

5. Never leave pergonal vital information unattended

6. Receive mail via a PO Box if possible

7. Opt out of “junk mail”

8. Check your mail box reqularly

9. Use gpam blocker ad virug protection software on your computer

20. Uge common genge (mogt important of all, if it seem too good to be true, it ig!)

Video

1O minuteg
Nowhere to Run
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Conelusion

Fraud, Scamg, and Identity Theft will probably be pregent in the lives of victim in the future
degpite ongoing prevention methods. Due to thig fact, it would be in the best interest for
individuale to utilize ag many prevention optiong they have at their digposal.

Although being proactive in most cageg will gpare an individual from being victimized by identity
theft, it can atill oceur. The media, creditors, financial ingtitutiong, and law enforcement can only
do g0 much to protect individuals from thie very unique crime, it i¢ algo each individuals
regpongibility to engure the gafety of their pereonal identifying information by uging ordinary
care to protect it.

If you or someone you know becomes a victim of identity theft, the following steps hould be
taken in an effort to regain your identity:

(. Identify what hag been compromiced

2. Contact the company or iseuing ageney of the compromised account or number (cloge the
account)

3. Contact all 3 major credit bureaus & request a copy of your credit report

a. Experian (8003975742

b. Equifax 1800685

Trang Union 18667763901

4. Contact national procesging center IBOO5265380

5. Contact teleck 18003662425

6. Contact (D theft center (B586937935 wwwiidthefteenter.org

7. Contact federal trade commisgion (877IDTHEFT

8. Contact SSA (will not provide a new SSN unlege very severe (D theft or witnesg protection)
9. Contact ALL creditors

10. Regpond to ALL media regarding old accounte, new accounts, unknown accounts

Il. Keep a file of all individuals you gpeak to



http://www.idtheftcenter.org/

2. Keep a copy of all the documents you mail out

3. Follow ALL ingtructiong provided by each creditor (ruleg may vary among merchants &
creditorg)

[4. Remain patient ag thie will not be regolved overnight
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Open Forum
(. Group digcusgion

2. Quegtion/ Angwers
3. Blank Space for Noteg



