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Tautological Risk Model: Defining Exposure and Formalizing the 

Implication to Total Risk 

By Terry G. Raitt, CISM, CISSP 
Date 2/19/2026 

Posit 
Where a threat to and vulnerability of an asset align, there is an exposure that implies contingent risk to 

the extent that exposure is unmitigated and of which residual risk exists regardless of exposure 

mitigation. 

Formula 
Given Exposure (E), Threat (T), Vulnerability (V), Mitigation (M), Contingent Risk (RC), and Residual Risk 

(RR), and RR ≡ True: 

[E ≡ (T ∧ V)] ⟹ [(E ∧ ¬M) ⟶ (RC ∨ RR)], 

Where f(E, M, RC, RR) ≡ (E ∧ ¬M) ⟶ (RC ∨ RR) ≡ ¬(E ∧ ¬M) ∨ (RC ∨ RR). 

Explanation 
The formula states that if Exposure is equivalent to the conjunction of Threat and Vulnerability, then 

Unmitigated Exposure, which is Inherent Risk (i.e., (T ∧ V) ∧ ¬M), implies the existence of either 

Contingent Risk or Residual Risk, and Residual Risk is always present regardless of Mitigation. 

The Big Picture: Why This Formula Exists 
This formula is built to overcome a problem: In real life, just because an Exposure exists, it doesn't 

always mean Risk happens (because of Mitigation). This formula is designed to be a universally true 

logical Rule (a Tautology) that accounts for the success of Mitigation and guarantees the existence of a 

minimal level of Residual Risk. 

Following is the plain language of this formula explaining how this deeply structured, formal logic 

statement maps directly to real-world Risk management. 

Step 1: Defining the Premise (The Setup) 
Given E, T, V, M, RC, and RR, 

[E ≡ (T ∧ V)] 

This part simply sets the stage and establishes the definition of Exposure in the model: 

• Exposure (E) is logically equivalent to (or defined as) a Threat (T) AND a Vulnerability (V) existing 

at the same time. 

Step 2: The Logic Flow (The Argument) 
⟹ [(E ∧ ¬M) ⟶ (RC ∨ RR)], 
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This is the central argument, known as the main conditional. 

• The premise of the conditional (E ∧ ¬M) is the state of Inherent Risk, which must be evaluated 

before the success of any Mitigation is known. 

• The external implication (⟹) asserts that, given the definition of Exposure, the truth of the 

conditional premise logically necessitates the validity of the Rule: "IF (Exposure exists AND 

Mitigation is NOT successful), THEN Total Risk (RC ∨ RR) must follow." (This means, if the 

Exposure is unmitigated, either Contingent Risk OR the always-present Residual Risk will be 

True). 

Step 3: The Mathematical Proof (The Justification) 
Where f(E, M, RC, RR) ≡ (E ∧ ¬M) ⟶ (RC ∨ RR) ≡ ¬(E ∧ ¬M) ∨ (RC ∨ RR). 

This section is the mathematical proof that the Rule in Step 2 works flawlessly. It uses the Law of 

Material Implication to prove the truth conditions: 

• It means: The statement "Unmitigated Exposure implies Total Risk" is logically guaranteed to be 

true because it is identical in every possible scenario to the statement "EITHER Unmitigated 

Exposure does NOT happen OR Total Risk happens." 

Example 
Proving: [(E ∧ ¬M) ⟶ (RC ∨ RR)] 

 

Initial Risk Profile = (90% Contingent Risk (RC) + 10% Residual Risk (RR)). 

 

Risk Mitigation Profile = (90% Contingent Risk (RC) - (85% Mitigation (M) x 90% Contingent Risk (RC) = 

76.5% Mitigated Contingent Risk (M RC)) = 13.5% Unmitigated Contingent Risk (¬M RC). 

 

Final Risk Profile = 13.5% Unmitigated Contingent Risk (¬M RC) + 10% Residual Risk (RR) = 23.5% 

Remaining Risk. 

Within the Remaining Risk, Mitigation (M) of the 13.5% Unmitigated Contingent Risk (¬M RC) portion is 

still possible. It simply has not yet been done for various reasons such as cost-benefit-analysis or non-

existent/unavailable mitigation tool or productivity vs security concerns, etc. 

 

In this way, Risk is not just subtracting numbers. It is managing states. 

Summary of the Model's Tautology 
The entire complex formula is structured as a Tautology, meaning the final logical result is always True in 

all scenarios given and RR ≡ True (See Table 1). This proves two key principles of the model: 

1. Risk is Inescapable: Because the conclusion of the implication (RC ∨ RR) is always True (due to RR 

being True), the Rule itself can never be broken or False. This mathematically guarantees the 

principle that Residual Risk always exists. 



   

© 2026 SMBvCISO, LLC 600 Independence Pkwy #3419, Plano, TX 75075 | 469-996-4111 | SMBvCISO.com Page 3 of 3 
 PUBLIC  

2. Unmitigated Exposures Are Logically Forced to Result in Risk: The model is designed so that the 

only logical possibility is that an Unmitigated Exposure results in a Risk event, otherwise the 

formula would be invalidated. 

Table 1 Contextual Truth Table for the Core Implication Rule (Given RR ≡ True) C = (E ∧ ¬M) ⟶ (RC ∨ RR) 

Exposure 
(E) 

Mitigation 
(M) 

Contingent 
Risk (RC) 

Residual 
Risk (RR) 

Premise 
(e ∧ ¬m) 

Conclusion 
(RC ∨ RR) 

Result 
C 

Scenario 
Interpretation 

T T T T F T T 
Mitigation 
successful; Risk 
(RR) still exists. 

T T F T F T T 
Mitigation 
successful; Risk 
(RR) still exists. 

T F T T T T T 
Unmitigated: RC 
is T and RR is T. 

T F F T T T T 

Unmitigated 
Critical Case: RC 
is F, but RR being 
T prevents the 
implication from 
failing. 

F T T T F T T 
No Exposure; 
Risk exists 
independently. 

F T F T F T T 
No Exposure; 
Risk (RR) still 
exists. 

F F T T F T T 
No Exposure; 
Risk exists 
independently. 

F F F T F T T 
No Exposure; 
Risk (RR) still 
exists. 

 


