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How can people send me spam emails from the future?

Is this an exploit of the email system of some sort? I receive a great deal of spam every day, and my accounts in Yahoo and Gmail sometimes show me
spam emails from the future. Yes, the future.

Sometimes it will give me a day ahead when they send it, which could mean they are a day ahead via time zones, but sometimes I have also seen a
week ahead, but rarely I find emails sent a month in the future.

Are these spammers exploiting a part of email that allows them to spoof the timestamp of the email? I have always been curious how they are managing
to send me mail from the future.

email

asked Jul 29 '15 at 4:30

yuritsuki
309 3 7

33  –  In principle it's not much different from sending a letter through the post with a future date written on it. bdsl Jul 29 '15 at 11:33

7
 –   

I noticed that many years ago, and then that use disappeared. I suppose spammers wanted to come first in your list of emails, but then people figured it out and deleted all mail from the
future without ever looking at it (I certainly did) which made this useless. It will probably come back every ten years. gnasher729 Jul 29 '15 at 12:18

5  –  Did you check your clock to verify that you aren't in the past? This is a basic use of headers known since 20 years 😄 ! daniel Azuelos Jul 29 '15 at 13:05

14  –  I made this comment 3 weeks from now. Jon Hanna Jul 29 '15 at 16:30

15  –  Have you offended any time travelers? etherealflux Jul 29 '15 at 16:53

3 Answers

That's not an "exploit", rather the way e-mail works.

Datetime, sender, receiver, and all other headers of an e-mail message can be set by the sender to
whatever value he wishes; mail protocols make no security check on them. Hence, spoofing the sender
of an e-mail (as spammers, scammers, and phishers often do) it's a child's play.

As Priyank correctly said, if you look at the full headers of the message you received you'll see that
only the first hop (the sender) bears a date in the future; all the other hops (the MTAs between the
sender and you) are correctly timestamped with the actual date.

answered Jul 29 '15 at 7:16

dr01
4,498 4 13 30

13
 –  

unless it isn't a real spamm mail from the future. in that case the other time stamps including his own ISP's one would be
from the same date :'D Zaibis Jul 29 '15 at 11:34

1  –  @zaibis unless it is. DRF Jul 29 '15 at 19:49

2
 –   

@DRF yeah thats what i mean. I'm not a native speaker and didn't knew "unless" itself contains allready the "not" in its
meaning. Zaibis Jul 30 '15 at 6:39

It is kind of possible. 
Suppose you change your system date/time and use a local client like Outlook to send an email, then
the receiver will see the changed time. But in the email headers, the actual time of the email when it
was received by the server, will be mentioned. 
But if you are using some email service on your browser, then the actual time will be seen by the
receiver.

 

This site uses cookies to deliver our services and to show you relevant ads and job listings. By using our site, you acknowledge that you have read and understand our
, , and our . Your use of Stack Overflow’s Products and Services, including the Stack Overflow Network, is subject to these

policies and terms.
Cookie Policy Privacy Policy Terms of Service

https://security.stackexchange.com/questions/95226/how-can-people-send-me-spam-emails-from-the-future
http://googleads.g.doubleclick.net/pcs/click?xai=AKAOjssVEYgloGupuUKDOTsMG8eapgVQD2RdSC5Liij9K31eB7i8QPyEwAMRkxai5GuwaEL2CK-_Q0XGe6KipCz6mkaefw4k5cgZp7nHd8-u0OpXPqNW1CqRhMJCkcP6ukex5luctH_7KYc-SeCwpLVHTtG_pQ8mYOPu2gJ68-DWrXx7bCoMQ4rMDn4I8QKpQezqWjmUq_KfcEGj5Uz_qWKp_rmry_bA1Nof7xk__yYeymIkkm8X_an7z_QN0UHpOSLxEwydOBMMgy7SlfoWHrH5f0LI7FHGwg6bXSy1Tvj9pM128p6vuHTlxwQ&sai=AMfl-YRGHfeYUC2xxf07t3OalQAASuLaimBNjTAGGSyNOV_0UTPAftx4qQu1HtPy_Wh6sKpU8bsvUtqD8TQnxlqvuPFRrvGFe7Vdxp3gs_CKtWa286G2ZtDOS_V1zIKM&sig=Cg0ArKJSzOIt8XZ5-d5e&adurl=http://stackoverflow.com:80/jobs%3Futm_source%3Dwebsite%26utm_medium%3Dbanner%26utm_content%3Dleaderboard_2%26utm_campaign%3Dhouse_ads_house_ads_ROS_SU&nm=1
https://security.stackexchange.com/questions/tagged/email
https://security.stackexchange.com/users/17478/yuritsuki
https://security.stackexchange.com/users/27677/bdsl
https://security.stackexchange.com/users/42053/gnasher729
https://security.stackexchange.com/users/9792/daniel-azuelos
https://security.stackexchange.com/users/37539/jon-hanna
https://security.stackexchange.com/users/80704/etherealflux
https://security.stackexchange.com/users/73139/dr01
https://security.stackexchange.com/users/56061/zaibis
https://security.stackexchange.com/users/55980/drf
https://security.stackexchange.com/users/56061/zaibis
http://googleads.g.doubleclick.net/pcs/click?xai=AKAOjss-i-D4gH0IetfzvT5r9uOOpIqIqiX4y85_AZrmW9KSn4120pWeSvZHDSK916I98hthBBYO5kpk63evhXCN_FpCMvqmNaHSvqyc7PswsY7FsR-i9geCFm58n3HuRPDjzRZgu0mE8G1OtnUFVVwNeaJlFyt4j_kttOpReUJ7jY4rUtVOLizEfV9iMStNahxy8yeoowGm3ru7w9PKdpYtJOn04tlI8zcqhlnEbIgFP7JRTeIw0CPMQPsRws3T5MPrGQcKjmz7Li1Okju785i1Tu6_-lTV55-ZYW5Xl2roZCGzQahMUQWQwWo_&sai=AMfl-YQ16SZ8x6PBfI-a-nu5pGsnth2stbOcZ50DoqOubUi1GD5TSxc3uA_Wpc6u8BeKNzD6u41Dc7p5DMWKOzRADdw4J4knaP1-2Ufc3P2IUDE2PnWUNFBdoGrisQt0&sig=Cg0ArKJSzAH0vkNqtDPJ&adurl=http://stackoverflow.com:80/jobs/remote%3Futm_source%3Dwebsite%26utm_medium%3Dbanner%26utm_content%3Dleaderboard_5%26utm_campaign%3Dhouse_ads_ROS_SU
https://stackoverflow.com/legal/cookie-policy
https://stackoverflow.com/legal/privacy-policy
https://stackoverflow.com/legal/terms-of-service/public


6/8/2018 How can people send me spam emails from the future? - Information Security Stack Exchange

https://security.stackexchange.com/questions/95226/how-can-people-send-me-spam-emails-from-the-future 2/2

Another possibility, which would be EXTREMELY rare, is that the time on the mail server is wrong.

In your case, try checking the headers of the spam emails.

answered Jul 29 '15 at 5:31

Priyank Gupta
3,511 15 26

3

 –  

This is fine but is any significant amount of spam sent by using mail clients such as Outlook? More likely, the source is a
script, which either sets a specific time or is running on a machine with an incorrectly set clock (probably, actually, some
random person's computer on a botnet). David Richerby Jul 29 '15 at 10:53

1  –
  
Well, as dr01 mentioned, it is also very much possible to edit the email headers. Did you check the email headers?
Priyank Gupta Jul 29 '15 at 10:58

Most messaging systems do allow drag-in/out copying of emails from the client to the desktop. So if
you want to send spams with any dates you want, there are various options.

Actually you can quickly code a mass mailer in Python and change automatically whatever parameter
you want in the headers, including time ( )how to change email's header programmatically

An other option is that you keep your previous mass mailer in Python (I mention Python because I
experienced it a lot and it fits very well for such situations) and execute it in Windows OS virtual
machines and change the system date automatically to whatever you want so that it will appear in the
header of your spams ( )how to change system date and time programmatically

edited May 23 '17 at 11:33

Community ♦
1
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Spammers will use any means at their disposal to get you to notice the garbage they in�ict on 

inbox. One dirty trick that seems to be increasingly employed by spammers is to change the d

on incoming emails so that they are more likely to gain your attention when they cross your in

Most commonly, the spam arrives with a future date – sometimes months or even years ahead

you have your email client con�gured to sort by date, this future date means that the spam
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Conversely, the spammer may set a date sometime in the past, thereby burying the spam at th

“read” end of the email list or somewhere in the middle. Generally, your email client will indica

that you have an unread message somewhere in the email folder you are reading, even after y

have apparently read all of the latest messages. If the folder has a lot of messages, you will ne

to search through the list of read emails to locate the unread one with the bogus past date. Th

process tends to focus attention on the garbage email, and this is, of course, the spammer’s go

The spammers want to increase the chance that their targets will actually read the message.

Hopefully, most of us will be wise enough to never do business with spammers under any

circumstances. However, the spammer may send many millions of bogus-date spam message

Perhaps only a handful of these recipients will be swayed into actually buying from the spamm

due to the past or future date trick. From the spammer’s point of view, gaining those few extra

sales is enough to make the bogus-date trick a worthwhile exercise.

Spam is an increasingly severe problem with no easy remedy. One simple way we can help,

however, is to learn as much as possible about how spammers operate. Being aware of all the

dirty little tricks, and spreading the word to other Internet users, is something that we can all d

make it just that bit harder for spammers to make a pro�t.
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