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Listen to the Podcast in the website.
Stefan Thomas, a German-born programmer living in San Francisco, has two guesses left to figure out a
password that is worth, as of this week, about $220 million. The password will let him unlock a small
hard drive, known as an IronKey, which contains the private keys to a digital wallet that holds 7,002
Bitcoin. While the price of Bitcoin dropped sharply on Monday, it is still up more than 50 percent from
just a month ago, when it passed its previous all-time high of around $20,000.
The problem is that Mr. Thomas years ago lost the paper where he wrote down the password for his
IronKey, which gives users 10 guesses before it seizes up and encrypts its contents forever. He has since
tried eight of his most commonly used password formulations — to no avail.
“I would just lay in bed and think about it,” Mr. Thomas said. “Then I would go to the computer with some
new strategy, and it wouldn’t work, and I would be desperate again.”

Read the two articles at the end of this instruction.
And come back to and review:
1. Click into this website and research the IronKey
2. Lost passwords

In a Word or GDoc create a detailed analysis of the story; including Who, What Where, Why , When.

Submit your analysis as Lost-Yourname into the GClassroom

2/1/2021

Lost Passwords Lock Millionaires Out of Their Bitcoin Fortunes - The New York Times

https://nyti.ms/3sgR63x

Lost Passwords Lock Millionaires Out of Their Bitcoin Fortunes
Bitcoin owners are getting rich because the cryptocurrency has soared. But what happens when you can’t tap that wealth because you forgot the password to your digital
wallet?
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Stefan Thomas, a German-born programmer living in San Francisco, has two guesses left to ﬁgure out a password that is worth, as of this week, about $220 million.
The password will let him unlock a small hard drive, known as an IronKey, which contains the private keys to a digital wallet that holds 7,002 Bitcoin. While the price of
Bitcoin dropped sharply on Monday, it is still up more than 50 percent from just a month ago, when it passed its previous all-time high of around $20,000.
The problem is that Mr. Thomas years ago lost the paper where he wrote down the password for his IronKey, which gives users 10 guesses before it seizes up and encrypts
its contents forever. He has since tried eight of his most commonly used password formulations — to no avail.
“I would just lay in bed and think about it,” Mr. Thomas said. “Then I would go to the computer with some new strategy, and it wouldn’t work, and I would be desperate
again.”
Bitcoin, which has been on an extraordinary and volatile eight-month run, has made a lot of its holders very rich in a short time, even as the coronavirus pandemic has
ravaged the world economy.
But the cryptocurrency’s unusual nature has also meant that many people are locked out of their Bitcoin fortunes as a result of lost or forgotten keys. They have been forced
to watch, helpless, as the price has risen and fallen sharply, unable to cash in on their digital wealth.
Of the existing 18.5 million Bitcoin, around 20 percent — currently worth around $140 billion — appear to be in lost or otherwise stranded wallets, according to the
cryptocurrency data ﬁrm Chainalysis. Wallet Recovery Services, a business that helps ﬁnd lost digital keys, said it had gotten 70 requests a day from people who wanted
help recovering their riches, three times the number of a month ago.
Bitcoin owners who are locked out of their wallets speak of endless days and nights of frustration as they have tried to get access to their fortunes. Many have owned the
coins since Bitcoin’s early days a decade ago, when no one had conﬁdence that the tokens would be worth anything.
“Through the years I would say I have spent hundreds of hours trying to get back into these wallets,” said Brad Yasar, an entrepreneur in Los Angeles who has a few
desktop computers that contain thousands of Bitcoin he created, or mined, during the early days of the technology. While those Bitcoin are now worth hundreds of millions
of dollars, he lost his passwords many years ago and has put the hard drives containing them in vacuum-sealed bags, out of sight.
“I don’t want to be reminded every day that what I have now is a fraction of what I could have that I lost,” he said.
https://www.nytimes.com/2021/01/12/technology/bitcoin-passwords-wallets-fortunes.html
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The dilemma is a stark reminder of Bitcoin’s unusual technological underpinnings, which set it apart from normal money and give it some of its most vaunted — and
riskiest — qualities. With traditional bank accounts and online wallets, banks like Wells Fargo and other ﬁnancial companies like PayPal can provide people the passwords
to their accounts or reset lost passwords.

“I would just lay in bed and think about it,” Mr. Thomas said. Nicholas Albrecht for The New
York Times

But Bitcoin has no company to provide or store passwords. The virtual currency’s creator, a shadowy ﬁgure known as Satoshi Nakamoto, has said Bitcoin’s central idea was
to allow anyone in the world to open a digital bank account and hold the money in a way that no government could prevent or regulate.
This is made possible by the structure of Bitcoin, which is governed by a network of computers that agreed to follow software containing all the rules for the
cryptocurrency. The software includes a complex algorithm that makes it possible to create an address, and associated private key, which is known only by the person who
created the wallet.
The software also allows the Bitcoin network to conﬁrm the accuracy of the password to allow transactions, without seeing or knowing the password itself. In short, the
system makes it possible for anyone to create a Bitcoin wallet without having to register with a ﬁnancial institution or go through any sort of identity check.
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That has made Bitcoin popular with criminals, who can use the money without revealing their identity. It has also attracted people in countries like China and Venezuela,
where authoritarian governments are known for raiding or shutting down traditional bank accounts.
But the structure of this system did not account for just how bad people can be at remembering and securing their passwords.
https://www.nytimes.com/2021/01/12/technology/bitcoin-passwords-wallets-fortunes.html
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“Even sophisticated investors have been completely incapable of doing any kind of management of private keys,” said Diogo Monica, a co-founder of a start-up called
Anchorage, which helps companies handle cryptocurrency security. Mr. Monica started the company in 2017 after helping a hedge fund regain access to one of its Bitcoin
wallets.
Mr. Thomas, the programmer, said he was drawn to Bitcoin partly because it was outside the control of a country or company. In 2011, when he was living in Switzerland, he
was given the 7,002 Bitcoin by an early Bitcoin fanatic as a reward for making an animated video, “What is Bitcoin?,” which introduced many people to the technology.
That year, he lost the digital keys to the wallet holding the Bitcoin. Since then, as Bitcoin’s value has soared and fallen and he could not get his hands on the money, Mr.
Thomas has soured on the idea that people should be their own bank and hold their own money.
“This whole idea of being your own bank — let me put it this way: Do you make your own shoes?” he said. “The reason we have banks is that we don’t want to deal with all
those things that banks do.”
Other Bitcoin believers have also realized the difﬁculties of being their own bank. Some have outsourced the work of holding Bitcoin to start-ups and exchanges that secure
the private keys to people’s stashes of the virtual currency.
Yet some of these services have had just as much trouble securing their keys. Many of the largest Bitcoin exchanges over the years — including the onetime well-known
exchange Mt. Gox — have lost private keys or had them stolen.
Gabriel Abed, 34, an entrepreneur from Barbados, lost around 800 Bitcoin — now worth around $25 million — when a colleague reformatted a laptop that contained the
private keys to a Bitcoin wallet in 2011.
Mr. Abed said this did not dim his enthusiasm. Before Bitcoin, he said, he and his fellow islanders had not had access to affordable digital ﬁnancial products like the credit
cards and bank accounts that are easily available to Americans. In Barbados, even getting a PayPal account was almost impossible, he said. The open nature of Bitcoin, he
said, gave him full access to the digital ﬁnancial world for the ﬁrst time.
“The risk of being my own bank comes with the reward of being able to freely access my money and be a citizen of the world — that is worth it,” Mr. Abed said.
For Mr. Abed and Mr. Thomas, any losses from mishandling the private keys have partly been assuaged by the enormous gains they have made on the Bitcoin they
managed to hold on to. The 800 Bitcoin Mr. Abed lost in 2011 were a small fraction of the tokens he has since bought and sold, allowing him to recently buy a 100-acre plot of
oceanfront land in Barbados for over $25 million.
Mr. Thomas said he also managed to hold on to enough Bitcoin — and remember the passwords — to give him more riches than he knows what to do with. In 2012, he joined
a cryptocurrency start-up, Ripple, that aimed to improve on Bitcoin. He was rewarded with Ripple’s own native currency, known as XRP, which rose in value.
(Ripple has recently run into legal troubles, in part because the founders had too much control over the creation and distribution of the XRP coins.)
As for his lost password and inaccessible Bitcoin, Mr. Thomas has put the IronKey in a secure facility — he won’t say where — in case cryptographers come up with new
ways of cracking complex passwords. Keeping it far away helps him try not to think about it, he said.
“I got to a point where I said to myself, ʻLet it be in the past, just for your own mental health,’” he said.
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What Is Bitcoin, and How Does It Work?
By Nathaniel Popper
Oct. 1, 2017

If you ﬁnd the concept of Bitcoin confusing, you are not alone. The virtual currency has been a constant source of controversy, but it is still not well understood.

Are Bitcoins those coins I see in photographs?
No. Those coins are novelty items that newspapers used in photographs because they couldn’t ﬁnd anything else to illustrate their stories about Bitcoin.
A Bitcoin is a digital token — with no physical backing — that can be sent electronically from one user to another, anywhere in the world. A Bitcoin can be divided out to
eight decimal places, so you can send someone 0.00000001 Bitcoins. This smallest fraction of a Bitcoin — the penny of the Bitcoin world — is referred to as a Satoshi, after
the anonymous creator of Bitcoin.
This all gets confusing, because Bitcoin is also the name of the payment network on which the Bitcoin digital tokens are stored and moved.
Unlike traditional payment networks like Visa, the Bitcoin network is not run by a single company or person. The system is run by a decentralized network of computers
around the world that keep track of all Bitcoin transactions, similar to the way Wikipedia is maintained by a decentralized network of writers and editors.
The record of all Bitcoin transactions that these computers are constantly updating is known as the blockchain.

Why do criminals like Bitcoin?
Criminals have taken to Bitcoin because anyone can open a Bitcoin address and start sending and receiving Bitcoins without giving a name or identity. There is no central
authority that could collect this information.
Bitcoin ﬁrst took off in 2011 after drug dealers began taking payments in Bitcoin on the black-market website known as the Silk Road. Although the Silk Road was shut down
in 2013, similar sites have popped up to replace it.
More recently, Bitcoin has become a method for making ransom payments — for example, when your computer is taken over by so-called ransomware.
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Why wonʼt the government just shut it down?
The records of the Bitcoin network, including all balances and transactions, are stored on every computer helping to maintain the network — about 9,500 computers in late
2017.
https://www.nytimes.com/2017/10/01/technology/what-is-bitcoin-price.html?action=click&module=RelatedLinks&pgtype=Article
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If the government made it illegal for Americans to participate in this network, the computers and people keeping the records in other countries would still be able to
continue. The decentralized nature of Bitcoin is also one of the qualities that have made it popular with people who are suspicious of government authorities.

Can Bitcoin users give themselves more Bitcoins?
Anyone helping to maintain the database of all Bitcoin transactions — the blockchain — could change his or her own copy of the records to add more money. But if someone
did that, the other computers maintaining the records would see the discrepancy, and the changes would be ignored.

Are there legal uses?
Only a small percentage of all transactions on the Bitcoin network are explicitly illegal. Most transactions are people buying and selling Bitcoins on exchanges, speculating
on future prices. A whole world of high-frequency traders has sprung up around Bitcoin.
People in countries with high inﬂation, like Argentina and Venezuela, have bought Bitcoin with their local currency to avoid losing their savings to inﬂation.
One of the most popular business plans is to use Bitcoin to move money over international borders. Large international money transfers can take weeks when they go
through banks, while millions of dollars of Bitcoin can be moved in minutes. So far, though, these practical applications of Bitcoin have been slow to take off.

How can I buy a Bitcoin?

A Bitcoin A.T.M. in the Hell’s Kitchen neighborhood of Manhattan. Danny Ghitis for The New
York Times

There are companies in most countries that will sell you Bitcoins in exchange for the local currency. In the United States, a company called Coinbase will link to your bank
account or credit card and then sell you the coins for dollars. Opening an account with Coinbase is similar to opening a traditional bank or stock brokerage account, with lots
of identity veriﬁcation to satisfy the authorities.
https://www.nytimes.com/2017/10/01/technology/what-is-bitcoin-price.html?action=click&module=RelatedLinks&pgtype=Article
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For people who do not want to reveal their identities, services like LocalBitcoins will connect people who want to meet in person to buy and sell Bitcoins for cash, generally
without any veriﬁcation of identity required.

Who decides what a Bitcoin is worth?
The price of Bitcoin ﬂuctuates constantly and is determined by open-market bidding on Bitcoin exchanges, similar to the way that stock and gold prices are determined by
bidding on exchanges.

What is Bitcoin mining?
Bitcoin mining refers to the process through which new Bitcoins are created and given to computers helping to maintain the network. The computers involved in Bitcoin
mining are in a sort of computational race to process new transactions coming onto the network. The winner — generally the person with the fastest computers — gets a
chunk of new Bitcoins, 12.5 of them right now. (The reward is halved every four years.)
There is generally a new winner about every 10 minutes, and there will be until there are 21 million Bitcoins in the world. At that point, no new Bitcoins will be created. This
cap is expected to be reached in 2140. So far, about 16 million Bitcoin have been distributed.
Every Bitcoin in existence was created through this method and initially given to a computer helping to maintain the records. Anyone can set his or her computer to mine
Bitcoin, but these days only people with specialized hardware manage to win the race.

Are there Bitcoin competitors?
Plenty. But these other virtual currencies do not have as many followers as Bitcoin, so they are not worth as much. As in the real world, a currency is worth only as much as
the number of people willing to accept it for goods and services.

Who is Satoshi Nakamoto?
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A man who some claimed was the Bitcoin founder Satoshi Nakamoto leaving his home in
Temple City, Calif., in 2014. David Mcnew/Reuters

Bitcoin was introduced in 2008 by an unknown creator going by the name of Satoshi Nakamoto, who communicated only by email and social messaging. While several
people have been identiﬁed as likely candidates to be Satoshi, as the creator is known in the world of Bitcoin, no one has been conﬁrmed as the real Satoshi, and the search
has gone on.
Satoshi created the original rules of the Bitcoin network and then released the software to the world in 2009. Satoshi largely disappeared from view two years later. Anyone
can download and use the software, and Satoshi now has no more control over the network than anyone else using the software.
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