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Executive Summary 
serendipID is an Australian company specialising in Data Privacy & Protection, Cyber Security and 

Digital Identity.  

Our mission is to support our clients and communities in protecting personal identifiable information. 

This includes helping organisations ensure they are following best practises and educating their 

employees and contractors about potential threats, how to protect the organisation they work for, 

and furthermore, themselves.  

Our solutions are available as an integrated package, or as individual modules. We have three key 

modules. 

E-Learning platform  

Our E-Learning Platform is packaged to cover the basic needs of our customers and provides 

interactive online training courses for educating employees, contractors and individuals.  

The platform currently includes four interactive online learning programs: 

1. Cybersecurity Fundamentals 

2. Best Practice and Security 

3. Data Privacy Fundamentals 

4. Culture & Relationships  

We are constantly developing new courses to add to the standard portfolio. We also customise existing 

training courses and personalise them to your company branding and can develop tailored training 

courses to suit your needs.  

The platform includes a Phishing Simulation tool which simulates an attack, and if the user succumbs 

to the email, they will immediately be taken to a training tool, which will create awareness and actions 

for the user. These tools have been developed by hackers to reduce human error and insider threats.  

Our solutions are cloud based, and require very little interaction from you, so you and your teams can 

be up and running in five minutes! 

Digital Identity   

Our Mission is to enable Australian citizens to interact within their digital ecosystems in a secure and 

seamless way, based on trust through transparency and empowerment.   

Organizations are required to build trust with their customers, sell their products and services, be 

compliant whilst doing so, whilst dealing with poor data quality from customers, and then protect the 

customers' identity. 

The above are required without compromising on Risk, Customer Experience, Operational spend, 

Reputation or Security. 

Organizations can offer customers and employees frictionless, relationship driven, secure and legally 

compliant experiences, throughout their entire life cycle.  

With a single persistent view of the customer, organizations can focus more time on customer 

acquisition, cross-selling and retaining existing customers.  
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Our ecosystem allows organizations to manage customers from on-boarding (KYC, PII), digital 

contracting to account management, all from a single integrated solution.  

Fully automated integration of verified digital assets across multiple complex eco systems, geographies 

and identities. 

Risk Assessment tools   

A cyber security risk assessment will identify security vulnerabilities and inefficiencies that may impact 

your ability to adequately protect your organisation from an external and internal threat.  

For Australian entities, the results will provide you with a risk score associated to two main 

frameworks, being: 

• ASD Essential Eight (specific to Australia) and, 

• NIST Cybersecurity Framework, the globally applied standard that provides best practices 

necessary for the adoption of cybersecurity capabilities 
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E-Learning Platform 
Our E-Learning Platform is packaged to cover the basic needs for our customers and provides 

interactive online training courses for educating employees, contractors, and individuals.  

The platform currently includes four interactive online learning programs: 

1. Cybersecurity Fundamentals - This Cybersecurity Fundamentals course helps everyone in the 

organisation become aware and responsible for mitigating cyber threats, understanding current 

trends and the costs to business, and personal activities that allow individuals to protect 

themselves at home and at work.   

2. Data Protection Awareness - The GDPR & DPA18 eLearning covers subjects such as the role of a 

data processors including transparency, lawfulness and fairness, what is personal data, who owns 

person data, what can happen when your data is lost, leaked or stolen and the protection of 

personal data. 

3. Data Privacy Fundamentals - Does your workforce understand your organisations' responsibility in 

protecting personal and sensitive information? Do individuals know what to do if they suspect a 

breach or are subject to a breach? 

4. Culture, Relationships and Motivation - Employee apathy is one of the biggest security liabilities 

of a company as disengaged employees are more susceptible to outside manipulation, and a 

greater risk of leaking/damaging systems and data and 5 x more like to steal data when 

disengaged.  This course will explore how to help ensure your employees are positively engaged in 

the workplace.   

We are constantly developing new courses to add to the standard portfolio, we customise existing 

training courses and develop tailored training courses to suit your needs.  

Our materials are developed by educators who have over 20 years’ experience in performance 

psychology/behaviour change, and over 25 years in data privacy and cyber security. This team 

developed a series of cyber security fundamentals, data privacy and culture e-Learning tools that 

requires individuals to apply activities to their personal and work life. Bite size snippets of education 

incorporates video, readings and practical application, the latter being critical to long lasting change. 

Therefore, individuals need to perform certain activities on their personal computer to improve their 

security and, consider how their personal information can be exposed through their online activities 

and when sharing information that is held by companies.  

Once this personal connection is made, they turn to the activities that they need to perform at work 

or at home in order to reduce the risk of being attacked and the data that you hold on your employees, 

citizens and clients being exposed, and this is how you change behaviour. 

When dealing with security, failing to make the knowledge apply to their personal life, limits behaviour 

change.  

• Content is provided in bite size pieces so that it is not time consuming yet motivating, by making it 

personal capturing people’s attention  

• Practical application lessons are applied throughout the training, touching on personal and work 

life activities  

• e-Learning solutions can be white labelled  

• CPD points can be awarded 

The platform includes all the above-mentioned training courses. Our solutions are cloud based, and 

require little interaction from you, so you and your teams can be up almost immediately! 
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Phishing Simulations 
Our Phishing Simulation tool simulates an attack, and if the user succumbs to the scam, they will 

immediately be taken to a training tool, which will create awareness and actions for the user. These 

tools have been developed by hackers to reduce human error and insider threats.  

 

 

We provide a cloud based phishing simulation, 

training, and staff awareness software solution. Send 

simulated phishing campaigns to your staff, monitor 

who clicks the links or submits sensitive data, and 

give point of failure training. Make your staff part of 

your security team by allowing them to report 

simulation emails, as well as real phishing emails. 

 
 

Features 
 

Phishing Simulations where we automatically send modern, well-crafted phishing emails to your staff 

and monitor who clicks links, submits data, or reports the emails. 

When users hand over data to a phishing email they are sent to a training page to help them fare 

better next time. This utilises a full Training Library, which is invoked at the point of failure as this is 

the best way to retain knowledge. 

The solution includes an Advanced Reporting function with responsive in-

app reports to monitor user behaviour, as well as generate PDF reports 

(perfect for those board meetings). 

 

We can set up the solution for an easy Hands Off, Zero Fuss workflow where automatic issuing of 

phishing campaigns are set up over time and monitor staff responses. Monthly reports are sent to you, 

freeing up your valuable time. 

 

Built by ethical hacking experts with decades of experience. We know what 

style of phishing emails the real criminals use, so we can mimic them. 

The solution includes a Breach Detection function that allows you to be 

notified when your staff email addresses appear in large scale data breaches. 
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Digital Identity 
 

We bring together the ability for our clients and communities to verify and manage critical data and 

digital identities across multiple divisions. Onboarding customers and employees has never been 

easier and once onboard, access to other products and services are seamlessly processed, providing a 

digital frictionless experience for your customers and employees. The platform can also extend to 

devices.  

The ‘serendipID Digital Identity platform’ is a multi-faceted identity platform used by enterprises and 

governments across the globe for onboarding customers and employees, with a compliance-by-design 

approach which means all interactions are based on legally binding engagements and meet regulations 

such as AML/CTF, GDPR and soon to be, CDR.  

This is a platform that can be white labelled by our clients or adopted as a service with a focus on their 

end users or citizens ability to seamlessly operate within complex eco systems across multiple agencies 

and divisions. In South Africa, we worked in collaboration with the Government Technology Innovation 

Agency to develop our platform.  

Our approach to managing digital identities reaches across both ‘people’ and ‘things’. The opportunity 

to have a holistic view of an individual or device across all agencies where attributes relative to their 

engagement with each agency can be applied. We strive towards enabling convenience for the user 

whilst balancing this with exceptional security. 

Access to systems in each of the departments can be applied to align with the end user journey and 

life cycle which can be controlled in a federated manner to enable a holistic interaction across the 

ecosystem. This can include people, services, payments and loyalties for example.   

The key differentiator of the platform is the orchestration layer that incorporates all the components 

required for a successful customer experience: 

 

1. Identity proofing and consents – the customer is who they say they are 

2. Regulatory compliance with e-KYC, e-FICA, or other compliance requirements – this can be 

customised by each business unit or product depending on their unique KYC rules and the 

associated risk rating of that business unit or product 

3. Multi-modal biometrics – supplementing the identity process and attaching a range of 

chosen biometrics (face, voice, palm, print) to the digital identity onboarding of the 

customer and to enable frictionless transactions thereafter 

4. Accessing all required data sources on an agnostic basis – provides a centralised / 

aggregated ability to access any data across multiple providers and embed these into the 

digitised workflows, decisioning and orchestration required 

5. Automated decisioning engine – AI driven workflows are created depending on the business 

process requirements of each business unit and can be adjusted in real-time to meet market 

demand and regulatory changes 

6. Electronic / digital signing – for use in executing various types of contracts and agreements 

and applying a digital certificate based on the verification of the identity of the individual in 

the signing or contracting process. 

Citizen information and verification outcomes are then integrated into the core CRM or ERP systems 

of the different departments or ecosystems from one single orchestration layer. The customer and 
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employees would only need to conduct the process once and the platform conducts the federation 

into all the different systems. Thereafter each department can activate their products and services 

into the customer base directly via their own transaction systems. 

A diagram of the platform and its orchestration process is set out below: 

 

 

 
 

The federated identity capability of serendipID is also a key differentiator to many of our competitors. 

It enables the creation, or use of multiple digital identities, to cater for different onboarding 

requirements across geography, industry, or legislation, within closed or open ecosystems, all 

managed through the platform.  

A key feature of the platform is its ability to issue certified digital electronic certificates through mobile 

smartphones and tablets. 
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Risk Assessment 
Our award-winning risk assessment tools allow our customers to Assess, Act and Review their cyber 

security and compliance risks through automated processes. Our tools can be used independently or 

in conjunction with our consulting services.    

Cyber and Data Risk Management - Measure current performance set against cyber essentials, ASD 

Essential 8, Technology, Process and People to focus on the areas that will reduce your risk of a cyber-

attack and data breach. 

Identify your strengths and weaknesses - Once weak areas are identified, assign tasks to 

people/departments who need to reduce the risk i.e. IT, HR, Legal, L&D, Risk, Data. 

Monitor Improvements - Once people/departments have actioned the request, implemented 

technology, processes or training, attach evidence and risk score is updated. 

Strive for Best Practise - Link numerous technologies through API's to continuously monitor and 

identify weaknesses in security. 

Reduce your Insurance - Aside from reducing your risk, you can also use the assessment score and 

audit system for cyber insurance and third-party contracts. 

We provide Cyber Data Risk Audit and Assessment for maximum security. 

With extensive experience in managing risk across major global institutions, we understand the 

criticality of ensuring organisations and individuals are protected against online risk exposures.  

Our executive team are involved in many industry led initiatives which are leading the way in Cyber 

Security, contributing knowledge and experience to assist within the Cyber Security Advisory Council 

(CSAC) and building frameworks in line with Government recommendations to service the needs of 

both Australian enterprises and Australian citizens. 

The Framework  
The framework measures your ability to identify, protect, detect, respond, and recover from a 

cyberattack. Each of these functions are broken into further categories that allow you to isolate 

vulnerabilities. Let’s look at each: 

NIST has categories, and subcategories. The core categories include five high level functions: Identify, 

Protect, Detect, Respond, and Recover.  These 5 functions are not only applicable to cybersecurity 

risk management, but also to risk management at large.  The next level down are the 23 Categories 

that are split across the five Functions.  The following images depicts the framework core's functions 

and categories. 

 

Function 1: Identify  
‘Identify’ helps you to consider your systems, assets, data, and capabilities, to focus and prioritise 

your efforts and investment in alignment with your business needs and risk strategy.  
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Function 2: Protect  
‘Protect’ helps you to develop and implement appropriate safeguards to limit and contain the impact 

of a potential cyber security event.  

 

Function 3: Detect  
‘Detect’ helps you to implement activities to identify the occurrence of a cyber security event. 

Including timely discovery of cyber security events.  

 

 

Function 4: Respond 
‘Respond’ helps you to develop and implement activities that allow you to contain the impact of a 

potential cyber security incident.  
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Function 5: Recover 
‘Recover’ helps you to develop and implement appropriate activities to maintain plans for cyber 

security resilience and to restore any capabilities or services that were impaired due to a 

cybersecurity incident.  

 

Balanced score card 
The balance score card system displays performance within each function and categories into as 

Green, Yellow, Amber, Orange and Red. Red being the lowest performance high risk and green being 

high performing low risk. 

 

Example using the ASD Essential 8 Categories 

 

 

 

Each category has come with recommended solutions on how to mitigate the risk, many of which 

include free resources. 

 


