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INITIAL ACTIONS LIST

Creating a safe and resilient world

THE FOLLOWING LIST IS AN INITIAL GUIDE FOR INCIDENTS

INTERNAL EMERGENCY ACTIVATE THE EMERGENCY CONTROL ORGANISATION AND IMPLEMENT
THE RELEVANT EMERGENCY PROCEDURE WITHIN THE EMERGENCY
MANAGEMENT PLAN (EMP) OR EMERGENCY PROCEDURES (RED
FOLDER).

ONCE THE EMERGENCY SERVICES ARRIVE, ACTIVATE THE CRITIAL
INCIDENT MANAGEMENT TEAM (CIMT) AND CRITICAL INCIDENT
MANAGEMENT PLAN (CIMP - THIS DOCUMENT).

REFER TO DUTIES OF CIMT MEMBERS, SECTION 4.
IMPENDING BUSHFIRE OR ACTIVATE THE EMERGENCY MANAGEMENT PLAN (EMP) AND REFER TO

BUSHFIRE EMERGENCY BUSHFIRE PREPAREDNESS SECTION.
NOTIFICATION (BEN)

EXTERNAL EMERGENCY ACTIVATE THE EMERGENCY CONTROL ORGANISATION AND IMPLEMENT

OTHER THAN BUSHFIRE THE RELEVANT EMERGENCY PROCEDURE WITHIN THE EMERGENCY
MANAGEMENT PLAN (EMP) OR EMERGENCY PROCEDURES (RED
FOLDER).

ONCE THE EMERGENCY SERVICES ARRIVE, ACTIVATE THE CRITICAL
INCIDENT MANAGEMENT TEAM (CIMT) AND CRITICAL INCIDENT
MANAGEMENT PLAN (CIMP - THIS DOCUMENT).

REFER TO DUTIES OF CIMT MEMBERS, SECTION 4.
SCHOOL COMMUNITY ISSUE  ACTIVATE THE CRITICAL INCIDENT MANAGEMENT TEAM (CIMT) AND
CRITICAL INCIDENT MANAGEMENT PLAN (CIMP - THIS DOCUMENT).

REFER TO DUTIES OF CIMT MEMBERS, SECTION 4.
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DOCUMENT CONTROL

0.0 DOCUMENT CONTROL

PLAN AMENDMENT TABLE

Details of amendments to this Critical Incident Management Plan must be recorded on the table

below.
DOCUMENT AMENDMENT TABLE
. APPROVED BY
DATE Section NATURE OF AMENDMENT UPDATED BY (NAME) PRINCIPAL / DATE
23 Board of Directors,
October All New Issue — Version 2 DErrr‘\;nr:iGladman, Muhammadiyah
2021 v q Australia College

DISTRIBUTION LIST

DOCUMENT DISTRIBUTION LIST

NAME TITLE

Anita Saijah MAC - anitasaijah@gmail.com

Ade Adeniyi VRQA — ade.adeniyi@education.vic.gov.au

Georgie Hambrook VRQA — Georgie.hambrook@education.vic.gov.au

Riina Aapa VRQA —riina.aapa@education.vic.gov.au

Muhammad Edwars Principal MAC — principal@macollege.com.au

Achmad D. Rais Board of Directors MAC — dahlan.rais@yahoo.com

MD M. Alam Board of Directors MAC — m_alam35@pcim-australia.org.au
M. Abduh Board of Directors MAC — m.abduh@gmail.com

Teuku N. Seutia Board of Directors MAC — teuku.nanta@macollege.com.au
Wahyu Wardono Board of Directors MAC — wwardono@gmail.com

DOCUMENT CONTROL

This Critical Incident Management Plan (CIMP) is a controlled document. The Document Controller
holds the Master Copy. This CIMP was initially approved for use by the board of directors in
October 2021.

If you become aware of any changes or corrections that are required please copy the relevant
page(s) requiring changes, note the corrections and send them to the Critical Incident Management
Team Leader.

When new revisions are issued, changes are summarised and distributed to those on the
distribution list.
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This CIMP is to be reviewed annually during Term 4 each year to reflect any changes that may have
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Document Admin:

Anita Saijah

Review Period:

1 Year

Next Review:

To be reviewed annually (next annual review date: October 2022) and as
required after an emergency or significant incident.
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SECTION 1 - INTRODUCTION

1.0 INTRODUCTION

DEFINITIONS

Incident: Encompasses terminology variations such as issue, emergency, disruption and crisis,
whether potential or actual.

Critical Incident: A critical incident is an event or series of events that fall outside the normal
business contingency and require response by the organisation’s personnel and/or external
emergency services.

SCOPE

Incidents can strike at any time, usually with little warning, causing major interruption, attracting
intense public scrutiny and threatening irreparable damage.

Schools face a wide range of risks and threats that could constitute a critical incident.

The scope of this Critical Incident Management Plan (CIMP) and supporting documentation is to
provide the school management with a practical decision making tool, comprised of simple actions
and guidelines, to strategically manage the safety of all staff and students, the integrity of the
environment and protection of the school’s reputation.

This plan is written in-line with the four phases of emergency management, namely:
“Comprehensive Approach” to Emergency Management

Preparedness

Emergency

Prevention Response

Management

Recovery

1. Prevention - conducting assessments to identify potential hazards and develop procedures and
policies designed to mitigate or prevent damage.

2. Preparedness - developing plans, policies and procedures then communicating these plans by
conducting training, testing the plan and communicating the CIMP with the required
stakeholders.

3. Response - implementing the Emergency Management Plan and/or Critical Incident
Management Plan to respond to an emergency or critical incident.

4. Recovery - working with affected members of the school community and others to recover and
return to normal activities as soon as possible. This includes the development of short, medium
and long term recovery activities.

Other factors are considered in the development of this plan, such as demographic factors,
geographic factors and specific risks identified.
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SECTION 1 - INTRODUCTION

PURPOSE
The purpose of this Critical Incident Management Plan is to:

e Describe the schools Critical Incident Management response arrangements.
e Minimise the impact of these events on students, staff, families, volunteers and visitors.
e Facilitate the return of the workplace to normal operations as soon as possible.

The school has in place strategies designed to provide a measured response to critical incidents and
operational interruptions. The primary response to such incidents and interruptions is carried out
by staff initially and supported by statutory agencies depending on the nature of the incident.
Incidents that would require the activation of this Critical Incident Management Plan include, but
are not limited to, the following:

e Personal injury e Kidnap, Extortion, Sabotage e Missing People

e Loss of teaching capacity e Major contractor or supplier Issue e Financial issue

e Media coverage e Loss of facilities/infrastructure e Legal action

e Loss of Senior Personnel e Regulatory/Government authority e Environmental Issue
action

This school has established a risk management approach to protect the school from the
consequences of a major interruption. This approach focuses on three key areas:

1. Supporting campus and area response efforts to ensure staff and student safety.

2. Communicating with staff, students and relevant stakeholders and managing the demand
for information.

3. Strategic planning of control and recovery processes.

INCIDENT MANAGEMENT CONTEXT

The Critical Incident Management strategy and this plan are founded on the concepts and
principles of incident management, which have been adapted for Industry use from those
developed by Emergency Management Australia (EMA).

The figure below provides an example of the activities undertaken by each organisational element
and their relative timing.

Incident Management Context

\ \ \ \
‘ Business Continuity and Recovery

\

Emergency Response ‘

Initial Response Stability Continuity Recovery
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SECTION 1 - INTRODUCTION

REFERENCE DOCUMENTS AND RELEVANT PLANS

This Plan forms a component of the schools overall strategic management capabilities. The
following documents support the schools Critical Incident Management activities:

DOCUMENT TITLE DOCUMENT LOCATION

Emergency Management Plan

Soft Copy SharePoint within the Emergency Management file —
only accessible by senior staff

Hard Copy Reception / Admin Area

Staff Contact Directory

Soft Copy SharePoint within the Staff Contact Directory file —only
accessible by senior staff

Hard Copy Reception / Admin Area

Student at Risk Directory

Soft Copy SharePoint within the Student at Risk Directory file —
only accessible by senior staff

Hard Copy Reception / Admin Area within secured filing cabinet

Offsite Activities Soft Copy SharePoint within the Offsite Activities file — only
accessible by senior staff
Hard Copy Reception / Admin Area

Other

PRIORITIES

This plan demonstrates the commitment of the school to the community, students and
stakeholders such as employees, contractors and regulators to respond to incidents
promptly and efficiently. The response to an incident at any level is based on the following

principles:

e Maintain a duty of care to all persons;

e Protect the community and the environment;

e Provide accurate, timely and relevant information to staff, students and community;

e Maintain business continuity and financial stability;

e Maintain legal and regulatory compliance;

e Meet stakeholder expectations; and

e Strive for continuous improvement

Version: 2.0  Issue Date: October 2021
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Creating a safe and resilient world

2.0 TEAM STRUCTURES, ROLES AND RESPONSIBILITES

EMERGENCY AND CRITICAL INCIDENT MANAGMENT TEAM

2.1.1  Structure

el CIMT

(Critical Incident Strategic Response, implements the

Management Team) Critical Incident Management Plan

Severity
(as defined on Severity Matrix)

ECO ECO
Emergency Response, implements the
(Emergency Control Organisation) Emergency Management Plan

2.1.2  Emergency Control Organisation (ECO)

The Emergency Control Organisation will implement the Emergency Management Plan or
Emergency Procedures (Red Emergency Procedures Folder) whenever there is a required response
to threats to safeguard building occupants. This includes the lockdown or evacuation of the school
occupants and specific duties dependant on the threat.

The ECO Teams shall comprise staff fulfilling the following roles.

e Chief Warden

e Communications Officer at the Emergency Control Point (ECP)
e Communications Officer at the Evacuation Assembly Area (EAA)
e Wardens

e  First Aid Personnel

All staff shall follow the directions of the Chief Warden/Wardens.
The ECO is also supported by:

e The Emergency Management Plan.

e Emergency Procedures (Red Emergency Procedures Folder).

e The installation of Evacuation Diagrams and Standard Fire Order drawings in general areas.
e The Installation of Emergency Procedure Summary Charts in each class room.

e Warden Duty Cards and School Search Area breakdown.

e Warden Identification
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2.1.3  Critical Incident Management Team (CIMT)

The Critical Incident Management Team consists of senior staff from the school who will implement
the Critical Incident Management Plan whenever there is potential or actual impact of an incident
on the school community. The CIMT manages the incident from a strategic perspective while
providing guidance and support to the school community.

The CIMT shall comprise senior staff fulfilling the following roles.

e Team Leader
(Coordinate the CIMT response through strategic leadership, direction and advice)
e Communications Coordinator
(Advise on and facilitate the development of internal and external communication strategies)
e Business Coordinator
(Ensure legal, financial and insurance requirements are met)
e Facilities, Transport and Logistics Coordinator

(Secure the facility while managing the movements and needs of those involved in the
response)

e Human Resources Coordinator
(Manage the needs of the people in regards to wellbeing, health and reporting)
e Spokesperson
(Represent the school in the public eye)
e Log Keeper
(Capture information created by the CIMT)
e Chief Warden
(Manage the needs of evacuees and liaise with Emergency Services)

The CIMT Leader will determine which members of the team are to assemble in any given situation.

NOTE: Situations where actions are required to safeguard building occupants require activation of
the Emergency Control Organisation.
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CRITICAL INCIDENT MANAGEMENT TEAM ACTIVATION FLOWCHART

Upon receiving information that indicates a possible threat, the Critical Incident Management Team
Leader (CIMT Leader) is advised and the team members advised to meet. For the full Critical
Incident Management Team Process refer to Section 4.3

Activation of the Critical Incident Management Plan takes place via the process illustrated in the
flowchart below. Note that although the activation process may originate as an escalation from a
life safety issue, an incident may originate at any point in the activation process. For example, an
event may require activation of the CIMT without any prior (or subsequent) involvement of the ECO
team. This is also the case for events that require activation of the ECO.

EMP

Life safety
ECO Activated issues

CIMP

CIMT Leader Actual or imminent
" internal, external
Notified or community

based issues

INCIDENT

Need to Activate
CIMT ?

Assess against
Severity Matrix (A.1)

Activate CIMT
and begin
CIMT Process (4.3)

Review Incident and
re-assess against
Severity Matrix (A.1)

Status
1

Status
2

Notify Governing
Body of the Incident

Contact Governing
Body for assistance

Continue CIMT Process (4.3)
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Creating a safe and resilient world

Muhammadiyah Australia College - Critical Incident Management Plan

TEAM STRUCTURES, ROLES AND RESPONSIBILITIES

CRITICAL INCIDENT MANAGEMENT TEAM ACTIVATION AND CALLOUT

Upon receiving information that indicates a possible threat, the Critical Incident Management Team
Leader (CIMT Leader) is advised and the team members advised to meet. For the Critical Incident
Management Team Process refer to Section 4.3

CIMT SUPPORT GROUPS
The Team may call upon assistance from internal or external support services in areas including:

e Administration Support

e Independent Schools Victoria

e Department of Education and Training

e Department of Health and Human Services
e Local Coordination

e Emergency Services

Administration Support

This team provides administration support to the CIMT and undertake actions as directed. These
actions include arranging catering, accommodation, security and transport/travel arrangements.

Role of Emergency Services

The Emergency Services (Police, Fire Brigade, Ambulance and State Emergency Service) should be
contacted immediately when an incident occurs. One of the Emergency Services may assume legal
responsibility for control and coordination of response activity on arrival and will retain control
until their services are no longer required.

Version: 2.0
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PRE-INCIDENT PROCEDURES

Creatir safe and r¢ rid

3.0 PRE-INCIDENT PREPARATION

To deliver an effective response to a critical incident, there are certain prerequisites that the CIMT
Members must ensure are met.
TRAINING AND EXERCISES

All people assigned a role in the CIMT must receive formal foundation and ongoing training.

3.1.1 Critical Incident Management Team Training

To ensure the Critical Incident Management Team members are competent in the use of the Critical
Incident Management Plan, and understand their duties in case an incident occurs, periodic training
and exercises are required. At a minimum, the CIMT must:

e Participate in facilitator lead training on all aspects of the CIMP.

e Participate in planned scenario based exercises.

e Maintain a register of those people that are trained or have participated in exercises.

3.2 PRE-INCIDENT CHECKLIST

- Be aware of the range and potential impacts of risks and threats to the school — be vigilant in
identifying and implementing appropriate risk reduction and mitigation measures and areas in O
which recovery actions may be pre-planned

- Achieve and maintain familiarisation with the Critical Incident Management Plan (CIMP) and its
current operation, scope and objectives

O

- Achieve and maintain familiarisation with the scope and operation of the supporting Emergency
Management Plan (EMP), Emergency Procedures (Red Folder) and Emergency Control
Organisation (ECO)

- Achieve and maintain familiarisation with your individual role on the CIMT

- Ensure availability for your role. If unavailable, it is your responsibility to ensure that an
alternate is available and that the alternate and CIMT Leader are advised of the situation

- Ensure there is clear direction on who takes over your normal duties when you are engaged on
CIMP duties

- Collect all predictable data and documentation that will assist you implement your role
effectively

- Brief all Support Group Members for your role on your expectations of them during an incident

- Maintain up-to-date contact details for all Support Group staff and external advisors

- ldentify, establish and maintain goodwill contact with people and organisations whose trust,
assistance or support may be needed

- Identify and attend any training you may need to more effectively perform your role on the
Critical Incident Management Team

O o|o0[.ooo|,o,0o O

- Participate in training for alternate role holders
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DURING INCIDENT PROCEDURES

Creating a safe and resilient world

4.0 DURING INCIDENT PROCEDURES

NOTE: The Emergency Control Organisation and the Emergency Management Plan
(EMP) or Emergency Procedures (red folder) shall be immediately activated should
any situation occur which has the potential to threaten the safety of the school
occupants.

RESPONDING TO A CRITICAL INCIDENT - OVERVIEW

Schools are responsible for the safety of students at all times when school activities are running,
especially during a critical incident. Staff should take reasonable steps to reduce the impact of the
incident prior to the arrival of the Emergency Services.

Once the Emergency Services have taken responsibility for managing the incident, school efforts
should be directed towards the immediate welfare of affected individuals and groups, and to
provide resources or information requested by the Emergency Services.

When an incident occurs make the basic decisions about what type of action is needed and respond
as quickly as you can.

The ability to respond effectively to an incident depends on:

e Being focussed on the safety of students, staff and visitors
e Being prepared

e Having a clear understanding of the roles and responsibilities in the event of a critical
incident

e Ready access to critical information

e An ability to obtain timely external help from emergency services. Assess the situation. Once
a decision is made that emergency services are required, call 000 (mobile: 112) and
determine who at the school is in charge for the duration of the incident

Document every action taken during a critical incident. Keep all original notes and records for
future reference.

ASSESS THE SITUATION

The Team Leader’s initial response requires a quick and careful assessment of the situation.

First, determine if an incident exists. If yes, what is the type of incident and its existing/potential
impact on the site?

Once more information is obtained about the incident adjust the Critical Incident response as
required.

4.2.1 What do students need in the short term?

The calm presence of, and contact with, one or more teachers or adult caregivers (preferably a
parent, guardian or other family member) who understands the feelings and needs of the child.

Assurance of safety and security in honest, realistic and understanding terms.

Validation of their feelings of fear, grief, anxiety, loss, anger, confusion.

4.2.2 Other factors
Other factors to consider are:

e Liaising with school staff, other agencies and the School Board when considering your
options.
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DURING INCIDENT PROCEDURES

CRITICAL INCIDENT MANAGEMENT TEAM PROCESS

Following the initial actions and assessment, the Critical Incident Management Team Leader will
guide the team through a defined response process as illustrated below.

Assemble Team --------------------

s N
Record Keeping
e Maintain record of current status
(boards, flip charts, computer and
projector)

Team e Record stakeholder interactions
e Record actions (inc. progress)

Process Resources:
e Incident Board Layouts (Appendix A.7)
e Incident Log (Appendix A.4)
N\ J

Stakeholders

Team Process Stages:

e Nominate a meeting / coordination location

Determine appropriate team composition and commence callout
Conduct initial team briefing (Appendix A.3)

Refer all team members to their individual Role Checklists

Ensure a team Incident Log is initiated and maintained

Team Assembly

e Gather current incident information, utilising the teams’ own knowledge,
supplemented by any information provided by other support teams

Identify & Assess
Ouz:omes e Conduct team briefing (Appendix A.3)
e Review current incident status and determine severity (Appendix A.6)
e List all Outcomes and Severities as they are identified (Appendix A.7)
e For each previously recognised Outcome; identify and list response Issues
Identify & Assess e Each team member should consider function specific issues, referring to
Issues their checklists for guidance
e Establish priorities, objectives and key outcomes
e N ® Use the list of Issues as a prompt, considering internal and external
Identify &Assess stakeholders
Stakeholders e Consider the need to prioritise the stakeholder list
- ~ e Allocate, undertake and record stakeholders’ interactions (Appendix A.5)
e N o Identify and allocate responsibilities and tasks, using outputs from previous
Actions Required steps as prompts .
e Generate, record and track actions

- J

o Identify and approve key messages quickly

Repeat Team Process Steps until normal operations are achieved. Remember to:

e Schedule regular update / briefing meetings to keep track of the team’s progress — repeat the
process shown above. Remember to continue to coordinate with support teams.

e At each team briefing meeting, identify and address any new/changed outcomes and issues.

e Consider mobilising alternate team members for long events and ensure full and complete
handovers take place.
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DUTIES — TEAM LEADER

Creating a safe and resilient world

( RESPONSIBILITIES - Overall Strategic Coordination
Lead the CIMT in managing the incident from a strategic perspective while providing guidance and
support to the staff and students. Prioritises student care and adherence to school protocols and
procedures. CIMT operation is team-based, however decisions must be made expeditiously and clear
actions implemented

Key Interfaces
Staff and Students Keep advised, provide advice and assistance, obtain regular updates

Parents, Guardians, Board Notify promptly and keep informed

CIMT Members Keep informed and consult with as appropriate

U Review event against the Severity Matrix (App A.1)
U Call out relevant CIMT personnel and establish the CIMT Control Room
U Review the Team Briefing Agenda (App A.3)

Consider incident impacts and possible implications upon the school community
Refer all CIMT members to / review against Severity Matrix (App A.1)

Identify need for event escalation / de-escalation and associated notifications
Define CIMT goals / objectives based on event status

Outcomes Assembly

oCo0o

Event / issue location, causes and escalation potential

Possible consequences of response strategies (from the School Community perspective)

Strategic implications relating to school operations of incident / response (timing and upcoming
school events — holidays, exams, functions etc.)

Cumulative effect of other critical incidents which have affected the site in past

Likely effects of the event on other neighbouring facilities

Response / recovery resources required in support of the response process (e.g. personnel and / or
equipment).

Assess management roles that other agencies play under legislature or policy

Issues
[ ooo o000

Technical specialists / groups and key Government agencies — identify notification requirements
Staff, students, next of kin, affiliated bodies, neighbours and anyone that can be impacted by actions
or omissions.

Board — Identify notification/reporting requirements

(N

O

Stakeholders

Allocate responsibilities
Verify and interpret information specific to the response (inc. from internal and external sources) to
allow CIMT members to be effective in their roles
Hold regular, scheduled briefing/feedback sessions with Team
Take a lead role in brainstorming for development of strategic planning and setting of recovery goals
— review the Strategic Actions Prompt Sheets
Make direct contact with affected staff or families. Note: for a death the Police must contact family.
Gain family/police authority to release information
Approve a statement to inform the school community and determine method of delivery
Consider employee assistance programs for staff in need
Consult with Finance regarding implications relating to financial data and reporting, cash flow,
billings, payments, issues impacting regulatory requirements
Review with the Critical Incident Management Team and plan for the next day

... continued on next page

Actions
(I ooo0o0D0 oo (I
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S DUTIES — TEAM LEADER

... continued from previous page

U Operationally debrief all staff as necessary
U Log sheets / written correspondence to CIMT Log Keeper
U Attend CIMT debriefing

U Assist in post-event investigations

(=
3
[}
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©
c
(]
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Notes:
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DUTIES — COMMUNICATIONS COORDINATOR

Creating a safe and resilient world

( RESPONSIBILITIES — Information Transfer

Manage and oversee the flow of information. Ensure the CIMT is fully aware of the likely internal and
external consequences of their actions including the Staff, Students, Parents/Guardians, School Board,
Government, ISV, Media & other interested parties. Advise on development of internal and external
communications strategy and delivery. Manage media response. Maintain availability and

management of communication systems.
Key Interfaces
Staff and Students Provide advice and assistance, obtain regular updates
Parents, Guardians, Board Notify promptly, keep informed and liaise as appropriate
\__ CIMT Members Keep informed and consult with as appropriate )

U Report to CIMT Leader and assist with team activation
U Assist in establishing the CIMT Control Room
U Review situation and any communications responses already made by the CIMT or ECO

Refer to / review incident against Severity Matrix (App A.1)
Identify need for IST support (Liaise and brief as necessary)
Clarify nature of issue and likely stakeholder perspectives

(M

Outcomes Assembly

Possible consequences of response strategies (from the School Community perspective)
Response / recovery resources required to support your role (e.g. personnel and / or equipment)
Timing of communications/notification

Issues
o000

School Board and IST — support and communication plan development
Staff, students, next of kin, affiliated bodies, neighbours & anyone that can be impacted by actions or
omissions. Timing of communications/notification

Stakeholders

Use Incident Log to record events, actions, messages and decisions

Instruct staff to direct media enquiries to the CIMT.

Have your communications/contacts telephone list ready and updated

Consult with Student Support Services personnel

Undertake a Stakeholder Analysis and oversee development and implementation of a
Communications Plan addressing the needs of all relevant stakeholders.

Refer to Appendix B - Communications Plan for details in regards to:

- Critical Incident Reporting

- Communications with parents, guardians and the local community

- Communications with other stakeholders

- A clear/consistent message (ensure Staff receive the same information that is put into the public
domain)

O pooopop

Actions

... continued on next page
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DUTIES — COMMUNICATIONS COORDINATOR

. continued from previous page

Check that all relevant parties are consulted for input before media releases

Advise CIMT on Staff/Public/Media/Government responses to current output and likely reaction to
proposed responses

Ensure Receptionists and the CIMT Room (Log Keeper) are in possession of relevant information
releases

Coordinate media requests for information and take responsibility for provision of information to
parents or guardians who arrive at the school

If you have the staff available, assign some to make calls while others are designated to handle
incoming calls, filtering incident and non-incident calls.

Actions continued.
0O O O OO0

U Operationally debrief Communications support staff as necessary
U Log sheets / written correspondence to CIMT Log Keeper
U Attend CIMT debriefing

(=
3
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Notes:
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DUTIES — BUSINESS COORDINATOR

Creating a safe and resilient world

( RESPONSIBILITIES — The Organisation )
To manage resources to allow for adequate funds to be made available for the incident response and
recovery efforts. You will also provide advice and support to the CIMT on financial and business
aspects and impacts...

Key Interfaces
CIMT Leader Provide advice and assistance, obtain regular updates
Financial Institutions Keep appropriately informed
_Legal and Insurance Companies Keep informed and consult with as appropriate )

O Report to CIMT Leader and assist with team activation
U Review situation and assess the event against the Severity Matrix (App A.1)

Assembly

Refer to / review incident against Severity Matrix (App A.1)
Identify need for specialist support (Financial, legal and insurance)
Clarify nature of issue and likely stakeholder perspectives

Outcomes
OoO0OC

Need for external advice or representation

Legal obligations / requirements — including reporting / notifications, supply contracts

Due diligence, duty of care, contractual provisions, responsibility / liability issues and regulatory
obligations

Degree of financial risk presented by the event

Admissions of liability, fault or blame (prevention)

Potential for insurance claims

Issues
ooo ooo

School Board — support and business recover plan development
Legal, insurance, risk and / or investigations support staff
Insurance brokers and assessors

Legal representatives of those parties involved

Stakeholders
(I

Use Incident Log to record events, actions, messages and decisions

Ensure no inadvertent admission of liability, fault or blame occurs

Assess the degree of financial risk presented by the incident

Assess whether any claims are likely

Notify relevant financial institutions of incident and any likely requirements

Establish tracking system for financial liabilities generated

Activate fund transfer procedures if necessary

Provide CIMT with a list of relevant insurance and coverage

Manage insurance claims and loss assessments

Maintain contact with Insurance Brokers and their assessors during incident regarding claims, loss
assessment etc.

Advise if financial commitment to the response may affect normal school operations
Compile an overall financial assessment including recommendations (include school business
interruptions)

Actions

o0 oo

... continued on next page
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DUTIES — BUSINESS COORDINATOR

Creating a safe and resilient world

5 | continued from previous page

S

.g U If public involvement is high, discuss with Legal Representation, invoking claims-handling procedures
5 U If a contractor is involved, review indemnity clauses with Legal Representation

o | @ Consider strategic implications relating to financial data and reporting, cash flow, billings, payments,
.5 issues impacting regulatory requirements

k3]

<

c

g U Log sheets / written correspondence to CIMT Log Keeper

g U Attend CIMT debriefing

= O Assist in post-event investigations

&5

Notes:
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DUTIES — FACILITIES, TRANSPORT AND LOGICTICS COORDINATOR

Creating a safe and resilient world

( RESPONSIBILITIES — The Site )
To make safe and secure affected areas, provide temporary facility solutions while recovering the
affected area and to provide support to the CIMT by sourcing transport services, catering supplies,
materials, resources, services, additional staff and other services as identified.

Key Interfaces
CIMT Leader Continually consult with regarding status of the incident location and plan the
recovery of affected school facilities
External Suppliers Source temporary facilities/alternate accommodation/transport/supplies/resources
and any other recovery assistance
| Finance Coordinator Liaise with regarding cost estimations for damage and supplies/resources )

>
'g U When contacted, attend or advise as required
g U Review situation and assess the event against the Severity Matrix (App A.1)
<
)
g U Contribute to overall assessment of event based on current information
4';.‘! O Provide input to review of severity classification
o
U Incident causes and escalation potential (inc. site safety and security)
" U Possible consequences of response strategies (from the resource perspective)
g U Strategic implications relating to operations (of incident / response)
4 U Likely effects of the incident on neighbouring facilities
U Response / recovery resources required in support of the response process (e.g. personnel and / or
equipment)
2
§ Technical specialists / groups / ISV and key Government agencies that can provide facility, personnel
% and transport assistance.
= O Suppliers / third party providers — resource requirements and payment
i
"
O Use Incident Log to record events, actions, messages and decisions.
O Provide CIMT with advice on recovery priorities and timelines.
U Maintain contact with external service providers relevant to any disaster recovery activities (including
restoration companies).
U Carry out site/environment recovery operations as requested by CIMT.
U Invoke and accommodation and logistic contingencies.
§ 0 Refer to the EMP Evacuation/Relocation Plan for details of alternate evacuation locations,
B procedures and required contacts.
<< | O Prepare transport plans as required.
U Estimate future service and support requirements.
O Ensure the necessary administrative and logistical support is available — help deploy Support Groups
U For protracted incidents, ensure catering is organised, sets up rest facilities, and arranges appropriate
building services as appropriate.
... Continued on next page
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Y DUTIES — FACILITIES, TRANSPORT AND LOGICTICS COORDINATOR

... continued from previous page

Prioritise resources with long lead time or specialist requirements.

Where necessary establish a Recovery Room.

Commence damage inventory and provide inventory to the Finance Representatives

Organise re-entry to incident scene for recovery of items critical to recovery operations (and

O00D

Actions

maintain a register of items removed)
If a long duration event, ensure effective handover to suitable replacement/alternate

U

U Log sheets / written correspondence to CIMT Log Keeper
O Attend CIMT debriefing

O Assist in post-event investigations
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DUTIES - HUMAN RESOURCES

Creating a safe and resilient world

~

([ RESPONSIBILITIES — The People
To ensure all welfare, legislative & ethical commitments in regard to the treatment of staff, students &
their families are acted on and fully understood by the CIMT and that all reporting is carried out.
Monitor security aspects and minimise effects on physical and mental health.
Key Interfaces

ciMmT Advise, assist and support as necessary

Offsite Incident Location Keep updated, provide guidance and assistance

Communications Coordinator Maintain liaison for personnel and Industrial Relations issues

Report to CIMT Leader and assist with team activation
Review situation and assess the event against the Severity Matrix (App A.1)

>
o)
£
@
a
<

Contribute to overall assessment of event based on current information
Provide input to review of severity classification

Outcomes
OO

Effects on employees and members of their families (e.g. counselling, relatives’ support, employee
relations, WHS, security)

Legislative reporting requirements

Next of kin communication (who and how, process and guidelines)

In-house critical incident impact (e.g. morale and rumours)

Additional staff to support response

Post-trauma and after-care counselling (guidelines / provision)

Issues

oo O

HR support staff
Employees and contractors
Next of kin

Stakeholders
O

Use Incident Log to record events, actions, messages and decisions

Be responsible for issues relating to staff, students or members of their families during an incident or
threatening situation.

Callout and manage appropriate support staff to advise and assist with issues concerning —
counselling, relatives’ support, employee relations, occupational health and safety and/or security
Review injury / fatality status with Team Leader and Business Coordinator before defining response -
keep CIMT Leader & CIMT Communications Coordinator informed. Document the details and advise
on legislative reporting

Gather staff, student and next of kin details, records / data relevant to incident

Actively seek information from emergency services, hospital or elsewhere

With the CIMT Communications Coordinator, develop procedures for effective and regular staff (and
contractor) communications

Develop guidelines and implement process for who communicates with next of kin and how this will
occur. Notify parents or guardians of students first, then brothers and sisters in the school

Action travel and accommodation plans for next of kin

o 0O 00

Actions

L O 0o

continued on next page. . |
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DUTIES - HUMAN RESOURCES

Creating a safe and resilient world

. continued from previous page

Set up a recovery room (including staff to monitor the room) for affected students and a waiting
room for Parents and Guardians

Plan and oversee implementation of any counselling & support required for affected staff, students
and relatives

Provide information on financial assistance to families after a fatality/serious injury

Ensure procedures are in place to shield families/next of kin from intrusive media

Gather any existing school employment records or data which may enlighten, or affect in any way,
the incident (e.g. safety record, injured person’s training &/or qualifications)

Monitor school community reactions and support those in care-giving roles

Develop guidelines for post-trauma and after-care counselling

Actions cont.

oo oo O O

Log sheets / written correspondence to CIMT Log Keeper

Attend CIMT debriefing

Consider need for long term counselling and support for next of kin, students, families and
employees

(=
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Consider need for counselling for CIMT, Support Groups and the Emergency Control

Organisation

Notes:
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Creating a safe and resilient world

(RESPONSIBILITIES—The Public A
To represent the school to the media and other external audiences, as authorised by the CIMT. As such
everything said should be considered to be “on the record” and therefore public property and subject to
broadcast. This position may be delegated to the Principal or other appointed delegate.

Key Interfaces
CIMT Leader and Board Take direction and receive approval on approach and content
Media Unit information to be discussed or released
Communications Establish relevant incident facts and seek guidance on approach being taken
\__Coordinator and development of media conference presentation materials )

U Report to CIMT Leader and provide information for briefing

>
o)
£
@
a
<

Contribute to overall assessment of event based on current information
Provide input to review of severity classification

Outcomes
(N

Verification of facts

Focus and confirmation of key messages
Timing of messaging

Incident situational awareness

Issues
o000

(M)

Attending emergency services — determine information requirements and respond / refer to
appropriate CMT member(s)

Stakeholders

Use Incident Log to record events, actions, messages and decisions
Liaise with the CIMT Communications Coordinator on development of media conference
presentation materials
Advise the CIMT of key messages, display clearly in the CIMT Room
Make sure you know any appropriate site background information
Communicate with contractor spokesperson/s if appropriate
Act as the site based point of contact with agencies concerned with community relations
Be aware of all incident related media releases
Review the Communications Plan (Appendix B)
Following approval from CIMT Leader and under guidance from the Communications Coordinator
undertake external communications as appropriate
In presenting information and responding to questions ensure that:
= Use only facts. NO EXAGGERATION and NO GUESSWORK

= Do not answer for or allocate blame to others

L o000 OO0

Actions

= Affirm that promises and assurances made are deliverable
= Confirm that any promises and assurances that have been made to the media or other
stakeholders (or any issues / questions / etc. raised by them) are relayed to the appropriate CIMT
personnel for action
continued on next page. . .
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... continued from previous page

U Operationally debrief all staff as necessary
U Log sheets / written correspondence to CIMT Log Keeper
U Attend CIMT debriefing

U Assist in post-event investigations
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Notes:

Version: 2.0  Issue Date: October 2021 Uncontrolled in Hard Copy Format Page 28 of 83



Dunamlq Muhammadiyah Australia College - Critical Incident Management Plan

DUTIES - LOG KEEPER

Creating a safe and resilient world

~N

( RESPONSIBILITIES = Information Collation

To maintain a chronological record of events as they occur in the Control Room for reference purposes during &
subsequent to the incident response.

Key Interfaces

CIMT Members Assist and support as necessary — collect and collate team logs
Communications Coordinator Maintain liaison to ensure an accurate record of events/updates
| Business Coordinator Reviewed legal advice on event record requirements )

Report to CIMT Leader and assist with team activation
Review situation and assess the event against the Severity Matrix (App A.1)

=
K]
£
Q
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<

Available resources such as whiteboards, flipcharts, digital records etc.
Recording requirements

Issues
OO

Your function is critical - DO NOT get involved in any other activities

Mobilise additional log keepers if necessary

Record / document CIMT meetings utilising available resources (e.g. Whiteboards / Laptops etc.)
Maintain chronological team log / record of events

Maintain snapshot of current status on Status Board (Appendix A.6) — update as event status changes
(in consultation with CIMT Leader)

Record stakeholder identification and correspondence (Appendix A.5)

Record actions / tasks assigned to CIMT members and track their status

Remind CIMT Members of any commitments they have failed to keep

Clarify any confusion of events / actions as soon as apparent

Display and maintain information hardcopies in the Control Room (e.g. media releases, contact lists,
event details — maps, details of affected sites)

Compile records / documents during the event — as required

Actions

0 00000 OoOoodo

Down

U Enter any outstanding information into recording logs / devices
a

Participate as record keeper during incident debriefs

Stand

Notes:
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Notes:
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( RESPONSIBILITIES - Evacuation Liaison A
The overall management of an emergency situation which has the potential to threaten the safety of
school occupants. The Chief Warden directs the Wardens, provides a direct communication link
between the Wardens and the CIMT and liaises with Emergency Services. This enables the CIMT to
maintain an up to date knowledge of situation developments and status of resources.

Key Interfaces
Staff, Students & ECO Keep advised, provide advice and assistance, obtain regular updates
| CIMT Members Provide situational updates and seek input for planed actions )

Report to CIMT Leader and provide information for briefing

=
K]
£
Q
0
7]
<

Contribute to overall assessment of event based on current information
Provide input to review of severity classification (App A.1)

Outcomes
OO

1 Adherence to response priorities
U Incident causes and escalation potential (inc. site safety and security)
o U Coordination of CIMT responses with those of the Emergency Services
2 | Q Strategic implications relating to evacuees
2 | O Protection of students and next of kin from media
U Emergency Services’ requests for information / resources / assistance - distribute to appropriate
CIMT members for response
2
3
© | O Attending Emergency Services — determine information requirements and respond / refer to
E appropriate CIMT member(s)
(]
)
w

Use Chief Warden Log to record events, actions, messages and decisions

If an emergency is evident, put in place the relevant procedure as described in the ‘Emergency
Management Plan’ or ‘Emergency Procedures’ document and liaise with the Emergency Services
Lead Emergency Response procedures as necessary

Maintain on-going contact with attending emergency services at scene and act as conduit of
information to CIMT

Advise CIMT on emergency services response capabilities, resources and plans / strategies
Oversee the movement of staff and students to the Safe Refuge when directed

Clarify any confusion of events / actions as soon as apparent

Provide the CIMT with up to date information on the conditions in the immediate area

Actions
oo0do OO (N

U Operationally debrief all staff as necessary
U Log sheets / written correspondence to CIMT Log keeper
U Attend CIMT debriefing

U Assist in post-event investigations

c
3
[}
(=]
T
c
©
e
wv
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Notes:
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5.0 POST INCIDENT PROCEDURES

RESUME AND RECOVER

5.1.1 Background

After an incident, such as a flood, internal fire, severe storm or a bushfire, most families can expect
to recover over time, particularly with support from relatives, friends, community agencies and
organisations.

Recovery time for an individual may relate to past and present experiences, the thoughts and
actions that contribute to these experiences, and an individual’s own coping strategies. Students
need time to recover from losses such as family members, friends, homes, pets, childcare, schools
and kindergartens.

Parents, guardians and teachers need to provide calm and honest answers to student’s questions
and, importantly, be guided by what a child asks. It helps students to understand what has
happened if parents, guardians, caregivers and teachers spend time responding to their needs.

NOTE: Communication is vital. Everyone affected by the incident needs to be kept fully informed
of the recovery progress. The relevant people should be consulted before major decisions are
made.

Parents, guardians and caregivers should be informed when students are able to return to the
school. This can be through the media (e.g. community radio), by telephone, or by other means.

5.1.2 Short term recovery
In the short term:

e Students will be concerned about parents, guardians and caregivers, friends and pets. They
will need continuous reassurance and encouragement to express their concerns.

e Convey the likelihood that parents, guardians and caregivers may be delayed for several
hours because of traffic.

e Remind students that parents, guardians and caregivers have been told that you will take
care of them until they arrive.

e Encourage students to express their feelings through drama, art, writing activities and music
(where appropriate).

e Allow opportunities to talk about the incident and reactions, taking the opportunity to
explain that people respond in different ways. Allow students to opt out of discussion.

e Explain that a range of reactions may be experienced, that the reactions are normal, that
people react in a range of ways and with time and support the reactions will ease

e Encourage students to comfort each other. Physical contact helps reduce feelings of
separation and isolation.

e Discuss the chores that may await them at home. Emphasise the importance of their role in
restoring order.

e Students should be told why it is important to remain at the school, how you will care for
them, and what they can do to help.

e Provide Psychological First Aid to identify individuals who may need counselling and support
after the first few days.

e |dentify and offer more specialised personal support to vulnerable and/or most affected staff
and students.

e Notify staff who are not at school.
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5.1.3 Medium term recovery
In the medium term:

e Restore regular school routine.

e Encourage students to express their feelings though drama, art, writing and music activities
(where appropriate) and allow opportunities to talk about the incident and reactions.

e Provide recovery support and advice for students, staff, parents and guardians about the
normal cycle of recovery and advise of indicators that extra support may be required.

e Reiterate information about reactions as required.

e Follow up contact with family and families involved to express sympathy, arrange retrieval of
personal items of student and staff member, as appropriate, and discuss school role in
ongoing support.

e Update staff, parents, guardians and students as appropriate to asset with rumour control
etc.

e Provide information and encourage support networks among parents and guardians.
e Make special considerations for suicide, including contagion effect.
e Consider cultural issues.

e Prepare public expressions of farewell such as obituaries and wreaths when a death has
occurred.

e Attend funerals, with attention to the wishes of the family. Use replacement class room
teachers to enable staff to attend the funeral.

e Keep a scrapbook of eulogies and sympathy cards in a central location for members of the
school community to read.

e Continue support for students and staff.
e Monitor and support reactions within the school community
o Alert teachers to be sensitive to curriculum content.

e Monitor media coverage of the event to identify areas which may be causing difficulty or
distress for students and staff.

e Consider ex-students.

e Keep your receptionist up-to-date with information.

e Liaise with outside agencies and maintain contact networks.

e Update your incident report to region and ESMU, if appropriate.

5.1.4 Longer term recovery

Long-term recovery management requires a continuing awareness of individual needs and
reactions and a process for managing those responses.

In the longer term, consider:

e Holding a memorial service.

e Acknowledge anniversary dates. Monitor and support members of the school community,
particularly on significant dates such as anniversaries.

e Inform any new teacher about the child’s or the class’s experience and possible triggers
which may cause a re-emergence of symptoms

e Continuing support for students and staff.

e Alerting teachers to be sensitive to curriculum content.

e Maintaining documentation.

e Ongoing liaison with other affected or vulnerable schools.
e Consider ex-students.
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e Process for meeting visitors (e.g. community people most affected).
e Continue liaison with outside agencies and maintain contact networks.

e Consider long term intervention activities such as the need for ongoing counselling or other
specialist support.

e Keeping receptionist up-to-date with information.

e Acknowledge the work of school-based and specialist care givers and continue to monitor
their wellbeing, particularly when things start to quieten down and they may start to reveal
their own views about the experience.

e Review school records/mailing lists and amend as appropriate.
e Inquest date(s) and prepare for legal proceedings, if necessary.
e Prepare people for coronial inquests and legal proceedings providing them with knowledge

about what to expect
Review the incident response

Post incident debriefs are required to identify key learning’s to improve the school’s response to
any future incident. These debriefs should be documented and tasks to improve plans should be
allocated to responsible parties. Both the CIMT and ECO must conduct post incident debriefs.
Reconvene key people at regular intervals to review the school’s response and the effectiveness of
planning arrangements.

The debriefs should include the following:

o Debriefing meetings for staff and volunteers.

e Debriefing meetings for the facility coordinator.

e Was your CIMP effective in helping you respond to this event?

e What went right?

e What needs improvement?

o Who will update your plans and procedures to help you in the future?
e What lessons have been learned?

Re-examine the school’s Critical Incident Management Plan, to revise the plan on the basis of what
worked well and what didn’t work. Strategies which were found to be useful during the incident
response should be included in the plan for future use.
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0.0 APPENDICES

APPENDIX A — PROFORMAS
APPENDIX B — COMMUNICATIONS PLAN
APPENDIC C— STRATEGIC ACTION PROMPT SHEETS
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APENDIX A PROFORMAS

A.l

A.2

A3

A.4

A.5

A.6

A.7

A.8

A.9

A.10

A.11

INCIDENT SEVERITY MATRIX

INCIDENT NOTIFICATION FORM

CIMT BRIEFING AGENDA

INCIDENT LOG

STAKEHOLDER CORRESPONDENCE SHEET

STATUS BOARD LAYOUT

INCIDENT BOARD LAYOUT

TEAM LIST

ROLE HANDOVER CHECKLIST

END OF INCIDENT CHECKLIST

ROLE ACTIVITY FORM
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The School has developed a Severity Matrix which establishes a set of standardised notification and
escalation “thresholds”. These provide guidance on activation triggers for the Critical Incident
Management Team (CIMT) and support from the School Board. This Severity Matrix is intended for
use by the CIMT on being notified of a current or potential event or issue impacting the school.

Use of this standard Severity Matrix provides a consistent, non-subjective assessment and
escalation / notification decision making process. Consistent use and application of this Severity
Matrix aims to ensure that notifications occur uniformly, regardless of what aspect of the school is
impacted.

All events should be considered against the Severity Matrix to determine the appropriate level of
escalation. It provides a description of the types and/or outcomes of events, a measurement of
severity and the teams that would be involved for each.

Once the CIMT Leader is notified of an event, it is their responsibility to determine the requirement
for activation.

To use the Severity Matrix, an assessment should follow the steps below;
e |dentify the outcomes relevant to the event from the list in the left hand column of the matrix;

e For each outcome, determine the description (from the boxes to the right of the outcome) that
best describes the severity. If there is uncertainty over a severity it is advisable to select the
most serious ranking.

e The outcome with the maximum severity determines the overall severity ranking of the event.

Once the CIMT is activated, the core team will begin a strategic response.

Should an outcome occur that is not covered by the Severity Matrix, the Team Leader must make a
judgement regarding the appropriate level of notification / escalation.
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STATUS 1 —INCIDENT MAINLY MANAGED BY THE SCHOOL’S

STATUS 2 — INCIDENT MAINLY MANAGED BY THE SCHOOL’S CIMT THE

SCHOOL BOARD MUST BE NOTIFIED

HIGHER LEVEL CRITICAL INCIDENT

Multiple injury involving hospitalisation / fatality

One or more people confirmed missing >24hrs

Escalated threats or actions involving harm and/or significant damage

Significant spill / release requiring evacuation and regulatory reporting

Total loss of classes or >25% loss for more than two weeks

Supplier in crisis

Long term loss of facilities affecting school activities

Personnel loss affecting school management capabilities

Response required to nationwide media attention

Threat of government interference with management and control

Confirmed legal action

RESPONSE | c/MT THE SCHOOL BOARD MUST BE NOTIFIED
OUTCOME
LOWER LEVEL CRITICAL INCIDENT
1 Personal injury Injury involving hospitalisation
2 Missing People One or more people confirmed missing
3 Kidnap, Extortion, Confirmed threats without actions
Sabotage
4 Environment Small spill / release with minor implications to staff and students
5 Loss of teaching capacity Total loss of classes or >25% loss for less than two weeks
6 Major‘ contractor or Supply or services disrupted with threat to teaching
supplier Issue
Loss of L . L
7 I Loss of facilities not affecting school activities
facilities/infrastructure
8 Loss of Senior Personnel Personnel loss affecting normal teaching capabilities
9 Media coverage Response required to local or state media article
10 Regule_ltory /_Government School controlling with higher than normal government interest
authority action
11 | Legal action Threatened legal action
12 Financial issue Cash flow or accounting issues

Escalated cash flow or accounting issues
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APPENDIX A.2 - INCIDENT NOTIFICATION FORM

Mark any speculative information with an asterisk*

Name: Position:
Contact details:
Incident Location: Update No: Date: Time:
Medical O Injury O Fatality O Supply Interruption O
Incident Collision O Fire O Explosion O Pollution Release O
Type: Gas O Electricity O Sewerage O Water O
Other:
Severity: Status 1 O Status 2 O (see Severity Matrix, App A.1)
Status: Stable O Escalating O Falling O
Injuries: No. of Fatalities No. of Serious Injuries No. of Minor Injuries
DO NOT list names on this sheet — verbally report names of fatalities / injuries to CIMT
Dry O Wet O Windy O
Weather: Wind Direction: Wind Speed:
Forecast:
External Assistance Medical O Fire Brigade [ Police 0O EPA O Mutual Aid O
Mobilised Other:
Impact on the School
Facilities Damaged:
Facilities at Risk:
Area Affected:
Response Forward Plan
Next 30 Minutes:
Next 6 Hours:
Next 12 Hours:
Last External Contact
Agency Contact Name Time By Whom
Medical
Fire
EPA
Police
Nature of Assistance Required:
Prepared By: Approved By:
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APPENDIX A.3 - CIMT BRIEFING AGENDA

a

The following is an example of a briefing meeting agenda, which serves as a guideline for the team. Actual
meeting agendas will vary according to circumstances. Meetings should be chaired by the Team Leader and
minutes recorded by the Log Keeper.

AGENDA ITEM DESCRIPTION

1 Introductions - Team members and their roles, any additions to the O
team

2 Current situation Description of the incident and current status

Updates from each Team Member O

Assessment whether incident is under control or more

resources are required, referring to the Severity Matrix

3 Immediate Actions

Requests received for response resources or actions

Situations calling for immediate response

4 Planning

Likely course of the incident

Key incident management issues and risks O

Possible initiatives and pre-emptive actions

5 Personnel

Reallocation of responsibilities of absent team members

Support personnel needs O

External support required

6 Stakeholder
Communications

Current status of communications plan (inc Media)

Notifications obligations & status (internal/external)

Outstanding compliance issues

Interventions by regulatory bodies

7 Media

Any media interest or coverage

- Media monitoring requirements O

Selection and preparation of spokespersons

8 Any Other Business Items not covered elsewhere O

9 Closing Remarks - Summary of key points by CIMT Leader

Emphasise recording information on log sheets

Focus on strategic planning & recovery, NOT managing
the response

10 Next Meeting Time, place, agenda, attendance O
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APPENDIX A.4 - INCIDENT LOG

Page Number: of Date: Location:
Name: Position:
Contact Numbers:
Time Activity

Signature:
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Use 1 page per correspondence
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APPENDIX A.5 - STAKEHOLDER CORRESPONDENCE SHEET

Correspondence
Type

Incoming Call [

Outgoing Call

O

Meeting [

Other (specify)

Call taken by

Extension no.

Date:

Time:

Caller wished to
contact

Source of call

Government O

Media O

Public O

Staff Family O

Employee O

Assistance O

Student’s Family O

CORRESPONDENCE DETAILS

Name

Title/Relationship

Organisation

Action required

Department
Phone Number Fax Number
Return call before
Message/information details
Call Back O | SendEmail O | Wants Meeting O

Will call back [

Assistance O

Other O

Action taken

Date:

Time:
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STATUS BOARD
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Incident Location Severity
Contact Numbers (Phone &Fax) Status
Incident Start date and Time Weather

Brief Incident Description

Immediate Needs

Actions Underway to Contain the
incident

Effects on People

Effects on the Environment

Effects on Operations
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(See Process Board Notes and Example, following page).

OUTCOMES | SEVERITY/STATUS TASKS/ACTIONS

(REFER TO (REFER TO SEVERITY ISSUES STAKEHOLDERS
SEVERITY MATRIX) MATRIX)
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Process Board Notes and Example

TASKS/ACTIONS4
OUTCOMES SEVERITY ISSUES STAKEHOLDERS
Injury Status 2 2 students hospitalised Injured students Obtain update from accompanying staff | David Smith 1000hrs
with smoke inhalation Injured students’ parents
Siblings? Obtain next of kin details Fred Murphy 1005hrs
School staff
chootsta Identify if siblings are at school Wilma Wiley 1010hrs
All students
. Notify next of kin David Smith 1015hrs
School community
Create statement for school staff Mike Media 1100hrs
Loss of Status 1 Total loss of five science Insurance provider Contact insurer Ali Almonds 1030hrs
facilities/ class rooms
infrastructure Site Security/access to Nearb.y SChOC_)IS Approach nearby schools to see if they Harry Hose 1400hrs
¥ Security fencing company | 3y classrooms available

damaged area
Contact security fencing Harry Hose 1030hrs

= Refer to the Severity Matrix
= Team Leader initially identifies Outcomes and Severity, then will utilize the team’s expertise throughout the event
= List each Outcome and Severity on the whiteboard as shown above

1. OUTCOMES &
SEVERITY

=  Use Outcomes as prompts, to identify the Issues linked to each Outcome

2. ISSUES
= List each Issue on the whiteboard under the Issues heading next to the relevant Outcome

= Use the Issues as prompts to identify the internal and external Stakeholders

3. STAKEHOLDERS
= List each Stakeholder on the whiteboard under the Stakeholder heading next to the relevant issue

= Allocate a WHAT, WHO, WHEN (deadline) for each Issue

4. TASK/ACTIONS
/ = List each Task on the white board under the Task headings next to the relevant Issue or Stakeholder

(WHAT, WHO &
WHEN LIST)
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TEAM LIST

- . Contact Details .
Position Title Name i Other Information
(Phone/Fax/E-mail)

Creating a safe and resilient world
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APPENDIX A.9 - ROLE HANDOVER CHECKLIST

Some critical incidents may extend over a long period of time requiring a changeover of personnel. Team
Members will be replaced by Alternates to avoid fatigue.

In the event the CIMT is to sit for more than 12 hours, the following guidelines should be adhered to:

ROLE HANDOVER CHECKLIST

- All Alternates must be approved by the CIMT Leader O

- Alert Alternates for each team member, giving them the time that they will be required at the O
Control Room. (Normally schedule for 10 to 12 hour shifts)

- Changeover times of individual Members should be staggered over a reasonable period to avoid O
concurrent changeover of several Members and maintain team continuity

- Individual hand-overs are to include a complete briefing on the incident, current status and O
actions taken

- Departing Team Members are to sit with their Alternate until they are satisfied that the O
Alternate is fully conversant with the situation and duties

- Relieved Team Members are to advise the CIMT Leader that their hand-over is complete and O
make arrangements for when they will next be required

- Relieved Team Members must ensure they get adequate sustenance and rest in case they are O
required again

- Responsibility for arranging handover is that of the individual members O

REMEMBER: A tired team member is a liability. YES, EVEN YOU!
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APPENDIX A.10 - END OF INCIDENT CHECKLIST

In standing down the Critical Incident Management Team the following checklist must be considered:

END OF INCIDENT CHECKLIST

On-going incident control if required

On-going recovery actions handed over to appropriate personnel

Resources for on-going control

Final information release to:

e  Staff

e Students, parents and guardians

e Local community

e Government

e Media

e Environmental Agencies

e Neighbours/Third parties

e Contractors

e Consultants

e Lawyers

e Suppliers

e Insurers

e Emergency Services

e Trade unions

De-brief of CIMT members (including members currently relieved or stood down)

Closing down security arrangements

Finalise catering and other services

Compile and file all documents relating to the response

Arrange for full incident investigation and analysis

Carry out follow-up review to ascertain effectiveness of:

Callout

CIMT Function

CIMT Support Teams

Communications strategy

Strategic Planning effectiveness

Site incident response

Approve/comment on incident debriefing reports and recommended actions

Analyse public perception after final event (e.g. one week after incident)

Check if key messages got through to external parties

Revise the EMP and CIMP as required

O 000 00000000000o0ooo0oogooo0oooooooooooooanono
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The aim of the Role Activity Form is to detail your strategy in relation to your role and specific stakeholders.

Name:

Role:

Identified Issues or Outcomes relevant to your role

Stakeholders relevant to your role

Tasks assigned to your role

What (task details) Priority When (deadline)
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APPENDIX B— COMMUNICATIONS PLAN

SECTIONS

B.0

B.1

B.2

B.3

B.4

B.5

B.6

B.7

B.8

B.9

B.10

B.11

B.12

B.13

B.14

B.15

B.16

B.17

INTRODUCTION, REPORTING AND FRAMEWORK

COMMUNICATION TO PARENTS, GUARDIANS AND THE LOCAL COMMUNITY
SCHOOL CLOSURE COMMUNICATION CHECKLIST

SUPPLYING CRITICAL INFORMATION

NOTIFYING AUTHORITIES AND STATUTORY OBLIGATIONS

IDENTIFYING KEY STAKEHOLDERS

LIKELY CONCERNS OF KEY STAKEHOLDERS

KEY MESSAGES FOR COMMUNICATING WITH THE SCHOOL COMMUNITY
REACHING STAKHOLDERS THROUGH DIRECT CHANNELS

COMMUNICATING OUTSIDE THE SCHOOL COMMUNITY THROUGH THE MEDIA
RECOGNISING MEDIA NEEDS

CREATING FIRST IMPRESSIONS

MINIMISING PUBLIC ANGER

MONITORING MEDIA COVERAGE

HOLDING STATEMENTS

INTERVIEW TECHNIQUES

RECEPTION GUIDELINES

SAMPLE LETTERS
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APPENDIX B.0

B.01 Stakeholder Communications Introduction

Handling communications forms an important component of incident management.

Through the course of a critical incident, communications strategies are called for in order to:

e  Supply critical information to prevent loss of life, injury, damage to the environment, or
destruction of assets. This includes the stress and anxiety suffered by staff, students and
their families

e  Minimise public anger against the school

e Protect the school’s reputation

e Demonstrate the values for which the school stands

Effective communications strategies consist of a number of elements. These include:

e I|dentifying the target audience

e Selecting an appropriate channel to reach this audience

o Defining the purpose of the communication

e Delivering the message in a way that achieves this purpose

e Monitoring media coverage to assess impact and effectiveness of key messages

Messages can be delivered directly through organisation channels, or else through the media. If the

media are to be used, this requires the adoption of certain techniques for handling the media

correctly. Without these techniques, the communication strategies will fail to achieve their ends.
Seizing the initiative is critical. Communications must be actively managed, in particular those that
involve the media. Critical incident communications management, therefore, forms one of the
highest priorities for the CIMT.
The purpose of this critical incident communications plan is to provide a framework that will allow
the CIMT Communications Coordinator, along with Diocesan assistance to develop effective
communications strategies during the course of a critical incident.

B.02 Critical Incident reporting
A critical incident is an event which has the potential to adversely affect the students, staff, or
school community and interrupts the normal flow of daily events.

Examples of critical incidents include suicide and death of a student or member of the school

community. Other traumatic events such as fires or flooding can have a significant impact on the
school’s ability to provide an effective learning environment for a period of time.

A critical incident in a school is likely to affect the physical, psychological and emotional wellbeing
of staff and students and may have a minimal or significant impact on the school community. Some
people will be more emotionally affected than others, but no-one involved should be ignored.

If handled properly, a critical incident can make a school community stronger in the long-term. If

not, it can tear the school community apart. In times of critical incident, direction from

professionals coupled with trained compassionate staff help contain the emotional disruption
associated with a traumatic event.
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B.03 Reporting incidents to the School Board

Where the safety of staff or students is at risk, there is criminal activity, a threat to property or the
environment, it must be reported immediately to emergency services on 000. It should then be
immediately reported to the School Board.

The following incidents should be reported:

e Fatality including illness, suicide and suicide attempts

e Serious injuries (involving visiting a GP, ambulance transport or hospitalisation)
e Transport accidents

e Assault, threat of assault or offensive behaviour

e Firearms, weapons or bomb threats

e Siege, hostage, disappearance or removal of a student

e Qutbreak or incidence of disease

e Fires, floods, major disasters or natural event

e Chemical, biological or radiological spillage or contamination

e Criminal acts (violence, theft, arson, vandalism, graffiti)

e Sexual assault or allegations involving inappropriate sexualised behaviour.

After the event, an Incident Report form should be completed, retained for records, and action
items delegated.

B.04 Critical Incident Communications Framework

The purpose of this framework is to serve as a guide to developing an effective communications
strategy during a critical incident. To assist this process, each of the steps that make up the plan
have been filled out with sample contents to illustrate their nature. In any real situation, the team
in charge of communications management will have to create information based on the event or

issue.
1. General communications to parents, guardians and the local community
2. School closure communications checklist
3. Supplying critical information
4. Notifying authorities & statutory obligations
5. Identifying key stakeholders
6. Likely concerns of key stakeholders
7. Key messages for communicating with the school community
8. Reaching stakeholders through direct channels
9. Communicating outside the school community through the media
10. Recognising media needs
11. Creating first impressions
12. Minimising public anger/outrage
13. Monitoring media coverage
14. Holding statements
15. Interview techniques
16. Reception guidelines
17. Sample letters
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1. GENERAL COMMUNICATION TO PARENTS, GUARDIANS AND THE LOCAL COMMUNITY

At the beginning of each year parents and guardians should be advised of the school’s Critical
Incident Management Plan and safety policies — and the ‘rules’ you expect parents and guardians to
follow.

This can be achieved by publishing a newsletter at the start of the school year, during an incident or
on your school web-site.

The likely consequences of inadequate communication of the CIMT to parents and guardians are:

e aflood of telephone calls (if the system is working)
e a major traffic jam in front of your school (if the roads are open)
e people (neighbours or friends) volunteering to take children home

In the event of an incident, school staff or Emergency Services will attempt — as soon as it is safe to
do so — to contact parents and guardians to advise of the status of the incident, if students have
been evacuated, when they will be returned and when it will be safe to collect their children.

Parents and guardians should be advised in advance via text message and phone calls to be realistic
about how long it may take for the school to contact them when an incident arises, especially if
children have been relocated to another town or it is unsafe to travel by road.

Advise parents and guardians to keep the following in mind:

e DO NOT contact the school, if it has been evacuated no one will be there to answer your call.

e Staff are endeavouring to deal with the incident, so please do not distract them from seeing
to the safety of your children first. Their safety is of paramount importance.
e Parents and guardians calling staff mobile numbers may prevent staff from:
o Seeking assistance and guidance from Emergency Services thereby putting students in
further danger
o Trying to contact parents or guardians about the whereabouts of their children.

If parents and guardians have provided their children with mobile phones, they should not call
them. Making contact with parents and guardians may distract students from listening to
instructions from staff and endanger their safety. Students will be advised by their teachers when
they can safely use their mobiles to make contact.

If parents and guardians are on the phone with their child during an incident, they should provide
them comfort and assurance. Students may become agitated and panicked if they hear fear in the
parent or guardian’s voice and this may hamper staff in ensuring disciplined and calm behaviour.

To ensure relevant stakeholders are informed of a school incident or an impending school closure,
the following stakeholder guides should be referenced.
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2. SCHOOL CLOSURE COMMUNICATION CHECKLIST

If the school will be closed or school buses not available: In advance, advise parents, guardians
and staff via:

o000 0o

Q

Letters for students to take home.

School Website: Post closure details on home page.

ISV Website.

Local radio stations.

Local ABC Radio Station.

Staff Contact List, (refer to Appendix H - Contact Directory).

If late notice or out of hours, contact student’s parents or guardians. Note time called,
person communicated with or if no answer/message left.

‘SCHOOL CLOSED’ signage at the school gate and in the local community.

- If students have been evacuated: As soon as it is safe to do so contact parents and guardians to
advise of the status of the incident, when students will be returned and when it will be safe to
collect their children. This can be achieved via:

COO0OO0

Q

School Website: Post evacuation details on home page (if possible).
Local radio stations.
Local ABC Radio Station.

Contact student’s parents or guardians. Note time called, person communicated with or
if no answer/message left

‘SCHOOL CLOSED’ signage at the school gate and in the local community.

- Use school roll to account for students and note release details (if students are being picked up
by parents and guardians off-site).
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3. SUPPLYING CRITICAL INFORMATION

Immediate priority has to be given to the supply of critical information that may help prevent loss of life,

injury, damage to the environment, or the destruction of school assets. This includes the stress and
anxiety suffered by staff, students and families.

As a general rule, staff, students and families should be notified of all major developments in a critical
incident directly through organisational channels, before receiving the news through media channels.

EXAMPLES OF CRITICAL INFORMATION RECIPIENTS

Need for evacuation - Employees

- Students

- Contractors
Health and safety alerts - Relevant authorities
Notification of fatalities - Next of kin

- Employees

- Students and families

- Relevant authorities

Status and identity of injured personnel - Next of kin

- Co-workers/classmates

Equipment and other assistance required - Sources of assistance

Assistance on its way - Critical Incident victims

- Emergency personnel

4. NOTIFYING AUTHORITIES & STATUTORY OBLIGATIONS

Regulatory and statutory obligations include the notification of relevant authorities for certain types of
critical incident situations. These need to be dealt with promptly and efficiently.

EXAMPLE OF A SITUATION RELEVANT AUTHORITIES

Fatalities - Police, Coroner, WorkSafe, WorkCover
HAZMAT Release - EPA
Injuries - WorkSafe, WorkCover
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5. IDENTIFYING KEY STAKEHOLDERS

Stakeholders are all parties with an interest in the outcome of a critical incident situation affecting the

school.

Stakeholders may be internal, such as staff and students, or external, such as local communities and
families. Not all stakeholders are of equal importance, nor will they all react in the same way to a
particular message.

A critical early step is to identify the key stakeholders in any critical incident and to orient
communications towards these stakeholders. The importance of all the various stakeholders in a school

will vary from situation to situation and throughout the course of a critical incident.

RANK IN
EXAMPLES OF STAKEHOLDERS
IMPORTANCE
Employees
Next of kin

Students and families

Local communities

Independent School Victoria

Senior management

Politicians

News media

General public

Contractors

Suppliers

Government agencies / Regulators

Unions

Industry associations

Others
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6. LIKELY CONCERNS OF KEY STAKEHOLDERS

Key stakeholders will have a range of concerns in the event of a critical incident situation. Anticipating

these concerns forms a major step in defining the key messages to communicate to these stakeholders
EXAMPLES OF KEY STAKEHOLDERS LIKELY CONCERNS
Staff, Students and families - Critical information

- Impact on jobs and school future

- Changes in work practices to come

School Board - Critical information
- Impact on teaching and school future

- Steps taken to prevent future incidents

Next of kin - Critical information

- Steps taken to prevent future incidents

Local communities - Environmental or health hazards

Regulatory bodies/ - Compliance issues

Law Enforcement agencies - Cooperation from the school with investigations
Politicians - Relevance to pet issues

News media - Flow of information from the school, including

background material, file footage
- Relevance and truthfulness of school statements

- Access to the site and personnel for cameras and
interviews

General public - Whois to blame
- Has the school acted in good faith?

- What values has the school demonstrated

Unions - Have member’s interests been looked after?

- Is the school in breach of agreements
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7. KEY MESSAGES FOR COMMUNICATING WITH THE SCHOOL COMMUNITY

The school will need to address the concerns of stakeholders through key messages that illustrate the

Creating a safe and resilient world

school’s position on the incident and its implications.

Messages also present an opportunity to provide known facts, dispel rumours and to establish a common
reference base. It also provides an opportunity to outline the preliminary recovery management
arrangements.

These key messages need to be accompanied by candid statements of the facts surrounding an incident,
and need to be consistent with these facts.

Before contacting stakeholders, ENSURE YOU HAVE VERIFIED INFORMATION. Undertake the following
pre-notification tasks:

- Contact the bereaved family or police to ascertain what information may be released within the
school

- Prepare a factual written statement, without graphic detail, for use as a reference by teachers when
discussing the incident with students

- Determine whether to tell students about the incident at a whole school assembly, by year levels or
individual classes depending upon the nature of the incident

- Discuss with teachers who feel uncomfortable raising the event with students and arrange for support
from another teacher or a member of the recovery team

- ldentify staff who may be too distraught to take classes and arrange replacements from within the
school, from neighbouring schools or casual teachers

- Inform students soon after briefing staff

KEY MESSAGES FOR IDENTIFIED GROUPS

KEY STAKEHOLDER KEY MESSAGE
Employees - - provide teachers and ancillary staff with a brief outline of the incident
Immediately

- provide a brief factual outline to others within the school community on
a need-to-know basis

- inform staff as soon as possible about a serious incident involving death
or injury which occurs after hours, on the weekend or during school
holidays

- inform staff about arrangements for holding a briefing meeting before
informing students at the start of the next school day

... Continued on next page
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... Continued from previous page

KEY STAKEHOLDER KEY MESSAGE

Employees — Before
start of the school day

verify and restate factual information about the incident, so that staff can
understand what has happened and the information will sink in

talk with staff about the reactions they may experience
outline recovery management arrangements

inform staff about procedures for dealing with the media
discuss procedures to be followed by staff during the day

discuss guidelines for informing their students and ways of answering
guestions from students

provide teachers with a written summary for use as a reference when
discussing the incident with students

ensure that staff have time to have their questions answered and to talk
about the incident amongst themselves.

Certain teachers or staff members may require special help, for example

those who were close to the victim or who had recently disciplined the
deceased. These staff members should not be expected to deal with the
emotional problems of students if they are having difficulty managing their

own response. Those teachers who feel uncomfortable with discussing the

event should be assisted by a recovery team member or a peer or have such a

person inform their class for them.

Employees — At the end
of the school day

meet with staff to review the day, to allow staff to share the trauma of
the day, and identify students at risk

ensure that school CIMT members and supporting personnel are
available to offer support and guidance

Close Friends

Notify close friends of the dead or injured, including girlfriends or boyfriends,

prior to making an announcement to other students

take students aside when they arrive at school and inform them privately
consider contacting the students or their families at home prior to the
start of the school day

ensure that individual attention is given to intimate friends who are likely
to have special needs beyond those of other students

... Continued on next page
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... Continued from previous page

KEY STAKEHOLDER KEY MESSAGE

Students The classroom setting enables teachers to monitor individual reactions
within a supportive environment. Death, injury or other significant
emergencies are usually more effectively managed in a classroom setting
rather than at a general assembly or over the public address system.
Teachers should establish a climate of open communication to help students
work through issues such as unresolved conflicts which traumatic events may
cause to resurface.

In the classroom environment, Teachers should:

- provide a factual account of the incident at the beginning of the first
class, in a way that ensures that everyone hears the same information

- limit speculation and rumour by providing factual and relevant
information about the incident

- inform students about the location of counselling services and recovery
rooms

- inform students about arrangements for memorial services, funerals and
appropriate ways to express condolences

- outline arrangements for the day.

Teachers must mark a roll to identify who has been informed.

Next of kin Notify parents and guardians of students directly involved in the incident
first, then brothers and sisters in the school

Families & School Parents, guardians, school councillors, other members of the school
Community community and neighbouring schools will want to know what has happened
and to assist if possible.
It is important that they are given factual information and that the
information has been approved for public release.

- confirm the release of information with those directly affected and to the
police
- send 