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Data Protection and Retention Policy

Pawlett Pre-school is committed to protecting the rights and freedoms of individuals with respect to the processing of personal data. The General Data Protection Regulation (GDPR) 2018 became European law on 25/5/2018. It replaces the Data Protection Act 1998. GDPR states that personal data should be ‘processed fairly & lawfully’ and ‘collected for specified, explicit and legitimate purposes’ and that individuals’ data is not processed without their knowledge and are only processed with their ‘explicit’ consent. GDPR covers personal data relating to individuals.

Data collected and retained by the Preschool, about children and their families, falls into 3 main categories:
1. Safeguarding and welfare data linked to Ofsted and the Early Years Foundation Stage (EYFS) 2017 requirements and the Limitation Act 1980
2. Financial data retained for HMRC purposes
3. Funding data retained for the Local Authority purposes 

GDPR means that Pawlett Preschool must: 
* Manage and process personal data properly 
* Protect the individual’s rights to privacy 
* Provide an individual with access to all personal information held on them

GDPR includes 7 rights for individuals

1) The right to be informed:
Pawlett Pre-school is a registered Childcare provider with Ofsted and as so, is required to collect and manage personal data to effectively deliver the EYFS. Information is collected on children, parents/carers, and visitors. This is in respect of our Health and Safety and Safeguarding Policies.  

As an employer Pawlett Preschool is required to hold personal data on its staff volunteers and committee members. This will include identity documents required for DBS checks in line with Safeguarding and safer recruitment guidelines. 

2) The right of access: 
At any point an individual can make a request relating to their data held by Pawlett Preschool. Subject Access requests can be made in writing to the Supervisors – 
Natalie Scott and Alisha Barnes. A response will be provided within 30 days of receiving the request. Pawlett Preschool may withhold information where there is a safeguarding or welfare concern. A reason for withholding information will always be given to any request received. 

3) The right to erasure:
Individuals have the right to request the deletion of personal data where there is no compelling reason for its continued use. However, Pawlett Preschool has a legal duty to retain certain records for specific periods of time. (Please see retention periods table attachment 1.) Exemptions can be made to the right to eraser where there is a legal duty or there are safeguarding or welfare concerns.

Staff records must be kept for 6 years after the member of staff leaves employment, before they can be erased. These records are stored securely in the filing cabinet at the Preschool.

4) The right to restrict processing:
Parents, visitors and staff can object to Pawlett Preschool processing their data. This means that records can be stored but must not be used in any way, for example reports or for communications. 

5) The right to data portability:
Pawlett Preschool requires data to be transferred from one IT system to another; such as from Preschool to the Local Authority, to shared settings and to Tapestry' Online Learning Journal. These recipients use secure file transfer systems and have their own policies and procedures in place in relation to GDPR. 

6) The right to object:
Parents, visitors and staff can object to their data being used for certain activities like advertising or coursework.  Data will not be used by Pawlett Preschool where consent has been denied.

7) The right not to be subject to automated decision-making including profiling: Automated decisions and profiling are used for marketing-based organisations. Pawlett Preschool does not use personal data for such purposes. 

Storage and use of personal information 

All paper copies of children's and staff records are kept in a locked filing cabinet within Pawlett Preschool. Members of staff have access to these files, but information taken from the files about individual children remains confidential, in line with our confidentiality policy. These records are shredded after the retention period. 

Information about individual children is used in certain documents, such as, a daily attendance register, medication forms, individual planning documents and referrals to external agencies. These documents include data such as children's names, date of birth and sometimes address. These records are shredded after the relevant retention period. 

Information regarding families’ involvement with other agencies is stored in paper format, this information is kept in a locked filing cabinet within Pawlett Preschool.  These records are shredded after the relevant retention period. 

Upon a child leaving Pawlett Preschool and moving on to school or moving settings, data held on the child may be shared with the receiving school. Such information will be sent via hand, recorded delivery post service or via a secure file transfer system. For children attending school outside Somerset County Council the parent/carer will be given the data to deliver to the receiving school.  

Pawlett Preschool stores personal data held visually in photographs or video clips within the Tapestry Learning Journal. Only faces of children who have written consent will be shown within images used on the website or on Pawlett Preschool social media sites. All photos of children are taken only on Preschool iPad and deleted after being uploaded to Tapestry. 
Photos that are used on our social media page and our website have parental permission to be kept on these networks after the child has left the setting to progress to school. This permission is gained in writing and included in our welcome pack along with all other permission slips. 

During Preschool sessions staff are focused on the children, therefore, Tapestry journals are often completed outside the sessions by staff off-site, through their secure log-in. Parents are asked to opt-in to this process on our registration forms. Parents can object to this off-site process at any time by informing staff of their wishes. 
  
Access to all Preschool iPad and Tapestry Online Learning Journal is password protected. When a member of staff leaves the Preschool, these passwords are changed in line with this policy and our Safeguarding policy. Any portable data storage used to store personal data, e.g. USB memory stick, are password protected and/or stored in a locked filing cabinet.  

If Pawlett Preschool were to close, documentation would be kept for as long as required by the purpose for which it was collected in line with retention periods table. Information will be kept as securely as possible during the retention period.

Further details of all data collected and retained by Pawlett Preschool can be found in the Data Audit (appendix 2).


  
Reviewed by the committee on……………………………………….

Sign…………………………………….  Print name …………………………………

 Next review due ……………………………………………                               
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