macOS Hardening Assessment

Application

Firewall Enabled
Remediation: Enable via: System Settings - Network -

Firewall, or: defaults write
/Library/Preferences/com.apple.alf globalstate -int 1

Screensaver
Requires
Password

Remediation: Enable via: System Settings - Lock Screen -
Require password.

Screensaver
Password Delay =
5s

Remediation: Set delay: defaults write
com.apple.screensaver askForPasswordDelay -int 5

Automatic Update [ wepzum J

Check Enabled

Remediation: Enable via: System Settings - General -
Software Update - Automatic updates ON

Bluetooth
Disabled (if
unused)




Hidden Files Not
Shown in Finder

FileVault Full-Disk
Encryption

System Integrity
Protection (SIP)

Gatekeeper
Enabled

Remote Login
(SSH) Disabled

Guest Account
Disabled

Sharing Services
Disabled

Remote Apple
Events Disabled

Password Hints
Disabled

Safari Auto-Open
Downloads
Disabled

Automatic Update
Download Enabled

Remediation: Disable Bluetooth via System Settings if
not needed.

Remediation: Hide system files: defaults write
com.apple.finder AppleShowAllFiles -bool false &&
killall Finder




