Windows

Assessment

BitLocker Drive
Encryption

SMBvV1 Disabled

LSA Protection
Enabled
(RunAsPPL)

Secure Boot
Enabled

Defender Tamper
Protection

Remediation: Enable BitLocker: Control Panel -
BitLocker Drive Encryption - Turn On, or via
Intune/GPO.

Remediation: Disable: Set-SmbServerConfiguration -
EnableSMB1Protocol $false, or via Windows Features.

Remediation: Enable via:
HKLM\SYSTEM\CurrentControlSet\Control\Lsa - RunAsPPL =
1, then reboot.

Remediation: Enable Secure Boot in UEFI/BIOS firmware
settings.




UAC Prompt on
Secure Desktop

Minimum
Password Length
>= 14

Account Lockout
Policy Set

SMB Signing
Required

LLMNR Disabled

Automatic
Updates
Configured

Built-in
Administrator
Renamed

NetBIOS Disabled

WPAD Auto-Detect
Disabled

PowerShell Script
Block Logging

Security Event Log
>= 32 MB

Remediation: Enable via: Windows Security - Virus &
threat protection settings - Tamper Protection ON.

Remediation: Set ConsentPromptBehaviorAdmin to 1 or 2
via GPO or registry.

Remediation: Set via: Local Security Policy - Account
Policies - Password Policy - Minimum password length.

Remediation: Set via: Local Security Policy - Account
Policies - Account Lockout Policy - Lockout threshold
(recommended: 5-10).

Remediation: Enable via GPO: Network server: Digitally
sign communications (always), or registry
RequireSecuritySignature = 1.

Remediation: Disable via GPO: Computer Config - Admin
Templates - Network - DNS Client - Turn off multicast
name resolution = Enabled.

Remediation: Set Windows Update to auto-download and
install (AUOptions = 3 or 4) via Settings or GPO.

Remediation: Rename via GPO: Computer Configuration -
Windows Settings - Security Settings - Local Policies -
Security Options - Accounts: Rename administrator
account.

Remediation: Disable via NIC properties - TCP/IP
Properties - Advanced - WINS - Disable NetBIOS over
TCP/IP.

Remediation: Disable WPAD via IE/Edge settings or set
WpadOverride = 1 in registry.

Remediation: Enable via GPO: Computer Config - Admin
Templates -» Windows Components - Windows PowerShell -
Turn on PowerShell Script Block Logging.

Remediation: Set via: Event Viewer - Windows Logs -
Security - Properties - Maximum log size.




Screensaver
Password Lock

AppLocker /
Application
Control Configured

Microsoft
Defender for
Endpoint (ATP)
Running

PowerShell
Transcription
Enabled

Windows Hello
Policy Configured

Windows Defender
Real-Time
Protection

Windows Firewall
— Public Profile

User Account
Control (UAC)
Enabled

WDigest
Authentication
Disabled

Windows Firewall
— Domain Profile

Windows Firewall
— Private Profile

Guest Account
Disabled

Remote Desktop
(RDP) Disabled

RDP Requires
Network Level
Authentication

Credential Guard
Enabled

Automatic
Updates Not
Disabled by Policy

Logon Events
Audited (Success
& Failure)

Remediation: Enable via: Screen Saver Settings - 'On
resume, display logon screen'.

Remediation: Configure AppLocker via GPO or use Windows
Defender Application Control (WDAC).

Remediation: Ensure Microsoft Defender for Endpoint is
licensed and the Sense service is running.

Remediation: Enable via GPO: Windows PowerShell - Turn
on PowerShell Transcription.

Remediation: Enable Windows Hello via GPO: Computer
Config - Admin Templates - Windows Components - Windows
Hello for Business.




Defender Cloud
Protection

Maximum
Password Age <=
90 Days

PowerShell
Execution Policy
Restricted

Policy Change
Audited

AutoRun/AutoPlay
Disabled




