
The results of our nmap scan show two interesting ports open.  Port 9999 appears to have an 
application running on it.  Let's see if we can connect to it with nc.

Let's also take a peek at what's running on port 10000.
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Nmap believes that abyss is running on 9999 and that SimpleHTTPServer is running on 10000.  So, we 
are dealing with a Linux box most likely.  Let's see if we can gain access to the box over the server 
running on 10000.  We enumerate first with Nikto.  Nikto reports that there may be a system shell found 
in /bin/.  Also SimpleHTTP appears to be outdated.

Let's run gobuster against port 10000
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Gobuster has located the bin directory on 10000, but it seems like we're getting a redirect.  Let's try to 
connect to it.

Cool.  We were able to locate the brainpan.exe application on 10000/bin.  Let's download it from our 
Windows test box to attempt a Buffer Overflow exploit.
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We gave this file a new name since we already have an application named Brainpan on our test 
Windows box.

We have started the application on our test box.  Let's confirm that it is vulnerable to a buffer overflow 
attack by fuzzing it. Let's also configure a working directory within mona.

Now, let's configure our fuzzer script and run it.

We were able to crash the application at 600 bytes.
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We were able to crash the application at 600 bytes.

Add the pattern as the payload in our exploit.
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Add the pattern as the payload in our exploit.
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Our Windows test box expired.  On the new instance of the test box the offset for Brainpan_1 is 514.
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Restart gatekeeper.exe in Immunity and run the modified exploit.py script again. Make a note of the 
address to which the ESP register points and use it in the following mona command:
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Attempting to elevate our privilege via the limited wine shell has proved to be a dead end.  Our 
underlying system is linux, so let's attempt to exploit the buffer vulnerability with linux shellcode.

Since I already exploited the victim machine using the Windows exploit, I need to restart the victim 
machine and swap the payload in our exploit with the Linux shellcode and open a new nc listener to 
catch the reverse shell.
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catch the reverse shell.

Success!  We were able to get a reverse shell from the linux box, but it's not too useful.  Let's use Python 
to generate a bash shell.

Now, that we have a bash shell, let's see what privileges we have as the current user by issuing a sudo -l.

The command shows us that our user can run a script as root in user anansi's directory without a 
password.  So, let's attempt to run it!

The only command that we appear to have permission to run is the 'manual' command.  We should be 
able to run that command, hit return and request a bash shell that should return as root!  Let's try it.
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