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There appears to be a webserver running on tcp/3389

That didn't work for me.  So, next I connected to the FTP port and transferred the files in the 
chatserver directory.
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Going to enumerate further on tcp/9999 

I tried the exploits in the exploitdb.  None of those worked so I will attempt to fuzz the 
application that I will host on a Windows VM.
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Next we will create a working folder for Mona and then fire up the pplication.

Next we will create our fuzzer script. 
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Next we will create our fuzzer script. 

The application crashed at 6200 bytes.  Next, I will create the exploit script that we will gradually 
update as we gather more information about the ChatServer application.
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Next, we add the pattern to our exploit and restart the application.
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Restart chatserver.exe in Immunity and run the modified exploit.py script again. Make a note of 
the address to which the ESP register points and use it in the following mona command:
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