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The results of our nmap scan show several interesting ports open.  Port 31337 appears to have an 
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The results of our nmap scan show several interesting ports open.  Port 31337 appears to have an 
application running on it.  Let's see if we can connect to it with nc.

We were able to make a connection on tcp/31337, but it doesn't tell us much.  Let's see if there is any 
low hanging fruit on tcp/445.

445 is patched against Eternal Blue so let's see if we can list the shares.

We were unable to connect to the ADMIN and C shares.  We were able to connect to IPC and the Users 
share.
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share.

The user share contains a share that may actually be mirrored on tcp/49165.  First, let's download the 
gatekeeper.exe file. 

Next, we will upload it to our Windows VM via opening an https server from our attack machine.
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Next, let's load it into Immunity Debugger and test if we can connect to it on tcp/31337 from our attack 
machine.

That worked!  Now, let's fire up our fuzzer script.  First, we will create a working directory for Mona.
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Add the pattern as the payload in our exploit
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Add the pattern as the payload in our exploit
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Restart gatekeeper.exe in Immunity and run the modified exploit.py script again. Make a note of the 
address to which the ESP register points and use it in the following mona command:
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Now that we have a shell we can grab the user flag.

We will need to elevate our privilege to capture the root flag.
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We need to download the python script that decrypts the Firefox credentials and also open up a web 
server to move nc.exe to our victim machine.  We will use nc to transfer the relevant files to our attack 
box.
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Now, we will start another netcat session running on Kali ready to receive the first file:

Next we will move the encrypted credentials to the firefox_decrypt directory.

Now, we just have to run the script.

After running the scripts and updating the python versions, I still encountered script error, so I wasn't 
able to demonstrate the script decrypting the firefox credentials.  I was able to find the credentials after 
reading several write-ups.  Disappointed!  Here is a screenshot of the decrypted creds.
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