
StealthAUDIT® MANAGEMENT 
PLATFORM
IT infrastructure, data, and applications auditing: 
on-premises and in the cloud

Stealthbits’ StealthAUDIT Management Platform helps organizations collect and analyze the data they need to 
answer their most difficult questions in the management and security of their critical IT infrastructure, data, and 
applications. Unlike point-products designed to address only a single need, StealthAUDIT is a true framework. 
With preconfigured solutions to address your most common requirements, as well as an extensive toolset for you 
to create solutions of your own, StealthAUDIT remains relevant even when your requirements change.
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Script-like flexibility, without the scripts

Lightweight and scalable

Problem solving...embedded

StealthAUDIT - Answers for all your questions

StealthAUDIT enables organizations to automate manual and 
repeatable tasks, create interoperability between systems and 
processes, interact with end-users, and create the efficiencies 
that afford organizations the time to be visionary, rather than 
reactionary.

Regardless of the scenario, StealthAUDIT employs best-of-
breed approaches for gathering data that make simple work 
of otherwise tall tasks. Broad or highly specific, StealthAUDIT’s 
underlying, agentless architecture scales to the world’s largest, 
most complex infrastructures, while still remaining lightweight 
and nonintrusive to other system, application, and network 
activities.

Solving any problem involves the same four steps:

• Step 1: Collect appropriate data

• Step 2: Analyze collected data to obtain meaningful 
information

• Step 3: Determine the best course of action based on 
the information obtained

• Step 4: Remediate and measure your results

The StealthAUDIT Management Platform enables you to easily 
retrieve the data you need, analyze it, implement automated 
or programmatic workflows and remedies, and report upon 
your status using the most appropriate method aligning to the 
various audiences you’ll interact with.

https://twitter.com/#!/stealthbits
https://www.facebook.com/stealthbits
https://www.linkedin.com/company/stealthbits-technologies
https://www.youtube.com/stealthbits
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Data collection

Workflow & remediation

Response

Data analysis

Reporting

StealthAUDIT contains over 40 built-in data 
collection modules covering both on-premises and 
cloud-based platforms from Operating Systems to 
Office 365. Each “Data Collector” provides an easy, 
wizard-driven interface for configuring StealthAUDIT 
to collect exactly the data you need, enabling fast, 
light-weight data collection from dozens of data 
sources.

StealthAUDIT’s Action Module framework serves as 
both a means by which to communicate with and 
receive feedback from end users, as well as auto-
matically or programmatically remediate conditions 
across your organization. Fix excessive access, 
clean-up stale data, feed ticketing systems, and tie 
processes together seamlessly with StealthAUDIT’s 
open, flexible action facilities.

Stealthbits’ Data Privacy Engine can be added on to StealthAUDIT to effectively connect identities with the 
location of their personal information, enabling privacy and legal professionals to easily facilitate critical data 
privacy workflows like Data Subject Access Requests (DSAR), and security professionals to measure and mitigate 
risk, intelligently implement Privacy by Design principles, and contextually detect and respond to data breaches.

StealthAUDIT Analysis Modules allow you to analyze 
your data in every way possible, including correla-
tion with other data sources, easy-to-use view report 
creation, historical trending, injection of business 
rules and logic, notification, and more. Users can 
also extend analysis with powerful SQL and Power-
Shell modules, as well as alternative script inputs and 
outputs.

StealthAUDIT provides multiple ways to interact with 
your collected and analyzed data, including report 
generation and distribution. Beautiful HTML5 ren-
derings of any scenario make understanding your 
environment simple for users at any level of your 
business, on virtually any device.

https://twitter.com/#!/stealthbits
https://www.facebook.com/stealthbits
https://www.linkedin.com/company/stealthbits-technologies
https://www.youtube.com/stealthbits
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Platform support
The StealthAUDIT Management Platform ships with preconfigured “Solution Sets” designed to address key 
concepts in the security and administration of critical systems, data repositories, and applications within your IT 
infrastructure. In-depth focus is provided around Active Directory, unstructured and structured data repositories 
like network file shares, SharePoint, and databases, Windows, Unix, and Linux Operating Systems, and more.

Directory services support

Active Directory Azure Active Directory LDAP

File system support

Windows NetApp EMC Isilon

EMC Celerra EMC VNX/VNXe EMC VMAX3

Hitachi NAS Unix Linux

Nasuni

Applications & database support

SharePoint Exchange Microsoft IIS

Microsoft SQL Server Oracle ODBC-Compliant Databases

Azure SQL

Cloud support

SharePoint Online OneDrive for Business Exchange Online

Dropbox Box AWS S3

Operating system support

Windows UNIX Linux

https://twitter.com/#!/stealthbits
https://www.facebook.com/stealthbits
https://www.linkedin.com/company/stealthbits-technologies
https://www.youtube.com/stealthbits
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IDENTIFY THREATS. SECURE DATA. REDUCE RISK.
Stealthbits Technologies, Inc. is a customer-driven cybersecurity software company focused on 
protecting an organization’s sensitive data and the credentials attackers use to steal that data. By 
removing inappropriate data access, enforcing security policy, and detecting advanced threats, our 
highly innovative and infinitely flexible platform delivers real protection that reduces security risk, 
fulfills compliance requirements, and decreases operational expense. 
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NEXT STEPS

Schedule a demo Download a free trial Contact us
stealthbits.com/demo stealthbits.com/free-trial info@stealthbits.com

Key features & benefits

Conclusion

• Preconfigured Solution Sets – StealthAUDIT contains out-of-the-box, ready to run Solution Sets align-
ing to Data Access Governance for Unstructured and Structured Data, Active Directory Management and 
Security, OS-level Auditing and Governance, and more.

• Advanced Data Collection - StealthAUDIT’s AnyDATATM Collector allows data from virtually any struc-
tured or unstructured data repository to be ingested and scanned for specified content, providing com-
plete visibility.

• Process Automation – StealthAUDIT seamlessly ties together disparate processes, creating fully auto-
mated solutions that save time, avoid unnecessary costs, and alleviate burden on IT.

• Governance – Not all the data you need can be obtained from a system or application. StealthAUDIT pro-
vides both simple and sophisticated methods of retrieving and incorporating end-user feedback into the 
data analysis and decision-making process, including Entitlement Reviews, Self-Service Access Requests, 
and more.

• Technology Integration – StealthAUDIT can push and pull data to and from dozens of technologies (in-
cluding home-grown systems) to enhance the value of existing and future technology investments.

• Consolidated Reporting – StealthAUDIT can report on any available dataset, enabling organizations to 
view all of their reports in a single pane of glass.

The StealthAUDIT Management Platform enables organizations to reduce risk, fulfill and enforce compliance 
requirements, and reduce operational costs associated with the management and security of their critical sys-
tems, data, and applications. StealthAUDIT’s combination of preconfigured solutions and the flexibility for users 
to create and configure their own, results in the perfect mix of usability and capability for today’s enterprises. IT 
professionals that can effectively safeguard their organizations while remaining flexible and efficient will achieve 
the competitive edge, and StealthAUDIT will help them do just that.

https://twitter.com/#!/stealthbits
https://www.facebook.com/stealthbits
https://www.linkedin.com/company/stealthbits-technologies
https://plus.google.com/+Stealthbits
https://www.youtube.com/stealthbits
http://stealthbits.com/demo
http://stealthbits.com/free-trial
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