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WELCOME

The municipal financial management system is a mission-critical application, so choosing the appropriate
equipment is important. These requirements are subject to change. Please contact ADMINS, Inc. to confirm
specific configuration needs.

The purpose of this System Administration Kit is to provide minimum requirement specifications for hardware,
software, third party applications, and configuration tips. This document is a guideline for purchasing,
configuring, and maintaining the AUC application suite.

Unless specifically noted, this document assumes that all installation, configuration, and ongoing maintenance
tasks are the responsibility of the City/Town/Organization.

The AUC application suite utilizes the ADMINS Toolkit v9.2 for its database engine and forms processor. The
ADMINS Rapid Application Development Toolkit is an integrated suite of resource-efficient executable images,

each designed to handle a specific class of business processes.

To review specific requirements regarding the environment please contact ADMINS, Inc.

1 Customer Responsibilities

ADMINS partners with our clients to ensure that the AUC software operates optimally. The following are to be
completed by the customer.

1.1 Disaster Recovery is the Responsibility of the Customer

ADMINS, Inc. does not provide complete Disaster Recovery services as part of the AUC purchase and ongoing
maintenance. As such, disaster recovery is not included in the System Administration Kit.

It is up to the discretion and responsibility of the customer to configure, implement and maintain a Disaster
Recovery operation.

1.2 Backup Procedures

The Customer is responsible for implementing and managing all formal backup procedures, including on-site and
off-site storage of backup media.

1.2.1  Scheduled Backups

Each site should perform nightly backups and include off-site storage maintenance. ADMINS, Inc., and the AUC
application neither perform nor provide any regularly scheduled backup services.

1.3 Dedicated Application Server

ADMINS strongly recommends that the application server be dedicated exclusively to this implementation.

—
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1.3.1 Physical (Premise) and Virtual Servers

AUC will run on physical or virtual servers; AUC is disk-resident, so we emphasize that the disk access speed be
optimized. When configuring a virtual server, ADMINS AUC works best with the two processor/two cores each.

1.4 Internet Connection

The application server MUST have a high-speed reliable internet connection available to be used by the
ADMINS, Inc. support staff to provide remote support, training, and installation services.

ADMINS requires a minimum of a dedicated T1 available 24 x 7. If the customer’s policy is to provide access
only during limited hours, the customer shall provide access on request for quarterly software updates to be
performed on the weekend. Other situations may require access outside of normal business hours.

To be configured by Customer; must be tested with ADMINS, Inc., prior to installation of software.

1.5 Virtual Private Networks (VPNs), Multi-Factor Authentication, and AUC

ADMINS routinely uses and encourages MFA (multi-factor authentication) provisioned by the customer.
Coordinate with the ADMINS installer to set up the MFA in use at your location. The AUC server may be
accessed via several VPNs; AUC is currently accessed with VPNs in the list below:

- Citrix - GlobalProtect

- Classlink - Juniper Networks

- ConnectWise - OpenVPN

- Dell” Sonicwall - SonicWall NetExtender & Virtual Office
- FortiClient

The list is a sample of the VPNs by which AUC currently is accessed; there may be others and ADMINS makes
no recommendation that a particular VPN be deployed.

ADMINS staff currently use several different MFA products, as requested by our clients. These include but are
not limited to: Okta Verify, Google Authenticator, Microsoft Authentication via text, and DUO via push.

1.6 Server and Operating System

Below are recommendations based on the size (number of users/devices/modules) for installations.

—
aaaaaa
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1.6.1 Towns and Small Organizations Server Hardware (maximum of 25 users)

Minimum Configuration When buying new ADMINS recommends...

- Intel Xeon processor (2 GHz or higher) - Intel Xeon (3 GHz or higher)

- 64 GB of RAM - 126-256 GB of RAM1

- Minimum of 1TB for the AUC application - 1TB hard drive for the AUC application (plus
(plus storage required for rapid retrieval of storage required for rapid retrieval of PDF®
PDF® images of checks, POs, reports) images of checks, POs, reports)

- Uninterrupted Power Supply - Uninterrupted Power Supply

1.6.2 Towns and Small Organizations Server Software (maximum of 25 users)

Minimum Configuration When buying new ADMINS recommends...
- Anti-virus Software - Anti-virus Software
- Windows 2016 Server? Standard Edition R2 - Windows Server Essentials 2019 for sites with
(64-bit) up to 25 users and 50 devices, or
- Remote Desktop Services® - Windows Server 2022 Standard Edition
- Remote Desktop Services®

1.6.3 Large Towns & Cities Server Hardware (more than 25 users)

Minimum Configuration When buying new ADMINS recommends...

- Intel Xeon processor (3 GHz or higher) - Intel Xeon (3 GHz or higher)

- 64 GB of RAM - 126-256 GB of RAM*

- Minimum of 1TB for the AUC application - 1TB hard drive (depending on the size of the
(storage required for rapid retrieval of PDF® municipality, another 1TB or more could be
images of checks, POs, reports) needed.)

- Uninterrupted Power Supply - Uninterrupted Power Supply

1 When installing Windows 2019, 256GB of RAM is recommended.

2 Server with Desktop Experience: This is the complete installation and includes a full GUI.

3 Remote Desktop Services CALs and Windows CALs must be purchased separately when Remote Desktop is used to connect to the server.
4When installing Windows 2019, 256GB of RAM is recommended.

—
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1.6.4 Large Towns & Cities Server Software (more than 25 users)

Minimum Configuration When buying new ADMINS recommends...
- Windows 2016 Server® Standard Edition R2 - Windows Server 2022 Standard
(64-bit) - Windows Server 2019 Standard for sites with
- Anti-virus Software more than 25 users and 50 devices
- Remote Desktop Services? - Anti-virus Software
- Remote Desktop Services®

1.6.5 Disk Utilization

We strongly recommend that the AUC Application not be installed on the Operating System disk and that the
operating system disk be appropriately sized to hold the Operating System and software listed here. Build in
room to hold several years of OS patches.

Note: If the AUC application must be installed on the operating system disk then the minimum disk space
requirement is 1TB, depending on the size of the customer site.

The AUC application requires sufficient power and storage capacity to maintain, in perpetuity, a Live and
Training environment.

1.6.6  User Access to Training Resources

AUC offers product demonstrations available on the Videos | ADMINS, Inc. website. Users should have internet
access to avail themselves of these resources.

1.6.7  Attachments — Storage Requirements

There are many opportunities in the AUC system to attach and retrieve documents as PDF® versions of forms.
Disk space required will vary with volume; per page averages are listed below to help plan for storage needs:

- Purchase orders ~66kb - TaxBills —300kb

- Vendor Checks - ~75kb - Tax Bill Reprints — ~ 250kb

- 1099s -~ 127kb - Abatement/Exemption Certificates — ~50kb
- Direct Deposit advice - ~¥39kb - Municipal Lien Certificates — ~77k

- Payroll Checks - ~85kb

The folder is called AUC_DOC_MGMT and is installed by ADMINS during the implementation phase. Access to
this folder is available to users via a button on an AUC screen.

5> Server with Desktop Experience: This is the complete installation and includes a full GUI.

—
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1.6.8  Printers - Supported Devices

The AUC application suite supports a wide variety of printer models:
- Laser - Inkjet

- Deskjet - Multi-function printer devices

The default is to print to PDF® to allow attached and re-directed printers to be used. Add the printers to the
server or at least the corresponding printer drivers, to make printing faster for users printing reports to attached
and redirected printers. The customer installs the printer and drivers.

Existing Printer Minimum Configuration When buying new...
- 64Mb of RAM - Laser Jet (high speed, high duty cycle printer)
- Networked - Minimum of 128Mb of RAM
- MICR Toner® - PCL5 compliant
- Duplex printing capability’ (optional) - Network ready
- MICR Toner®
- Duplex printing capability’ (optional)

° ADMINS recommends that printers be installed and made available on the AUC application
server instead of printers accessed via a print server. This allows for faster printing directly from
the application.

1.6.8.1 For Specialized Printing [Checks/Bill Forms]

Any printer used for printing specialized forms such as AP Vendor Checks and HR Payroll Checks must be capable
of printing TrueType MICR Fonts and equipped with a MICR toner cartridge. These forms will be tested with the
site’s banking institution during the implementation phase of the project (to test readability of the MICR
encoding.)

Any printer that is to be used for printing specialized forms such as Tax Bills with a scanline must be capable of
printing TrueType OCR A Fonts. These specialized forms will be tested with the site’s banking institution during
the implementation phase of the project (to test readability of the scanline.)

Once a form is printed and accepted by the bank using a designated printer, that printer may not be swapped
out for a different model without incurring additional charges. Each time a form or printer changes, the checks
(for MICR scan acceptance) and bills {for optical scanning capabilities) must be re-tested and re-approved by the
bank. Please contact ADMINS, Inc. for more information and quotes to change printers later.

6 Required if producing Payables and/or Payroll checks using blank (non-pre numbered) stock. MICR toner cartridges must be available for the
printer(s) used for printing checks.

7 Duplex printing capability is recommended for printing 1095C, 1099* forms, W2 forms, Tax Bills with backers, POs with Terms and Conditions,
and reports

—
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1.6.9  Printers — Non-Supported Devices

The following devices/services are not supported with the AUC application suite.

1.6.9.1 MS XPS Document Writers/Microsoft Print To PDF Not Supported

Microsoft Windows operating systems come with pre-installed Document Writer software to create PDF files.
These explicitly are not supported and should not be installed on the server, nor should these be allowed to be
brought in via RDP.

If the MS XPS Document Writer has been installed, uninstall, or disable it to prevent users from selecting it.

1.7 Application Server Configuration
The following are the responsibility of the Customer. These tasks are required to be completed before any

application software may be installed before any data conversion may begin and before any training services
may be rendered.

1.7.1  Server Role Must Be An “Application Server”
The server upon which the AUC application is installed must be an application server — not a domain controller,
because domain controller servers cannot run remote desktop services in application mode. An Application

Server provides a complete solution for hosting and managing high-performance distributed applications.

Please refer to Section 1.5 above for specific information regarding Server Hardware Requirements.

1.7.2  Screen Saver
Disable the (application server) screen saver on the console.

Disable the (application server) screen saver for end users using either Group Policy or adjusting the settings of
each user on the application server.

1.7.3  ADMBLAT Email Configuration Requirements

The AUC application uses a utility called ADMBLAT to send email messages from the application server, which is
installed as an ADMINS component. Among some of the uses are:

- PO Approval notifications - Tax Bill Reprints and Reports to Taxpayers
- Report Job Streams - HR Direct Deposit Advices
- POsto Vendors, Etc. - ACH Advice to Vendors

—
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ADMBLAT routes email traffic through a secure GMAIL account using SSL for direct service. ADMBLAT is SSL
compliant and will be installed as the default email utility for the AUC server as of the March 2024 Software

update. While ADMBLAT is installed as a component of ADMINS, customers are required to do the following:
1.7.3.1  Whitelist the Server IP Address and auc.do.not.reply@gmail.com

Add the IP Address of the AUC server to the customer’s SMTP server whitelist, to allow for relaying. Please
whitelist the account: auc.do.not.reply@gmail.com.

1.7.4 Local Drive Access

To configure local drive access in a Remote Desktop Services environment, follow the illustration shown below.

%, Remote Desktop Connection - X

Remote Desktop

““»¢) Connection

General

Local Resources } "=
Logon st
A Enter the name of the remote computer.

Computer: | EPRITAIRA -

Username: adminsinc'theres
ot e Edit the Properties of the Remote Desktop
‘ou can edt or delete these cref Remote Desktop
() Aways ask for credentials Ea(S) Connection Shortcut
T om0 Resources P Click on the Local Resources tab
| saved connection. Remoto audo
T Click on the More button to allow local
Q .
Hefend drives.
Apply Windows key combinations:
&) Hido Options =" Only nhen using the ful screen v
Example: ALT-TAB
Local devices and resources
/  Choose the devices and resources that you want to use in
04|  your remote session
8 Prirters 8 Cipboard
%, Remote Desktop Connection x
Remote Deskiop If the Printers box is checked, make sure
A Hide Options Connect "¢ Connection . . .
- Select as many that the MS Image Writer is disabled
Local devices and resaurces drives as
SETpE e e raliE needed
@osc) -
D s
\:\Trar\sier\ \plto22 adminsine local\auc_development \adn
\:\r"ﬂach (\\ceres 19 .adminsinc Jocal\admhome \IntemalSyste:
Oretserve (admdc19.adminsinc local) {Y:)
(Dadmhome (\'pluto22 adminsinc Jocal\auc_developmert) (2
[Drives that | plug in later
Cancel
1.7.5 Registry Keys
HKEY_LOCAL_MACHINE\ The AUC application suite includes the option to create system
Software\ 4 generated PDF ® files and attach them to their “parent” record. A
Wow6432Node . . . L
_ \ _ registry entry is required on the application server to ensure that the
SAP BusinessObjects\ . } ® fi )
Suite XI 4.0\ appearance and print behavior of the PDF® files works as intended.
Crystal Reports\
Export\ For example, purchase order copies are created and attached to the PO
PDF and Vendor files.
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HKEY LOCAL MACHINE\
Software),
Wow6432Node)|
SAP BusinessObjects\

0800

To preserve the integrity of the fonts used in the printed
documents as well as the system generated PDF® copies,

create registry keys on the AUC application server under
both locations:

Crystal Reports for .NET Framework 4.0\

Crystal Reports\
Export\
PDF

Registry Key

ForcelLargerFonts 1
TruncationAdjustment 6
UsePrecisePositioningForText 1

If the SAP Business Objects key does not exist in the registry, create it and the subkeys. Make the entries in both

locations.

ﬁ Reqistry Editor
File Edit View Favorites Help

SNIA
SyncintegrationClients
Syncovery
Sysinternals
Thingamahoochie
TightVNC

; webroot

v WOW6432Node

L3 Microsoft

> WRData

- SAP BusinessObjects

b Suite X1 4.0

!~ Crystal Reports

v - | Export

PDF

wv - | Crystal Reports
v - | Export
‘..  PDF

\; Crystal Reports for .NET Framework 4.0

v

Name Type

2b| (Default) REG_SZ
ﬁﬂi]ForceLargerFonTs REG_DWORD
.f-’gEiJTruncationAdjustment REG_DWORD

;.?5'9']USEPTEEiSEPUSiﬁDHingFDI’TE)(t REG_DWORD

<

Computer\HKEY_LOCAL MACHINE\SOFTWARE\WOW®6432Node\SAP BusinessObjects\Crystal Reports for NET Framework

These three REG_DWORD entries should be in effect for all users based on the values set in the

HKEY_LOCAL_MACHINE entries.

If users report a reduced font size when creating the PDF® file, please add these registry entries to each of their

user accounts on the server.

HKEY_CURRENT _USER\
Software\
SAP BusinessObjects\
Suite XI 4.0\
Crystal Reports\
Export\
PDF

HKEY_CURRENT_USER\
Software\
SAP BusinessObjects\
Crystal Reports for .NET Framework 4.0\
Crystal Reports\
Export\
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Registry Key Value ‘
ForcelLargerFonts 1 This link provides a complete list of Registry Keys used by
TruncationAdjustment 6 Crystal Reports. 2165260 - List of Registry Keys used in
UsePrecisePositioningForText 1 Crystal Reports (sap.com)

1.7.6  Remote Desktop Services Connections

Remote Desktop Services connections should be limited to:

- One connection per username. Do not allow users to connect to the application more than once. If the user
has two Active Directory usernames, the user can connect with each of them simultaneously.

- One-hour idle disconnection. This ensures that idle resources are properly terminated from the server after
a maximum period of one hour. The images below show the optimal settings (sites may choose to extend
that time to two hours).

- Thirty-minute termination of disconnected sessions.
- Non-Administrator accounts should be restricted from accessing the server desktop.

Sites can use Group Policy to limit the session timeouts and the number of connections per user or use Active
Directory Users and Computers to set session timeouts. Group Policy allows setting these restrictions for all
users or groups of users and is more efficient. There are command line options for these settings; use those if
desired.

1.7.6.1 Use Group Policy
- Loginto the server where the Remote Desktop Services are installed.

- Open the start screen (press the Windows key) and type gpedit.msc and open it.
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1.7.6.1.1 Limit Users to a single Remote Desktop Session

Group Policy Pat Settings

TeniEteTesKTop-ComTeTToTTCT State

Go to Computer Configuration b < B Remote Desktop Session Host || B Assrstc rcomncion

connect g Remote Desktop Services Not configured

Application Compatibility

int 1 4 eny logoff of an administrater logged i to the console session Not configured
Administrative Templates » 3 Connections

q T mit number of connections Not configured
WI ndoWS Com ponents } = Printer Redirection uspend user sign-in to complete app registration Not configured
= profiles et rules For remote control of Remote Deskiop Services user sessions Not configured

=] RD Connection Broker clect network detection on the server Not configured

Remote Desktop Services » P

[ security

Restrict Remote Desktop Services users to a single Remote Desktop Services session

. 71 Session Time Limits TS OT UTTErEa pTograT ISt CoRTIguTED
Remote Desktop Sess'on [ Temporary folders um off Fair Share CPU Scheduling Nt configured
] RSS Feeds
7 search | Restrict Remote Desktop Services users to a single Remote Desktop Services session o |
H Ost } [ Security Center
7 Shutdown Options [ Resirict Remote Desktop Services users to a single Remote Desktop Services session

[ Smart Card

Connections. 1 SotareBrotecon iforn Previous Ssing || NexiSeting

1 Sound Recorder
[ Speech (O Mot Configured ~ Comment:

[ Store @) Enabled

[ Syncyour settings

Select the “Restrict Remote Desktop e OO oo e

[ Text Input

Services users to a single Remote 1 Mindows Corir -
Desktop Services session” setting.

=

Help:
(] Windows Customer Experience Improvemen

> (& Windows Defender Antivirus This policy setting allows you to restrict users to a single Remote

5 [] Windows Defender Ecploit Guard Desktop Senices session

> (] Windows Defender SmartScreen

> (1 Windows Error Reporting If you enable this policy setting, users who log on remately by
= Windows Hello for Business using Remate Desktop Services will be restricted to a single

session (cither active or disconnected) on that server. If the user

Set the radio button to ® Enabled, click £ i s e e ey

reconnects to that session at the next logon
1 Windows Logon Options
A I d OK [ Windows Media Digital Rights Management If you disable thiz policy setting, users are allowed to make
on [Apply] an . £ tindews oDt
- Desktop Services
1 Windows Messenger
(] Windows Mobility Center If you do net cenfigure this policy setting, this pelicy setting is
) Windows PowerShell not specified at the Group Policy level.
1 Windows Reliablity Analysis
5[] Windows Rermote Management (WinRM)
] Windows Remote Shell
5 (1 Windows Security
5 L1 Windows Update
] Work Folders

Cancel Apply

1.7.6.1.2 Set Time Limit for Active but Idle RDS Sessions

Group Policy Pat Settings
Go to e B v 1 -
e aE 2 EET

Computer Configuration » >

File Explorer ~
File History

Setting State

ot configured

E::d"‘if‘::'“ @ Set time limit for active but idle Remote Desktop Services sessions I*lot(onﬁgured

HomeGroup
Iternet Explorer
Internet Information Services

Administrative Templates »

IO erem o™ Hot configured

nd session when time limits are reached Not configured

et time limit for logoff of Remotelpp sessions. Not configured

Windows Components P

Location and Sensors

Maintenance Scheduler

Maps
MDM M Set time limit for active but idle Remote Desktop Services sessions. o X
Messaging
Microsoft account [EE] Set time limit for active but idle Remote Desktop Services sessions
Microsoft Secondary Authenti

Microsoft User Experience Virt
NetMeeting

OneDrive [@ Frbied

Remote Desktop Services »
Remote Desktop Session Host P

Previous Setting | | Next Setting

Comment;

Session Time Limits.
Online Assistance
O0BE O Disabled

Portable Operating System Supported on;
Presentation Settings
Push To Install

At least Windows Server 2003 operating systems or Windows XP Professional

CECLRECEECCEODCEERREOERRR

Click on “Set time limit for Active but
Idle Remote Desktop sessions” and click oot DeonSevices | oo
. . . | RD Licensing
on the Enabled radio button; set the limit | =5 b o] o | s |-
to 1 hour. 4 PRTCTIOTT SOt user input) before it is automatically disconnected.

Connections

<

If you enable this policy setting, you must select the desired time

Device and Resource R
limit in the Idle session limit list. Remote Desktop Services will

Licensing automatically disconnect active but idle sessions after the
Printer Redirection specified amount of time. The user receives a warning two
Profiles minutes before the session disconnects, which allows the user to

DRDREE

RD Connection Broker press a key or move the mouse to keep the session active. If you

If users are idle for an hour, the session is > 5 RemteSermin e

- . L If you disable or do not configure this policy setting, the time
A Session Time Limits limit is not specified at the Group Policy level. By default,
disconnected.
RSS Feeds idle for an unlimited amount of time.

~ Search

. If you want Remote Deskiop Services to end instead of
Security Center

- disconnect a session when the time limit s reached, you can
Shutdown Options configure the policy setting Computer Configuration
G

i
=
The disconnected session is terminated ; Warinsrate Temasteinaon: iRemae |,
@
=

] Seund Recorder Cancel Apply

| Software Protection Platform
after an additional thirty minutes.

] Speech
 Store
 Sync your settings
» [ TabletPC
[ Task Scheduler v«
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1.7.6.1.3 Set Session Time Limits for Disconnected Sessions

Group Policy Path

Settings

Go to:

Computer Configuration »
Administrative Templates »
Windows Components P

Remote Desktop Services P

Remote Desktop Session Host »

Session Time Limits.

Click on “Set Time Limits for
Disconnected Sessions”; set the
Enabled radio button and set the
“End a disconnected session” value
to 30 minutes.

Encourage users to sign out properly

| File Action View Help

e 2@ = BElT

[ File Explorer

[ File History.

[ Find My Device

[ Handwiiting

[ HomeGroup

[ Intemet Explorer

[ Intemnet Information Services
[ Location and Sensors
[ Maintenance Scheduler
[ Maps

1 MDm

[ Messaging

[ Microsoft account

[] Set time limit for disconnected sessions

Setting State Comment
£ End session when time limits are reached Not configured No
et time limit for active but idle Remote Desktop Services sessions Not configured No
et time limit for active Remote Desktop Services sessions Not configured No
et time limit for disconnected sessions Not configured Ves
[i2) Settime limit for logoff of RemoteApp sessions Not configured No
& Settime limit for disconnected sessions o x

Previous Setting | | Next Setting

Not Configured  Comment:

1 Microsoft Secondary Authentication Factor
1 Microsoft User Experience Virtualization
] NetMeeting

[ OneDrive

[ Online Assistance

(] 00BE

(] Portable Operating System
[ Presentation Settings

[ Push ToInstall

@ Enabled
T T O Disabied

Supported on:

Atleast Windows Server 2003 operating systems or Windows XP Professional

Options:

Help:

v [ Remote Deskiop Services
[ RD Licensing

Enda

disconnected session | 30 minutes

Sl

| Remote Desktop Session Host |

T RPPICAOTT OOy
[ Connections
[ Device and Resource Redirection

setting allows you to configure a time mit for
ed Remote Decktop Services sessions.

You can use this policy setting to specify the maximum amount
of time that a disconnected session remains active on the server,

By default,

Remote Desktop Services allows users to disconnect

from a Remote Desktop Services session without logging off and

ending the

session,

[ Licensing
[ printer Redirection
[ Profiles

[ RD Connection Broker

porary Torders
[ RSS Feeds

[ Search

[ Security Center

[ Shutdown Options

[ Remote Session Environment

| Session Time Limits

When a session is in a disconnected state, running programs are
kept active cven though the user is no longer actively connected
By default, these disconnected sessions are maintained for an
unlimited time on the server,

If you enable this policy setting, disconnected sessions are
deleted from the server after the specified amount of time. To
enforce the default behavior that disconnected sessions are
maintained for an unlimited time, select Never, If you have a
console session, disconnected session time limits do not apply.

when not using the application for ‘ SR —— e
1 Sound Recorder
i -
more than an hour. ‘ S
1 Sync your settings
(1 TabletPC .
< e > | Bended j, Standard /
. . . o o .
1.7.6.2 Use Active Directory to Limit Session Timeouts
When required, individual B Active Directory Users
. File Action View Hel
users can be updated via fe Aemon Tew TEP P -
. . e nE 40 XEBE BHm BT % Properties rox
Active Directory. Update -
) . Bl Active Directory Users and Com) | Name Type Remate control Remote Desktop Services Profile coMs
the users’ [Sessions] tab as [ Seved Queries e R e e
v #3 adminsinc.local User Member Of Dialin Environment Sessions 4
ShOWI’\Z 2] Admin Users \-.._________.
~ [E] ADMINS ﬁ‘a’ ke ’:;; tab to set Remote Deskiop Services timeout and reconnection
ser
2| Computers
- User
2| Groups
(2] Servers User End a disconnected session: 30 minutes -
~w 3 Users User
(3| Active User Active session limit: Never bl
2] Contractors User -
(2] Inactive User Idle session limit: 1 hour -
[B] service Accounts User When a session imit is reached or connection is broken
2] TBR User @
= Disconnect from session
(=] BHD User )
| Builtin User " End session
2] Computers User
(2] Developrnent Servers User Alow reconnection:
2] Domain Controllers User (*" From any chert
| ForeignSecurityPrincipal User " From originating client only
| Managed Service Accour User
[ Users
Cancel | | bosly )
< >
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1.7.7  User Accounts - For Admins Support Staff

For ADMINS, Inc. to provide installation, training, and support services the following must be configured on the
server before installation begins.

ADMINS asks that these accounts be established as local administrator (not domain) users and that the
passwords be configured to not expire. These accounts should not be subject to the Restricted Desktop.

Requirement Purpose

Create the following user For use by ADMINS, Inc., to provide installation, training, and support

accounts on the application  services.

server:

MUPDEV1 Remote access to these accounts must be available such that all support

MUPDEV2 staff may log on to the AUC server simultaneously to ensure that

MUPDEV3 Customers receive highly responsive support. If a Customer does not

MUPDEV4 comply with this requirement, support will be delayed. Configure all the

MUPDEV5 listed MUPDEV* and AUC* accounts to have Local Administrator privileges
to the application server.

AUCBATCH Two accounts used for scheduled tasks require Local Administrator

AUCDAILY privileges to the application server. Remote access is not required if the
MUPDEV* accounts are all Local Administrator accounts.

1.7.8  Scheduled Tasks Minimum Priority

During the installation of the AUC software, ADMINS, Inc. will initiate several scheduled tasks that will run
overnight to run specific tasks for daily, weekly, monthly, and year-end processing.

All AUC scheduled tasks need to run at a minimum priority of five (5). If the priority is lower (the higher the
number, the lower the priority), the scheduled tasks could impact workday processing and stop users from

accessing the AUC software as they will run longer than the recommended time.

1.7.9  User Accounts - For Customers’ Users

The user accounts must be configured on the application server. Users must be restricted to one login session on
the server per username. These must be fully configured and tested by the Customer prior to the start of

Training services rendered by ADMINS, Inc.

—
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All other user accounts Notes

accessing AUC

Usernames The only special characters allowed within usernames are hyphen and
underscore.

The usernames should be configured as the standard username used on the
domain. The AUC usernames must be the same as the Active Directory
username.

For installation purposes, ensure that all domain users who require access to
the application are added to a group that allows RDP and access to the server.
This ensures that the ADMINS Trainer will be able to assist all users in
connecting successfully during their first logon attempt. These accounts must be
setup and tested prior to the start of any scheduled training.

1.7.10 Attachments — Server/Folder Location(s)

AUC does not include a formal document management system but does allow for the unlimited attaching of
external documents in many modules. Users can specify file and folder locations to an external document within
the AUC application. Those documents must be stored on a networked device accessible by the AUC
application. All security and restrictions to those folders/files is the responsibility of the Customer, not
ADMINS, Inc.

Documents should not be moved, renamed, or deleted from these folders/files once specified in AUC. AUC
does not maintain a dynamic link to these documents and bears no responsibility if the link is “broken” later. If
changes are made, it is the users’ responsibility to re-establish a proper link to the external document.

Identify a common folder to be used for User-Supplied Attachments. This folder may be on the AUC application
server or some other shared file server.

Set up a mapped drive on the server to match what the users see so that the ADMINS support staff can
troubleshoot issues.

The folder(s) should be shared and accessible by all users from their local machine(s). The mapped drive letter

should be the same for all users to access the common area attachments. This folder should also be accessible
by the ADMINS Support staff accounts.

Disk space required will vary with volume. Moving or changing the name of these folders is not permitted as
static links to the files are embedded in the ADMINS record.

1.7.10.1 Purchasing Module

A folder to hold related documents e.g., a copy of a contract or quote and additional reference materials.

—
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1.7.10.2 Accounts Payable:

A folder for related documents such as an electronic copy of an invoice or dispute letter.

1.7.10.3 Vendors

A folder for related documents such as a vendor W9 or insurance certificate.

1.7.10.4 Payroll

A folder for W4 or other onboarding documents or any other related documents.

1.7.10.5 Accounts Receivable

A folder for any user-supplied documents regarding receivables. An example could be an application for an
abatement or a request for information from a customer or taxpayer.

1.711  Regular Maintenance

Sites should perform at a minimum monthly maintenance in a controlled manner to incorporate windows
system updates and third-party software updates. Automatic updates are not recommended.

1.7.12  Third-Party Software Purchased & Installed by the Customer

The AUC application suite requires the following third-party software; pricing is subject to change. The
Customer will purchase and license the following add-ins. The application suite will not be fully installed and
available for use until all these components are installed successfully.

The customer can purchase and install these products independently. If requesting ADMINS to purchase and

install these products, ADMINS will invoice the customer for the cost of these products and services required to
perform the installation.

1.7.12.1 Current Web Browser

A currently supported web browser must be installed on the server to view XML-Based output files.

1.7.12.2 FTP Client

An FTP client such as FileZilla is required for ADMINS, Inc., to provide installation, training, and support
services. The FTP client is available at no charge from the http://filezilla-project.org.

1.7.12.3 Microsoft Excel®

Many ADMINS reports are available as Excel ® —based reports; visit www.microsoft.com for licensing
requirements; the number of licenses varies depending on the number of users/devices.

—
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1.7.12.4 Microsoft .Net 8

Database connectivity for printing specialized forms available from www.microsoft.com, usually included in in
the operating system.

1.7.12.5 Microsoft Remote Desktop Services (RDS)

RDS is required for Client/Server connectivity; for specifications, visit www.microsoft.com; the number of
licenses varies by customer and depends on how many users/devices will access the AUC server.

1.7.12.6 Adobe Acrobat Reader DC (Document Cloud)

The PDF® reader is used for displaying reports and documents within the AUC application. The reader is
available at www.adobe.com at no cost.

ADMINS recommends suppressing the display of the Tools Pane for all users, by doing the following:
1) Go to the Install directory

2) Locate the AcroApp\ENU subfolder (e.g., “C:\Program Files (x86)\Adobe\Acrobat Reader
DC\Reader\AcroApp\ENU"
3) Create a new subfolder called “TurnOff”
4) Move the following 3 files from the “\ENU” folder into the “\TurnOff” folder:
a) AppCenter_R.aapp
b) Home.aapp
c) Viewer.aapp
5) Open a PDF to confirm the Tools Pane is no longer displayed

1.7.12.7 WinSCP (optional)

The ADMINS installer will notify the site if this needs to be installed. WinSCP provides a command line interface
to send / retrieve files via secure ftp (SFTP) to / from third-party sites such as banking institutions or utility billing
services.’ The software is available for download from https://winscp.net/eng/index.php at no cost.

1.7.12.8 WinZip Prov 23

WinZip is used to create archive files within the application and is available at www.winzip.com. The customer
must install the command line interface add-on, available free with the purchase of WinZip from the
WinZip web site

1.7.13  Client Workstation Configuration

The following are to be set up by the Customer on each user’s workstation.

8 |f .NET is not automatically installed during Windows installation, .NET must be installed manually for proper rendering of Crystal Reports forms (checks,
year-end forms, bills & reprints.
9 Consult your ADMINS installer to ask if this is required for your site

—
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1.7.13.1 Client Workstation Hardware

PCs should meet the following requirements:

Minimum Configuration When buying new ADMINS recommends...

Windows compatible PC'° running Windows 10 Pro  Windows compatible PC* running Windows 10 Pro
17” Monitor!? 19” Monitor or larger??

1.7.13.2 Connectivity Software — Remote Desktop Services

Install a shortcut on each user desktop to RDP to the AUC server. For Apple MACs, Windows offers a Remote
desktop Connections Client. Get started with the macQS client | Microsoft Docs.

1.7.13.3 GoToMeeting Client Software

ADMINS uses GoToMeeting to provide remote installation, training, and support services. While the software
will immediately open a web connection, users will have an easier time if the free plug-in is installed; available at
GoToMeeting Web Conferencing & Online Meeting Software.

1.7.13.4 GoToResolve

ADMINS uses GoToResolve to provide support services. The software will immediately open a web connection,
and users will be asked to share their screen.

1.7.13.5 Local Drive Access

To permit users to save files to:

- Any physical drive on their local machine

- Any mapped drive on their local machine

- Any physical drive on a networked machine
- Any mapped drive on a networked machine

1.7.13.6 Restricted Desktop Setup

Restrict all non-Administrator accounts from accessing the server desktop. See section 2.4 below and section 4
below.

2 ADMINS, Inc. Responsibilities

ADMINS partners with our clients to ensure that the AUC software operates optimally. The following are to be
completed by ADMINS.

10 Only Professional editions of the client operating systems may be used as the home editions are not network capable
1 The AUC application requires that the minimum resolution on the client monitor be set at 1024 x 768. A lower resolution is not supported.
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2.1 Installation of AUC Software

The AUC application suite will be installed by the ADMINS Installation Engineer via a remote connection to the
application server. This installation needs to be completed prior to any training and/or data conversion services
being rendered.

When ready, please contact AUC Support at ADMINS, Inc., to begin testing:

617.494.5100 ext 2116

2.1.1 File Associations

ADMINS will associate the “.LIS” file extension with TedRe (Text Editor Read Only) program and “.RPT” file
extension with the ADMCRV (ADMINS Crystal Reports Viewer) program.

2.2 Third Party Software Installed by ADMINS, Inc.

ADMINS, Inc. will perform the installation upon successful purchase of these products. The installation of these

products is part of the installation costs of the AUC application suite. No additional installation charges will
apply for the services listed in this section.

The application suite will not be fully installed and available for use until all these components are installed
successfully. Therefore, neither training nor data conversion can begin until these steps are completed.

Note: Please make advanced arrangements before the software installation if ADMINS, Inc. is to purchase or
acquire these components and subsequently invoice the site for the related charges.

2.2.1 ActivePerl 5.24.2

ActivePerl is a scripting language used within AUC. Please use exact version specified. Download it for free at
http://www.activestate.com/ActivePerl/downloads

2.2.2 Azalea Software Bar Code Fonts and Dynamic Link Libraries

Azalea fonts are used to print bar codes on bills as required by the site and are optional. The source for the fonts
is: Crystal Reports barcode software from Azalea Software (azaleabarcodes.com)

These fonts are to be installed by ADMINS to ensure font compatibility. The estimated cost is ~$295.00.

2.2.3 Crystal Reports Runtime Components

To view and print all Crystal Reports included in the application:

—
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- AP Vendor checks - HR Payroll checks

- Purchase Orders - 1099s

- TaxBills and Reprints - Abatement/Exemption Certificates
- Municipal Lien Certificates - and any other Crystal Reports

To be provided by and installed by ADMINS. This component is provided at no additional cost to the
customer.

2.2.4 PFE32

ADMINS uses PFE32 to view and edit text files when providing support. Download it for free at
https://download.cnet.com/Programmer-s-File-Editor-32-bit/3000-2352 4-10002157.html

2.2.5 TrueType MICR Fonts

These fonts must be installed on the AUC application server and are required to encode a machine readable
MICR line on AP Vendor and HR payroll checks. The estimated cost is $30 - $50. The source for the
downloadable fonts is: http://www.fonts.com.

To be downloaded installed by ADMINS to ensure compatibility of MICR font.

2.2.6 TrueType OCR A Fonts

These fonts must be installed on the AUC application server and are used to encode a machine-readable scan
line on bills and bill reprints. The estimated cost is $30 - $50. The source for the downloadable fonts is:
http://www.fonts.com.

To be downloaded installed by ADMINS to ensure proper size and character set for scan line

2.3 Archive for Support Services

The AUC application is configured to create an on-line Zip archive of the application and data for a period of 7 to
30 days (depending upon available storage space). This process is not intended to replace any formal backup
procedures needed by the Customer. The purpose of these on-line archives is for support services. This allows
ADMINS to review and respond to changes that may have occurred in the past 7 to 30 days.

2.4 Restricted Desktop Setup

Restrict all non-Administrator accounts from accessing the server desktop. To configure desktop restriction,

ADMINS will install a customized .BAT file in the ADMHOME folder for use in the remote desktop icon setup.
See also section 4 below.
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3 Blank Check Stock Specifications

These specifications pertain to Accounts Payable and/or HR Payroll Checks generated from the ADMINS Unified
Community (“AUC”) for Windows application suite.

Benefits

The software can accommodate either blank or pre-
numbered checks. We recommend using blank stock
over pre-numbered stock. The benefits include:

d

d

The cost of blank stock is significantly less than
pre-printed check forms.

Clients may switch banks at any time and do
not have to obtain new stock.

Blank stock may be purchased in smaller
quantities on an as-needed basis and minimize
the storage space required for cases of paper.
Check numbering is managed by the system
eliminating headaches due to printing
problems (misfeeds, upside down, etc) and
check numbering.

If the pre-printed stock provider makes an error
in printing, there is recovery time associated
with re-printing the order.

Instead of a physical signature chip that must
be secured and may not transfer to other
printer models, the signatures are image files
allowing easy updates as personnel change.
On average, the cost of MICR toner is $150-
$180. Over 25,000 checks may be printed with
a single toner cartridge if the cartridge is used
only for check printing.

Required

a
O
a

Blank check stock

A printer for which MICR toner is available.
MICR Toner. The average cost of MICR toner is
$150-$180. Over 25,000 checks may be printed
with a single toner cartridge (assuming the
cartridge is used only for check printing).

MICR True Type Fonts. The average cost is $25
to $50.

Specifications for Blank Check Stock
O 241b

O Two perforations —at 4” and at 7 5 ” from the
top of the stock, allowing for a 3 % ” check at
the bottom of the 8 % by 11” sheet. Or, one
perforation at 7 %4” from the top of the stock.
ADMINS can accommodate self-sealer forms as
well. Programming and testing for self-sealer
forms will require additional time.

O Watermark embedded

O Laser Compatible 8 % by 11” sheets with one
bottom check (perf at top of check; optional
second perforation at 4” from the top of page)

O Border Warnings

[0 ODT Void Pantograph embedded. Optical
Deterrent Technology makes it extremely
difficult for counterfeiters to reproduce checks
on color copiers or scanners. The word “VOID”
appears when copied or scanned.

O Micro-Print Border, (5a) Micro-Print Signature
line & MP icon—Type printed so small that it
appears as a solid line and can only be read
under maghnification. When copied or scanned,
the microprint message becomes unreadable.

Blank Stock Sources

Contact your bank or any other desired print vendor.
These links offer some options but are neither endorsed
nor recommended by ADMINS.

- Products | The Tax Form Gals
- Bottom Position Checks - Blank Check Stock |

StockChecks

- Blank Laser Bottom Checks; Green | Quill.com
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3.1 Supplements

The following documents are supplemental specifications to this System Administration Kit. During the
implementation phase, obtain the most current version of these requirements from ADMINS, Inc.

- Paper stock and envelope recommendations 1095C, 1099 and W2 Tax Forms

- Paper stock and envelope recommendations for Tax Bill, Miscellaneous Billing Invoices, and Detail Billing
Invoices

4 Restrict Desktop

To prevent users from exiting from the ADMINS application and accessing the server desktop, ADMINS
requires the use of a Restricted Desktop. To implement this requires that Remote Desktop Services role be
added to the server.

4.1 Install Remote Desktop Services

[ Server Manager - [m] X

Open Server Manager on the
ADMINS app server and select
» Add Roles and

« Dashboard @ | F Maage Toos  View help

Add Roles and Features [
Remove Roles and Features

WELCOME TO SERVER MANAGER

Dashboard
featuresfrom the dashboard to ——— dd Servers
B Local Server Create Seiver Group
launch the Roles and Features B Al Servers : »
= 0 Confiagure this lod Server Manager Properties
Wizard: WE File and Storage Services b =
o 1s QUICK START
T\ NPAS 2 Add roles and features
A ]
WHAT'S NEW 2 T T
e arver id se
Hide
LEARN MORE
ROLES AND SERVER GROUPS
== File and Storage =
[}
» Services g i 1S .
@ Manageability @ Manageability
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411  Select Installation Type

On the Select installation type
screen, select ® Role-based or
feature-based installation

and click on :

s Add Roles and Features Wizard - ] X
<o) PO T - DESTINATION SERVER
Select installation type juno.adminsincloca

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

' Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

_' Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

4111 Select Destination Server Screen

Then on the Select destination
server screen, click on
AR, check ® Select a server
from a server pool, and select the

ADMINS App server from the list:

Hit to display the Select

server roles screen:

& Add Roles and Features Wizard - m] x

A acti " carvar DESTINATION SERVER
Select destination servel Janosaminsinclocal
Select a server or a virtual hard disk on which to install roles and features.

® Select a server from the server pool
7 Select a virtual hard disk

Server Pool

Filter:

Name P Address Operating System

juno.adminsinc.local 192.168.168.26  Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.
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411.2 Select Server Roles

Select SERERMCIES, check

Then click to select the Role
Services:

0800

. Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server,

Roles

LI Active Directory Certificate Services

[ Active Directory Domain Services

[[] Active Directory Federation Services

[[] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
[C] Device Health Attestation

[C] DHCP Server

[] DNS Server

[] Fax Server

[®] File and Storage Services (2 of 12 installed)
[[] Host Guardian Service

[C] Hyper-v

' Network Policy and Access Services (Installed)
[C] Print and Document Services

[] Remote Access

v

[[] Volume Activation Services

[W] Web Server (IIS) (24 of 43 installed)

[] Windows Deployment Services

[C] Windows Server Update Services

< Previous Next> |
[New> ]

= [m] X

DESTINATION SERVER
Jjuno.adminsinclocal

Description

Remote Desktop Services enables
users to access virtual desktops,
session-based desktops, and
RemoteApp programs. Use the
Remote Desktop Services installation
to configure a Virtual machine-
based or a Session-based desktop
deployment.

Cancel

41.1.3 Select Role Services

On the Select role services screen,

click on [{I B and select

the following roles:
v" Remote Desktop Connection

Broker

Remote Desktop Gateway
Remote Desktop Licensing
Remote Desktop Session Host

AN NI NN

Remote Desktop Web Access

Click on to display the

Confirm installation selections
screen:

s Add Roles and Features Wizard

Select role services

Select the role services to install for Remote Desktop Services

Role services

[¥] Remote Desktop Connection Broker
[¥] Remote Desktop Gateway

[¥] Remote Desktop Licensing

[V] Remote Desktop Session Host
[BBRemote Desktop Virtualization HosH
[¥] Remote Desktop Web Access

= ] X

DESTINATION SERVER
juno.adminsinclocal

Description

Remote Desktop Virtualization Host
(RD Virtualization Host) enables
users to connect to virtual desktops
by using RemoteApp and Desktop
Connection.
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4114 Confirm Installation Selections

On the Confirm installation
selections screen, select the
window,

check M Restart the destination
server automatically if required, and
click on

41.2

Open Server Manager and go to
» Remote Desktop Services P
QuickSessionCollection

to publish the app for restricted
desktop.

0800

s Add Roles and Features Wizard - (] X

Confirm instal

Confirmation

ation selections

DESTINATION SERVER
Jjuno.adminsinc.local

To install the following roles, role services, or features on selected server, click Install,

[ Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Remote Desktop Services
Remote Desktop Connection Broker
Remote Desktop Gateway
Remote Desktop Licensing
Remote Desktop Session Host
Remote Desktop Web Access
Remote Server Administration Tools
Role Administration Tools
Remote Desktop Services Tools
Remote Desktop Licensing Tools

Export

Specify an alternate source path

uration settings

< Previous

B Server Manager

Local Server

Al Servers

File and Storage Services &
Hyper-V

s

NPAS

@ Remote Desktop Services >

Publish App from Server Manager

| ' manse ook view e

(Component Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup

Event Viewer

Hyper-V Manager

'WELCOME TO SERVER MANAGER

g o Configure this local server

WHAT'S NEW

115 Manager

iSCS! Initiator

Memory Diagnostics Tool
Micrasoft Azure services
Network Policy Server
‘ODBC Data Sources (32-bit)
‘ODBC Data Sources (64-bit)

ervices Performance Monitor

Print Management
LEARN MORE Remate Desktop Services
Resource Monitar
ROLES AND SERVER GROUPS Security Configuration Management

Roles:5 | Server groups:1 | Servers total: 1 services

System Configuration
File and Storage

Services

System Information
Task Scheduler

[ 1 B Hyper-v 1

@ Manageability

@® Manageability Winclows Firewall with Advanced Security

Windows PowerShell

Windows PowerShell (86)
Windows PowerShell ISE
Wincows PowerShell ISE (xB5)
Windows Server Backup

o
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The RestrictDesktop.bat app should | & restrctbestacp - totepac o
H File Edit Format View Help

be n the admhome fOIder' for admlcr -td adm_server_host Hcomputername®

example: admldl -tp *
d:\AUC_Deve|0pment\ start /max admtrans D:\AUC_Development\admhomelauc\SYMOD\Dat\Obj\sylogin.tro /logoff

admhome\RestrictDesktop.bat

If not, create a batch file,
RestrictedDesktop.bat, with the Windows (CRLF) Ln4, Col 85 100%
following content (sample below;

replace the drive letter with the

drive used on site for the AUC

software):

admlcr -td adm_server_host %computername%
admldl -tp *
start /max admtrans D:\AUC_Development\admhome\auc\SYMOD\Dat\Obj\sylogin.tro /logoff

41.2.1 Quick Session Collection screen

From the REMOTEAPP e S Mo =R
PROGRAMS, select IS «« QuickSessionCollection - (;
|and choose |Publish | - - o PROPERTIES = COIN’HFCYAIONS
RemoteApp Programs from il z@n‘,@‘“" ' ecton Type kjw o .
the drop-down list: e 7 st

i3]

io

™

REMOTEAPP PROGRAMS

Publa RemoteAgp Programs

Unpubleh Remotedpp Programs
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41.2.2 Select RemoteApp programs

From the Select RemoteApp
programs screen, click on

RemoteApp Programs.
Click on enter a UNC

path to publish the app, for
example:

\\JUNO.ADMINSINC.LOCAL\dS
\AUC_Development\admhom
e\RestrictDesktop.bat

41.2.3 Confirmation

On the Confirmation screen,
confirm that the list of
RemoteApp programs to be
published is correct, and then

click :

fia Publich RemoteApp Programs - a

Select RemoteApp programs

RemoteApp Programs

Select the RemoteApp programs to publish to the QuickSessionCollection collection. To add a
RemoteApp program to the list, dick Add.

Confirmation
The RemoteApp programs are populated from PLUTO.ADMINSINC.LOCAL
[C] RemoteApp Program Location
v
3
Add.. |
Verify that the program is installed on all the RD Session Host servers in the collection.
Fa Publish RemoteApp Programs - a x

Confirmation

RemoteApp Programs Confirm that the list of RemoteApp programs to be published is comect, and then dick Publish,

Location
dAAUC_Developmentiadmhome\RestrictDeskto...

RemoteApp Program
o {RestrictDesktop

< Previous Next
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The ADMINS
RestrictDesktop.bat App will
show in the
QuickSessionCollection screen
under REMOTEAPP
PROGRAMS as

RestrictDesktopH

4.1.3

0800

fis Server Manager

@ =

SEFARm

&) =
v

Overview
Servers

Collections

.

Tools

@1 F

Manage

« QuickSessionCollection

Session
RemoteApp Programs

ADMINSINC\Domain Users Srver FCS?.

REMOTEAPP PROGRAMS

/19/2021 12:06:20 PM | Published R

eA.. [TASKS ¥

Last refreshed on 3

Filter p

v

RemoteApp Program Name  Alias Visible in RD Web Access

RestrictDesktop RestrictDesktop Yes

%2, Remote Desktop Connection

Computer:

Remote Desktop
Connection

‘|uno.admsinc.\ocal|

Username:  adminsinc\bhdadmin

You will be asked for credentials when you connect.

*) Show Options Help

% Remote Desktop Connection

Remote Desktop
¢ Connection
General Display Local Resources Experience Advanced
Logon settings

Enterthe name of the remote computer.
A

Computer: ‘unoadmnslncjacal\

User name: |adm‘msinc\bhdadrri’1 |

You will be asked for credentials when you connect

[ Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file oropen a
saved connection,

Save Save As... Open...

(&) Hide Options Help

Connecting to the remote server

On the client computer, open Remote Desktop Connection
app, hit Show Advanced Options:

Type the target server and user name, for example
juno.adminsinc.local and adminsinc\bhdadmin, and then hit

Save As|, to save this custom connection:

Open Notepad app, and go to File » Open, change the drop down
list from the bottom right to All Files (*.*) and select the custom
connection file (or Right Click on the connection and select open
with Notepad).
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Look for the alternate shell:s: and shell &) untitied - Notepa - O
Working directory:s: rows: File Edit Format View Help
| Open X
prompt for credentials:i:@
negotiate security layer‘:i:i 4 [ » ThisPC » Desktop v Search Desktop »
remoteapplicationmode:i:@ Organize = New folder B M @
alternate shell:s: . o
shell working directory:s: I This PC ~ MName Date modified Type
gatewayhostname:s: “J 3D Objects %} Juno ADM-App.rdp 7/14/20201:24PM  Remote )
gatewayusagemethod:i:4 | B Desktop
\‘_:' Decuments
W Downloads
Jﬁ Music
|e= Pictures
B videos v < B
File name: | Juno ADM-App.rdp V| All Files (%) ~
Encoding: .ANSI v . Cancel
Windows (CRLF) Ln1, Col1 100%
Add the following paths, for example: prompt for credentials:i:@

negotiate security layer:i:1
remoteapplicationmode:i:8

d:\auc deve|0pment\admhome\restrict alternate shell:s:d:\auc_development\admhome\restrictdesktop.bat
— shell working directory:s:d:\auc_development‘admhome|

desktop.bat gatewayhostname:s:
d:\auc_development\admhome gatewayusagemethod:i:4

Save the changes and then connect using
the custom RDP file.

4.1.4  Share the restrictdesktop.bat file

Place the RestrictDesktop.bat file in the ADMHOME folder and share it so that all users may access it.
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