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1.  Purpose and Scope

All HealthBridge Occupational Health assessments are delivered remotely by video or telephone. This policy sets out how remote consultations are conducted securely, confidentially, and to a consistent clinical standard — protecting both the employee being assessed and the integrity of the clinical process.

Remote delivery is HealthBridge's standard service model, not a workaround. It removes travel barriers for employees, enables faster scheduling, and is clinically appropriate for the advisory OH assessments we provide.

Services delivered remotely include:
1. Fitness-for-work assessments
1. Return-to-work and phased return planning
1. Reasonable adjustment advice (Equality Act 2010)
1. Mental health, stress, and neurodiversity assessments within GP competence
1. Sickness absence reviews
1. Assessments during disciplinary, capability, or misconduct processes

	Remote consultation is not appropriate for: emergency medical care (direct to 999/NHS 111); physical examination requiring hands-on assessment; prescribing treatment; or any assessment outside the clinical scope described in the Referral and Reporting Policy. Where a case cannot be safely or adequately assessed remotely, the Clinical Lead will advise the employer and discuss alternatives.



2.  Approved Platforms and Security Requirements

All video consultation platforms used by HealthBridge must meet the following minimum security standards:

	Requirement
	Standard

	Encryption
	End-to-end encrypted video and audio transmission. Data must not pass through unencrypted channels at any point during the session.

	Data residency
	Session data must be processed and stored within the UK or EEA, or with appropriate UK GDPR international transfer safeguards in place.

	Recording
	Cloud and local recording must be disabled by default. Sessions are not recorded. See Section 5.

	Waiting room / lobby
	A waiting room or lobby function must be enabled so the Clinical Lead controls when the employee enters the session.

	Access control
	Session links must be unique, time-limited, and not publicly shareable. The Clinical Lead admits participants individually.



2.1  Current Approved Platforms

	Platform
	Status
	Notes

	Microsoft Teams
	Primary
	Default platform for all video consultations. Employees do not require a Teams account — a guest link is sent via encrypted email. End-to-end encrypted; meeting recording is disabled.

	Telephone (audio only)
	Backup
	Used where video consultation cannot proceed due to technology failure or employee access limitations. Clinically equivalent for most OH assessments. Documented as audio-only in the clinical record.

	WhatsApp, FaceTime, standard video call apps
	Prohibited
	Not compliant with UK GDPR requirements for special category clinical data. Must never be used for clinical consultations.



3.  Clinician Setup and Environment

3.1  Device and Software Requirements
1. All devices used for clinical consultations are password-protected and have full-disk encryption enabled (e.g., BitLocker for Windows, FileVault for macOS).
1. Operating systems and clinical software are kept up to date; security patches are applied promptly.
1. A VPN is used when connecting over public or shared networks. Clinical consultations are not conducted over unsecured public Wi-Fi without VPN protection.
1. Anti-malware software is installed and maintained on all clinical devices.
1. Auto-lock is set to 15 minutes on all clinical devices.

3.2  Physical Environment
1. Consultations are conducted from a private room where the Clinical Lead cannot be overheard and no third party is present or able to view the screen.
1. The background visible on video must be neutral and professional, and must not display patient identifiable information from other cases.
1. Headphones or a headset are used during consultations involving sensitive disclosures to prevent audio from being overheard.
1. The Clinical Lead does not conduct clinical consultations from public spaces (e.g., cafés, public transport, shared office spaces without a private room).

4.  Employee Preparation

A pre-consultation information sheet is sent to the employee by encrypted email when the appointment is confirmed. It covers the following:

4.1  What the Employee Needs
1. A device with a camera and microphone (laptop, tablet, or smartphone). Most modern devices are suitable.
1. A stable internet connection — home broadband, mobile data, or workplace Wi-Fi. The connection does not need to be high-speed; standard broadband is sufficient.
1. A quiet, private space where they cannot be overheard and where they feel comfortable discussing confidential health information.
1. Microsoft Teams — employees do not need an account. A one-click guest link is provided in the appointment confirmation email. No download is required for browser-based access.

4.2  What the Employee Should Have to Hand
1. Their appointment confirmation email (which includes the session link)
1. Any relevant documentation they wish to refer to during the assessment (e.g., a fit note, a list of medications, any GP correspondence they wish to share)
1. Approximately 45-60 minutes free from interruption

4.3  What to Do if Technology Doesn't Work
The pre-consultation information sheet provides a direct telephone number for the Clinical Lead. If the employee cannot connect via video at the scheduled time, they should call this number and the consultation will proceed by telephone. Employees are asked not to wait more than 5 minutes without making contact — the Clinical Lead will do the same.

4.4  Accessibility
Employees with specific accessibility needs — including BSL interpretation, language interpretation, or other communication support — should ensure these have been flagged at the referral stage so arrangements can be made in advance. Where an accessibility need is identified for the first time at the appointment, the Clinical Lead will attempt to accommodate it on the day where possible, or will reschedule with appropriate support arranged.

5.  Consultation Protocol

5.1  Before the Session Starts
1. The Clinical Lead opens the session 2-3 minutes before the scheduled start time and enables the waiting room.
1. The employee is admitted from the waiting room once the Clinical Lead is ready.
1. Identity is confirmed at the start of every session: the Clinical Lead asks the employee to confirm their full name and date of birth. No other identification document is required.
1. The Clinical Lead confirms the purpose of the assessment and the name of the referring employer (or confirms it is a self-referral), and asks the employee to confirm their consent to proceed.
1. Any accessibility needs (e.g., interpreter present) are noted in the clinical record.

5.2  During the Session
1. Clinical notes are made contemporaneously in the clinical record. No temporary or local files containing patient information are created.
1. The employee is not asked to share their screen unless they choose to show a document. The Clinical Lead does not request remote access to the employee's device.
1. If a third party is present with the employee (e.g., a support worker or interpreter), this is noted in the clinical record. Family members or colleagues should not act as interpreters — a professional interpreter must be arranged in advance.
1. If the Clinical Lead has any concern about the employee's wellbeing or safety during the session, standard safeguarding procedures apply (see the Clinical Governance Policy).

5.3  After the Session
1. Clinical notes are finalised and saved to encrypted storage promptly after the session — within the same working day.
1. No patient-identifiable material from the session (e.g., chat messages, screenshots) is retained on local devices. Where the platform generates any session metadata or temporary files, these are deleted after clinical note completion.
1. The consultation is logged in the clinical record, including the platform used (video/telephone) and the duration of the session.

6.  Recording

	Sessions are not recorded. This is the default position and applies to all consultations. Recording is disabled on all approved platforms at the platform settings level.



Recording of any HealthBridge clinical consultation — whether by video, audio, or screen capture — is prohibited without the explicit prior written consent of both the Clinical Lead and the employee. This applies to both parties:
1. The Clinical Lead will not record any session.
1. Employees and any other participants must not record sessions. Where an employee requests to record the consultation, this will be discussed individually. Recording by an employee is not a right under the Access to Medical Reports Act 1988 or any other relevant legislation, and consent may be declined where the Clinical Lead believes it would compromise the integrity of the assessment.

Where recording consent is exceptionally granted (e.g., as an accessibility accommodation), this is documented in the clinical record, the recording is stored in encrypted clinical storage, and it is subject to the same retention and access controls as any other clinical record.

7.  Contingency and Technical Failures


	Scenario
	Action
	Clinical Record Entry

	Video platform fails during or before the session
	Switch immediately to telephone. The Clinical Lead contacts the employee on the number provided. If telephone also fails, the appointment is rescheduled. No charge applies to a failed technical appointment.
	'Video platform failed at [time]; consultation continued via telephone' — or rescheduled with reason noted.

	Employee cannot connect via video
	Telephone backup is offered and used. The consultation proceeds and is clinically equivalent. No rescheduling required unless the employee is also unreachable by telephone.
	'Audio-only consultation — employee unable to connect via video.'

	Employee no-show
	Clinical Lead waits 10 minutes and attempts to contact the employee by email. Handled per the Payment and Cancellation Policy.
	Date, time, platform, no-show noted. Invoice raised per policy.

	Safeguarding concern identified during session
	Standard safeguarding procedure applies. Session may be paused or ended as clinically appropriate. Clinical Lead documents the concern and takes action per the Clinical Governance Policy. MPS contacted where appropriate.
	Full contemporaneous note including nature of concern, action taken, and time.

	Clinical Lead technical failure or emergency
	The employee is notified by email or phone as soon as possible. Appointment rescheduled at no additional charge.
	Reason for cancellation noted in record.



8.  Governance and Compliance

1. Platform security settings are reviewed whenever a material update to the platform is released, or at least annually.
1. Remote consultation compliance is reviewed as part of the monthly 10% case note self-audit (Clinical Governance Policy), checking: platform used, identity verification documented, consent confirmed, no unauthorised recording.
1. Annual CPD includes remote clinical practice and digital security awareness, evidenced in the Clinical Lead's CPD record.
1. Any suspected breach of security or confidentiality arising from the remote consultation platform is treated as a data breach under the Confidentiality Policy (Section 9) and assessed for ICO notification.

9.  Policy Review

1. Formal annual review — next scheduled: 13 June 2027.
1. Ad-hoc review following: material changes to the approved platform's security capabilities or terms of service; any security incident involving the remote consultation platform; changes in relevant ICO or GMC guidance on remote clinical practice.
1. This policy is read in conjunction with the Confidentiality Policy, Consent Policy, Clinical Governance Policy, and Referral and Reporting Policy.

10.  Version Control


	Version
	Date
	Changes Made
	Approved By

	1.0
	30/07/2025
	Initial policy draft.
	Dr. James Stanley

	2.0
	13/06/2026
	Comprehensive review: 'specialist' replaced with 'GP-led' throughout; NHSmail removed (HealthBridge does not have NHSmail); 'NHS Digital-approved devices' replaced with device encryption and security standards (NHS Digital no longer exists); photo ID requirement removed; NHS number reference removed from identity verification (not relevant to OH); FOM-certified training removed; quarterly GDPR breach drills removed (no staff); DPO alert removed (no separate DPO); CRM reference removed; employee pre-consultation checklist simplified to plain language (removed ≥10 Mbps / speedtest.net requirement); recording section strengthened — recording is now prohibited by default, disabled at platform level, not merely restricted to consented cases; Zoom removed from alternatives table (telephone is the appropriate backup, not a separate video platform); contingency table expanded and updated; safeguarding scenario added to contingency table.
	Dr. James Stanley
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