(GRIT

Job Title: Senior Database Administrator
Location: Patrick AFB, FL (on-site)
Position Number: J-RR32SD

Grit Government Solutions is seeking a Senior Database Administrator to join our team’s efforts in
supporting a multi-year contract near Florida’s Space Coast. We seek proven expertise in improving
systems security posture within the Department of Defense.

This is a contingent position based on Government contract award.

Principle Duties and Responsibilities:
e Install and configure database management systems and software.
¢ Maintain database management systems software.
¢ Schedule vulnerability scans on a monthly basis, or as required and report results.

¢ Conduct network tests to validate interoperability of changes on operational network and address

shortcomings.

* Prepare and provide plants to mitigate and/or eliminate root causes associated with deficiencies.

¢ Monitor and maintain databases to ensure optimal performance.

¢ Validate database changes and support optimization efforts by using tools and best practices
relevant to the database, recommending corrective actions when applicable.

¢ Review and manage DISA STIG checklists and remediate STIG Findings

* Perform backup and recovery of databases to ensure data integrity.

¢ Provide recommendations on new database technologies and architectures.

* Performs configuration management, problem management, capacity management, and financial

management for databases and data management systems.

¢ Provide technical support for Oracle databases, Oracle Database Appliances, Microsoft SQL
Servers, database migrations and data replication.

¢ Adjust performance settings of database instances, applications and configurations to identify
trends and optimize system performance.

* Create database performance presentations referencing the statistical data to report performance

issues upon request.

e Comply with all DoD and Air Force policies for hardware/software configuration to ensure
sustainability and availability throughout the lifecycle of the system/software.

¢ Supports incident management, service level management, change management, release
management, continuity management, and availability management for databases and data
management systems. To include escalation of tickets requesting vendor support.

Basic Qualification:
e Possess a DoD 8140 Baseline Cybersecurity Certification (e.g. Security+)
 Experience with DoD RMF, SCC, DISA STIGs/SRGs
e Minimum 5 years’ experience working as an Oracle Database Administrator
¢ Oracle and/or MS SQL DB Certification
¢ Oracle Database Administration Certified Professional

¢ Excellent written and verbal communication skills and ability to effectively interface with numerous

cognizant security agencies, customers, and senior leadership.
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¢ Experience with standard security and network environment tools and applications.
¢ Ability to manage multiple projects in a dynamic and demanding environment.
¢ Knowledge of other security disciplines and how they impact and interact with information system
security.
¢ Team player — Effective at organizing and motivating a diverse set of individuals to act as “one” in
the pursuit of common objectives. Ability to build effective customer and partner relationships.
¢ This position requires a government TS-SCl security clearance. MUST BE A U.S. CITIZEN

Preferred Qualifications:
e Former MCSA in Microsoft SQL Server

e Experienced Professional

Travel Requirements
Up to 10%



