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Topic |:- Confidentiality, Integrity, and Availability

Security hinges on three essential principles: confidentiality, integrity, and availability. It’s crucial to
grasp these concepts, especially about the type of organization at hand.

For a military organization, confidentiality is paramount, as safeguarding sensitive information is
vital for national security. Conversely, integrity is the cornerstone for financial institutions, ensuring
all transactions and data are trustworthy. Availability is key in e-commerce, such as with Amazon;
customers expect seamless access to products and services anytime.

Moreover, the organization’s culture significantly influences these priorities. In a military setting,
confidentiality takes precedence over availability and integrity. Ensuring consistent availability is non-
negotiable for online retailers, while banking entities prioritize maintaining data integrity. While all
three principles are essential, their importance can vary based on an organization’s specific culture and
security needs. Additionally, it is crucial to align security strategies with the organization’s strategic
goals. As a security manager, focusing on cost-benefit solutions that reinforce the business objectives is
not just beneficial; it’s essential for achieving overall success.
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Confidentiality

Confidentiality ensures that data is
accessible only to those who have the
necessary authorization. it involves
implementing access controls and
encryption to protect information from
unauthorized access. This pillar helps to
maintain privacy and safeguard sensitive
data against breaches.

Integrity

Integrity involves maintaining the
accuracy and reliability of data. It ensures
that information is not altered or
tampered with by unauthorized
individuals. By using checksums and
backups, organizations can detect
alterations and ensure that data remain=
authentic and trustworthy.
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Availability !

Availability ensures that information and ¥
resources are accessible to authorized users\
when needed. Implementing redundancy,
failover mechanisms, and regular
maintenance helps prevent disruptions and
ensures that systems remain operational,
enabling users to access necessary data
without delays.

-
1

b

A
A\
I
/
/

Authentication

Authentication verifies the identityof
users before granting them access. It
involves using passwords, biometrics, or

claim to be. Reliable authentication i
mechanisms prevent unauthorized access /

and strengthen overall system security. "
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Non-repudiation ensures that involved 7
parties cannot deny their actions. It f
involves using digital signatures and logs \
to provide proof of data transactions. This \
pillar ensures accountability and prevents |
disputes by maintaining a reliable record /
of interactions. (
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Access Control

Access control restricts user access based
on predefined rules. It invelves using role-
based or attribute-based approaches to
manage permissions. Organizations can
protect sensitive data by ensuring users
have the necessary rights and preventing
unauthorized actions.

Encryption

Encryption transforms data into

| unreadable formats for unauthorized
tokens to ensure that users are who they ]

users. It is crucial for maintaining
confidentiality and integrity. By
encrypting sensitive information,
organizations can protect data across
networks, ensuring only authorized
parties can decode and access it

Incident Response

Incident response involves detecting,
analyzing. and addressing security breaches.
By having an effective incident response
plan, organizations can minimize the impact
of breaches and recover quickly. It includes
identifying threats, containing incidents, and
ensuring systems return to normal
operations.
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1. An IT security architect is tasked with designing robust network architecture for a banking
institution. In this critical role, which security aspect should take precedence?
A. Availability
B. Integrity
C. Non-repudiation
D. Confidentiality

Correct Option | Wrong Option | Reason

While ensuring availability is undeniably crucial for any organization,

A including a banking institution, it is not the highest priority. The nature of
the banking sector demands not just the accessibility of services but, more
importantly, a focus on integrity. As a result, availability is critical but should
not overshadow the necessity for data accuracy and trustworthiness.

In banking, integrity stands out as the most crucial aspect. The implications
of data integrity are profound; for instance, a simple error such as misplacing
B a decimal in a transaction could lead to significant financial discrepancies or
even fraud. All three components of the CIA triad—confidentiality, integrity,
and availability—are vital for maintaining security, yet their relevance can
differ among industries. Therefore, prioritizing integrity is the most sensible
approach in this scenario.

Non-repudiation is not considered a fundamental part of the CIA triad.
C The CIA triad focuses on confidentiality, integrity, and availability as the
cornerstone elements of information security. Failing to prioritize these
foundational components by emphasizing non-repudiation can lead to
vulnerabilities in the security framework, rendering this option incorrect.

While confidentiality is a critical aspect of security that protects sensitive
information from unauthorized access, for a banking institution, the emphasis
D must be placed on integrity first. Without accurate and trustworthy data, even
the most confidential information remains at risk of misuse or error. Although
integrity may seem to share the spotlight with confidentiality, integrity takes
precedence in ensuring the overall security posture of the institution.
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2. An online gaming company is embarking on a critical transition to a private cloud. As they navigate
this process, which factor should be prioritized for optimal success?
A. 100% availability
B. Cost-benefit ratio
C. Confidentiality of their policies
D. Security of the customers

Correct Option | Wrong Option | Reason

Option A is undeniably the most critical factor. For an online gaming
company, maintaining 100% availability is essential, as any downtime can
A lead to frustrated users, lost revenue, and damaged reputation. Players
expect seamless access to their games, and interruptions could drive them to
competitors.

Although the cost-benefit ratio is important, it should not overshadow the
need for constant availability. Evaluating the financial implications of the

B migration is necessary, but an online gaming company must prioritize its
uptime to retain players and ensure a smooth gaming experience. A disruption
could be financially devastating in the long run.

Option C does not address the primary concern at hand. While confidentiality
of policies is important for player trust and compliance, the distribution of

C these policies is ancillary to the gaming experience. Ensuring players can
access their games at all times should take precedence over internal policy
considerations.

Customer security is undoubtedly crucial for building and maintaining trust;
D however, it is a secondary concern in this scenario. If the gaming platform

is offline, no level of security will matter, as players won’t be able to engage.
Thus, the primary focus must be on ensuring that the platform remains online
and accessible to avoid loss of business and customer loyalty.

ACE TIPS: Utilizing robust authentication methods is crucial for achieving non-repudiation. These
methods not only confirm the identity of users but also create a direct link between their actions
and their verified identities, making it clear who is responsible for each action taken. This ensures
accountability and enhances security in any digital environment.

ACE TIPS: Audit trails serve as a comprehensive record of user activities, capturing detailed

information about each action performed within a system. This documentation is crucial because

it enables organizations to verify and trace user actions effectively. By maintaining a clear
and chronological account of activities, audit trails play a vital role in enhancing security and
accountability, ensuring that any actions taken cannot be denied. This non-repudiation aspect is
essential for compliance with regulatory requirements and for conducting thorough investigations
in the event of suspicious activity or security breaches.
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Least Privilege, Need to know, Separation of Duties

Understand User Roles

Identify specific roles for users to
assign appropriate access levels
efficiently and avoid
overprivileging within the
system.

Regularly Review Permissions

Conduct regular auditsto
maintain appropriate access
levels and adapt to evolving
security needs.

Enforce Separation of Duties
N
Duties division prevents '
accumulation of power,
minimizing potential abuse by
offering checks and balances.
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® More than one subject ic
task or objective. Example -

requived to log in to a root
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Limit Resource Access

Restrict resource access to
necessary areas, ensuring users
only interact with what's vital for

their tasks.

\

Use Role-Based Access

Implement role-based access to
streamline permission
management, enhancing
organizational securityand
efficiency.

The Least
Privilege
Principle

Monitor User Activity

Continuous user activity
monitoring helps detect
unauthorized or suspicious
behavior, ensuring compliance
and security.

AN

Minimize access rights
to essentials only.
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1.Least Privilege

® Minimal authorization is
needed when the subject
need< to complete a task
or objective. Example —
Read-only

® Primarily focuses on
authorization.

Mmrseca o oo

2.Need to know

o Vhe only knowledge required
for the subject to complete
the tack or objective —
Example — Access to the
databace tables.

Decicion process must be
applied to a ucer’s covered
account at all stagec of the
account’s life cycle




