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A game of social engineering and deduction, by Fortiphyd Logic

BenignCorp is a critical infrastructure provider that powers everything
from ports to pipelines. But recently, something’s felt.. off.

Logins at odd hours. Firewall rules mysteriously altered. Sensitive sys-
tems accessed by users who swear they didn’t. Then came the intercepted
chatter: your company is the latest target of a nation-state Advanced Per-
sistent Threat (APT).

Their goal?
Gain persistent access, sabotage operations, and silently turn BenignCorp
into a strategic weapon.

They’ve already gained a foothold, and secretly compromised some user ac-
counts. The defenders must root them out before it’s too late. But be
careful.. Some defenders can’t be trusted, and some threats are very good
at hiding.

Plaxers

4-16 players recommended
One player acts as the Moderator and does not play a role.

Player Roles and Teams

Players are secretly assigned to one of two sides:

e Hackers (APT agents) - Operate covertly at night to compromise legit-
imate users. — Win if they reach critical mass and take control of Be-
nignCorp. — Includes roles like Hacker, Insider, and Elite Hacker.

e BenignCorp Defenders (the good guys) - Work during the day to inves-
tigate, protect, and vote out threats. - Win if they identify and quar-
antine all hostile actors. - Includes Threat Hunter, Incident Respond-

er, Detection Engineer, and others.

Some roles don’t fit neatly into either side and may have secret impacts..



Setup

e The Moderator shuffles and deals one Role Card to each player, face
down.

e FEach player secretly checks their role and team.

e Night Zero (see below)

Night Zero

All players close their eyes. The moderator goes through the list of roles
being used, and asks each role to secretly identify themselves by eye con-
tact. Some roles (noted below) also identify themselves with each other.

e Hackers (including Elite Hacker and Insider): "“Hackers, elite hacker
and insider, open your eyes and identify one another” (After a few sec-
onds) “Hackers, close your eyes.”

e Shared Accounts : "“Shared Accounts, open your eyes and identify each
other.” (After a few seconds) "“Shared Accounts, close your eyes.”
e Continue in the same way for all the remaining roles that were dealt.

Day Phase

e Open your eyes: All players "wake up" and begin discussing who they
suspect is a hacker.

e Moderator shares info: Publicly announce who (if anyone) was Compro-
mised overnight.

e Discussion: All players may speak, strategize, and accuse freely.

e Voting: Players vote on one person to Quarantine. Majority vote re-
quired.

e Quarantined players have their Team revealed and are removed from dis-
cussions.

e The day ends after voting.



Night Phase (Secret Actions)

All players close their eyes,

ability to act in turn:

and the Moderator guides each role with an

Hacker Team (Wake in Secret)

e Hackers

(including Elite Hacker and Insider) :

Silently vote together

on one player to Compromise.

Benign Roles (Wake Individually)
e Incident Responder:

e Threat Hunter:
Firewall Admin: Block one player’s ability for the night.

Choose one player to protect from compromise.
Investigate one player to learn their team.

e Forensic Analyst: Learn the true role of a previously Compromised or
Quarantined player.

Win Conditions

e Hackers win if they equal or outnumber the remaining defenders.

e Defenders win if all Hackers and covert threats are Quarantined.

Summary of Roles

Role
Hacker

User
Threat Hunter
Incident Responder

Shared Account

Insider

3rd Party
Detection Engineer
CISO

Forensic Analyst

Firewall Admin

Elite Hacker

Team
hackers

benign

benign

benign

benign

hackers

benign

benign

benign

benign

benign

hackers

Rules

FEach Night, secretly vote which player to Compromise

No special powers

Each Night,
they are on

Investigate a player to learn what Team

Each Night, protect someone from being Compromised

Known to the other Shared Account, but if one is
Compromised / Quarantined, both are

When Investigated, appears to be Benign

If Compromised, stays active, but then secretly
counts toward Hacker win condition

If Compromised,
ly

Can ask Moderator to confirm they are the CISO,
confirmed their vote counts for 2

Each Night, can learn true role of one Compromised/
Quarantined player

can Quarantine one player immediate-

once

FEach Night,

Each Day must use the word Hacker,
the next Night

can block one player's special action
Oor you are out



