42 Risk Management Keyholding & Alarm Response Policy
1. Purpose
This policy sets out the standards, responsibilities, and operational procedures for the delivery of Keyholding & Alarm Response services by 42 Risk Management. It ensures a consistent, compliant, and intelligence‑led approach that protects client assets, reduces risk exposure, and upholds the company’s premium service ethos.
2. Scope
This policy applies to:
· All 42 Risk Management personnel involved in keyholding, alarm response, mobile patrols, and escalation management
· All client sites where 42 Risk Management is contracted to provide keyholding and/or alarm response services
· All physical and digital keys, access credentials, and security information entrusted to the company
3. Principles
42 Risk Management operates under the following core principles:
· Safety First: Officer safety, client safety, and public safety are prioritised in every decision.
· Integrity & Accountability: Keys and access information are handled with absolute confidentiality and traceability.
· Rapid, Controlled Response: Alarm activations are attended promptly, methodically, and in line with risk‑appropriate procedures.
· Client Partnership: Clear communication, transparent reporting, and collaborative risk reduction underpin every deployment.
· Compliance: All activities comply with BS 7984-1 (Keyholding & Response Services), BS 7858 (Screening), and relevant legislation.
4. Definitions
· Keyholding: The secure storage, management, and deployment of client keys and access credentials.
· Alarm Response: The attendance of a trained officer to investigate alarm activations, disturbances, or security alerts.
· Escalation: The process of notifying designated client contacts, emergency services, or additional support resources.
5. Responsibilities
5.1 42 Risk Management
· Maintain secure, auditable key storage systems
· Ensure officers are trained, licensed, and briefed on site‑specific instructions
· Deliver timely alarm response in accordance with contractual SLAs
· Provide accurate incident reporting and post‑event recommendations
· Maintain 24/7 operational oversight and communication capability
5.2 Officers
· Follow all SOPs, risk assessments, and site instructions
· Conduct dynamic risk assessments on arrival
· Avoid confrontation and prioritise personal safety
· Preserve evidence and maintain scene integrity
· Complete digital reports immediately after each attendance
5.3 Clients
· Provide accurate and up‑to‑date site information
· Notify 42 Risk Management of changes to access, alarms, or escalation contacts
· Ensure alarm systems are maintained and compliant
6. Key Management Procedures
6.1 Key Receipt & Registration
· Keys are logged into the secure key management system upon receipt
· Each key is assigned a unique, anonymised identifier
· No key is labelled with client names, addresses, or identifiable information
6.2 Storage
· Keys are stored in a Grade‑compliant, access‑controlled key safe
· Access is restricted to authorised personnel only
· All removals and returns are electronically logged
6.3 Transport
· Keys are transported in secure, tamper‑evident pouches
· Officers must never leave keys unattended in vehicles or public areas
7. Alarm Response Procedures
7.1 Activation Notification
Upon receiving an alarm activation:
· Control Room verifies the activation and dispatches the nearest available officer
· Officer acknowledges dispatch and proceeds immediately
7.2 Arrival & Dynamic Risk Assessment
Upon arrival:
· Officer conducts a visual sweep from a safe distance
· Officer assesses for signs of forced entry, suspicious persons, or hazards
· If risk is high, officer withdraws and requests police attendance
7.3 Site Entry
If safe to proceed:
· Officer enters using authorised keys or access codes
· Alarm is silenced and system status is checked
· Officer conducts a full internal and external patrol
7.4 Incident Handling
If evidence of intrusion, damage, or risk is found:
· Officer preserves the scene
· Control Room notifies police and client contacts
· Officer remains on site until relieved or instructed otherwise
7.5 Reset & Secure
If no threat is identified:
· Alarm system is reset
· Site is secured
· Any faults or vulnerabilities are documented
7.6 Reporting
A digital incident report is submitted immediately, including:
· Time of activation, arrival, and departure
· Observations and actions taken
· Photographs (where appropriate)
· Recommendations for risk reduction
8. Escalation Protocol
Escalation occurs when:
· Evidence of crime or forced entry is found
· The officer deems the situation unsafe
· The alarm cannot be reset
· The site cannot be secured
· Client instructions require notification
Escalation contacts are followed in the order provided by the client.
9. Officer Safety
42 Risk Management enforces:
· Lone worker protection systems
· Mandatory check‑ins
· Body‑worn cameras (where contractually agreed)
· Zero‑engagement policy with intruders
· Immediate withdrawal if risk exceeds safe operating limits
10. Data Protection & Confidentiality
· All keyholding data is stored securely and handled in accordance with GDPR
· Access information is restricted to authorised personnel
· Incident reports are shared only with approved client contacts
11. Quality Assurance & Auditing
· Regular audits of key logs, response times, and officer performance
· Annual review of this policy and all related SOPs
· Continuous improvement through client feedback and incident analysis
12. Policy Review
This policy is reviewed annually or following significant operational, legislative, or client‑driven changes.

