42 Risk Management – Cyber Security Policy
1. Purpose
This Cyber Security Policy establishes the standards, behaviours, and technical controls required to protect 42 Risk Management’s information assets, digital infrastructure, client data, and operational continuity. As a premium security and risk management provider, our cyber posture must reflect the same discipline, discretion, and professionalism that define our physical operations.
2. Scope
This policy applies to:
· All employees, contractors, and consultants representing 42 Risk Management
· All devices used for company business (company‑issued or personal under BYOD rules)
· All systems, platforms, applications, and data owned, managed, or accessed by 42 Risk Management
· All third‑party partners with access to company systems or data
3. Principles
Our cyber security approach is built on five core principles:
· Confidentiality: Protecting sensitive information from unauthorised access
· Integrity: Ensuring data accuracy, reliability, and resilience
· Availability: Maintaining uninterrupted access to critical systems and information
· Accountability: Clear ownership of actions, decisions, and digital conduct
· Proportionality: Controls aligned to risk, not bureaucracy
4. Roles & Responsibilities
4.1 Senior Leadership
· Set strategic direction for cyber security
· Ensure adequate resources, training, and governance
· Approve major cyber‑related decisions and risk treatments
4.2 Cyber Security Lead / IT Provider
· Maintain and monitor cyber security controls
· Conduct regular vulnerability assessments and patching
· Manage incident response and digital forensics
· Maintain secure configurations and access controls
4.3 All Personnel
· Follow all cyber security procedures and training
· Report suspicious activity immediately
· Protect devices, passwords, and sensitive information
· Use company systems responsibly and professionally
5. Access Control
5.1 Authentication
· Multi‑Factor Authentication (MFA) is mandatory for all systems
· Passwords must meet complexity standards and be changed regularly
· Password sharing is strictly prohibited
5.2 Least Privilege
· Access is granted only to the level required for a role
· Privileged accounts are monitored and reviewed quarterly
5.3 Offboarding
· Access is revoked immediately upon termination of employment or contract
6. Device & Network Security
6.1 Device Standards
· All devices must use approved security software (AV, EDR, firewall)
· Devices must auto‑lock after a short period of inactivity
· Only authorised devices may connect to company systems
6.2 Network Controls
· Company Wi‑Fi must use strong encryption and segmented networks
· Public Wi‑Fi requires VPN use
· Remote access must be secured through approved channels only
7. Data Protection & Handling
7.1 Classification
All data must be classified as:
· Public
· Internal
· Confidential
· Highly Confidential / Client Sensitive
7.2 Storage & Transmission
· Sensitive data must be encrypted at rest and in transit
· Cloud storage must be approved and configured securely
· USB storage is restricted and monitored
7.3 Retention & Disposal
· Data is retained only as long as operationally necessary
· Secure deletion methods must be used for digital and physical records
8. Email, Communication & Social Engineering
8.1 Email Security
· Phishing awareness training is mandatory
· Unknown attachments or links must not be opened
· Suspicious emails must be reported immediately
8.2 Social Engineering
· Personnel must verify identities before sharing information
· No operational details are to be shared publicly or on social media
· Client information is never discussed outside secure channels
9. Incident Response
9.1 Reporting
All cyber incidents — suspected or confirmed — must be reported immediately to the Cyber Security Lead.
9.2 Response Process
1. Identify
2. Contain
3. Eradicate
4. Recover
5. Review & Improve
9.3 Communication
· Only authorised personnel may communicate externally about incidents
· Clients are informed promptly if their data or operations may be affected
10. Third‑Party & Supply Chain Security
· All vendors must meet minimum cyber security standards
· Contracts must include confidentiality and data protection clauses
· Access is monitored, time‑bound, and revoked when no longer required
11. Training & Awareness
· Annual cyber security training is mandatory
· High‑risk roles receive enhanced training
· Regular internal briefings reinforce best practice and emerging threats
12. Compliance & Monitoring
· Systems are monitored for suspicious activity
· Regular audits ensure compliance with this policy
· Non‑compliance may result in disciplinary action
13. Policy Review
This policy is reviewed annually or following significant operational, technological, or regulatory changes.

