42 Risk Management – Risk Assessment Framework Policy
1. Purpose
The purpose of this policy is to establish a consistent, intelligence‑led framework for identifying, analysing, evaluating, and treating risks across all 42 Risk Management operations and client engagements. This framework ensures that all risk assessments are structured, evidence‑based, and aligned with our commitment to proactive, collaborative, and premium‑standard security delivery.
2. Scope
This policy applies to:
· All 42 Risk Management personnel, contractors, and partners.
· All operational environments, including corporate, residential, event, travel, and protective assignments.
· All stages of service delivery, from initial consultation to ongoing risk monitoring.
3. Principles
Our risk assessment framework is built on the following principles:
3.1 Intelligence‑Led Decision Making
All assessments must be grounded in verified intelligence, behavioural indicators, environmental data, and operational context.
3.2 Proactive Prevention
We prioritise early identification of emerging threats to prevent escalation, disruption, or harm.
3.3 Client Collaboration
Clients are integrated into the assessment process to ensure shared understanding, transparency, and alignment with their operational realities.
3.4 Proportionality
Risk controls must be appropriate to the threat level, environment, and client profile, avoiding unnecessary intrusion or over‑securitisation.
3.5 Continuous Improvement
Risk assessments are living documents, reviewed and updated as conditions evolve.
4. Risk Assessment Framework
4.1 Stage 1 – Risk Identification
We systematically identify risks across four domains:
Threats- Hostile individuals, protest activity, organised crime, insider threats
Vulnerabilities- Access control gaps, staff behaviour, procedural weaknesses
Environmental Factors- Venue layout, crowd dynamics, neighbourhood crime patterns
Operational Factors- Client profile, travel routes, public exposure, media attention

	
	

	
	

	
	

	
	

	
	


Sources include:
· Open‑source intelligence (OSINT)
· Client interviews and briefings
· Site surveys and reconnaissance
· Historical incident data
· Partner agency intelligence
4.2 Stage 2 – Risk Analysis
Each identified risk is analysed using a structured model:
Likelihood
Assessed based on:
· Intent
· Capability
· Opportunity
· Historical patterns
Impact
Measured across:
· Safety and wellbeing
· Operational continuity
· Reputational exposure
· Financial implications
Risk Rating
A standardised matrix is used to assign a rating (Low / Medium / High / Critical).
4.3 Stage 3 – Risk Evaluation
Risks are prioritised based on:
· Severity of rating
· Time sensitivity
· Client tolerance and operational objectives
· Legal and regulatory obligations
This stage determines which risks require immediate action, monitoring, or acceptance.
4.4 Stage 4 – Risk Treatment
Treatment options include:
Mitigation
Reducing likelihood or impact through:
· Enhanced access control
· Protective personnel deployment
· Procedural improvements
· Technology integration (CCTV, alarms, tracking)
Avoidance
Altering plans to remove exposure (e.g., route changes, schedule adjustments).
Transfer
Engaging specialist partners or adjusting contractual responsibilities.
Acceptance
Where risk is minimal, unavoidable, or within client tolerance.
All treatments must be:
· Documented
· Justified
· Proportionate
· Reviewed regularly
5. Documentation Standards
All risk assessments must include:
· Executive summary
· Threat overview
· Risk matrix
· Recommended controls
· Residual risk rating
· Review schedule
Documents must be:
· Clear, client‑friendly, and free of unnecessary jargon
· Version‑controlled
· Stored securely in accordance with data protection requirements
6. Roles and Responsibilities
Management
· Ensure compliance with this framework.
· Provide resources for training and intelligence gathering.
· Approve high‑risk or complex assessments.
Operational Leads
· Conduct assessments using the approved methodology.
· Maintain accurate documentation.
· Communicate findings to clients and internal teams.
All Personnel
· Report emerging risks immediately.
· Follow prescribed control measures.
· Contribute to continuous improvement.
7. Review and Continuous Improvement
This policy and the associated framework will be reviewed:
· Annually
· After major incidents
· When operational environments or client needs change
Feedback from clients, staff, and partners is actively encouraged to refine the framework.
8. Policy Ownership
This policy is owned by 42 Risk Management – Leadership & Standards Division and is authorised by the Managing Director.

