42 Risk Management – Data Protection & GDPR Policy
1. Purpose of This Policy
42 Risk Management is committed to protecting the privacy, security, and integrity of all personal data we process. This policy outlines how we collect, use, store, share, and safeguard personal information in accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and all relevant industry standards.
Our approach reflects our core values: discretion, professionalism, and proactive risk management.
2. Who We Are
42 Risk Management Ltd
Registered in England & Wales
Head Office: 3rd Floor, 45 Albemarle Street, Mayfair, London, W1S 4JL
As a security and risk management provider, we process personal data relating to clients, staff, contractors, and individuals connected to our operations.
3. Scope
This policy applies to:
· All employees, contractors, and representatives of 42 Risk Management
· All personal data processed in the course of delivering security, risk management, consultancy, and wellbeing services
· All systems, platforms, and devices used to process personal data
4. Principles of Data Protection
We adhere to the seven core principles of the UK GDPR. Personal data must be:
1. Processed lawfully, fairly, and transparently
2. Collected for specified, explicit, and legitimate purposes
3. Adequate, relevant, and limited to what is necessary
4. Accurate and kept up to date
5. Stored only for as long as necessary
6. Processed securely
7. Handled with accountability and documented compliance
5. What Personal Data We Collect
The data we process depends on the service provided. It may include:
Client & Stakeholder Data
· Contact details (name, email, phone, role)
· Business information
· Site details and operational requirements
· Incident reports or risk assessments
Employee & Contractor Data
· Identification documents
· Right-to-work information
· Training and qualification records
· Performance, welfare, and wellbeing information
· Security vetting information (where applicable)
Operational Data
· CCTV or surveillance footage (where we manage systems)
· Access control logs
· Incident logs and operational reports
We do not collect unnecessary or excessive data.
6. How We Use Personal Data
We process personal data only when necessary for:
· Delivering contracted security and risk management services
· Conducting risk assessments and operational planning
· Ensuring staff welfare, safety, and compliance
· Managing HR, payroll, and onboarding
· Meeting legal, regulatory, and insurance obligations
· Maintaining secure operations and preventing crime
We do not sell personal data or use it for unrelated marketing.
7. Lawful Bases for Processing
We rely on one or more of the following lawful bases:
· Contractual necessity – to deliver services to clients
· Legal obligation – compliance with employment law, security regulations, or incident reporting
· Legitimate interests – operational security, crime prevention, staff safety
· Consent – where required (e.g., optional wellbeing programmes)
· Vital interests – safeguarding life or preventing serious harm
8. Data Sharing & Third Parties
We may share data with:
· Law enforcement or regulatory bodies (when legally required)
· Insurers and legal advisors
· Approved subcontractors or partners involved in service delivery
· Technology providers (e.g., secure reporting platforms, HR systems)
All third parties are vetted and bound by confidentiality and data protection obligations.
We never share data with unauthorised parties.
9. International Transfers
If data is transferred outside the UK, we ensure:
· Adequacy decisions are in place, or
· Standard Contractual Clauses (SCCs) or equivalent safeguards are used
We maintain strict oversight of all international data flows.
10. Data Retention
We retain personal data only for as long as necessary:
· Operational records: typically 12–24 months
· HR and employment records: up to 6 years
· Incident reports: up to 7 years (or longer if legally required)
· CCTV footage: typically 30–90 days unless required for investigation
Retention periods are reviewed annually.
11. Data Security Measures
42 Risk Management employs layered, intelligence-led security controls, including:
· Encrypted storage and secure communication channels
· Access controls based on role and operational need
· Secure devices and password policies
· Staff training in data protection and confidentiality
· Incident response and breach reporting procedures
· Physical security measures at operational sites
We continually review and improve our security posture.
12. Individual Rights
Under UK GDPR, individuals have the right to:
· Access their personal data
· Request correction or deletion
· Restrict or object to processing
· Request data portability
· Withdraw consent (where applicable)
· Lodge a complaint with the ICO
Requests can be made via the contact details below.
13. Data Breach Procedure
In the event of a data breach:
1. We assess the incident immediately
2. Contain and mitigate any risk
3. Record the breach in our internal register
4. Notify the ICO within 72 hours if required
5. Inform affected individuals when necessary
We operate a culture of transparency and accountability.
14. Contact Details
For any data protection queries or requests:
Data Protection Officer (DPO)
42 Risk Management
3rd Floor, 45 Albemarle Street, Mayfair, London, W1S 4JL
Email: headoffice@42riskmanagementinfo.uk
15. Policy Review
This policy is reviewed annually or sooner if:
· Legislation changes
· Our services evolve
· New risks or technologies emerge

