42 Risk Management Control Room Operations Policy
1. Purpose
The purpose of this policy is to define the standards, responsibilities, and operating procedures for all Control Room functions within 42 Risk Management. The Control Room is the central intelligence, coordination, and communication hub that supports frontline teams, clients, and senior leadership. This policy ensures consistent, disciplined, and auditable operations that reflect the company’s commitment to proactive, intelligence‑led risk management.
2. Scope
This policy applies to:
· All Control Room Operators (CROs)
· Duty Managers and Supervisors
· Operational staff who interact with the Control Room
· Any contracted or partner personnel granted access to Control Room systems
It covers all activities conducted within the Control Room, including monitoring, communications, reporting, escalation, data handling, and incident coordination.
3. Objectives
The Control Room will:
· Maintain real‑time situational awareness across all deployed assets and client sites
· Provide a reliable communication link between field teams, management, and clients
· Support proactive risk identification and early intervention
· Ensure accurate, timely, and compliant documentation of all operational activity
· Uphold the highest standards of confidentiality, professionalism, and operational discipline
4. Roles & Responsibilities
4.1 Control Room Operators (CROs)
CROs are responsible for:
· Continuous monitoring of CCTV, access control, tracking systems, and intelligence feeds
· Maintaining the Daily Occurrence Log (DOL) to an auditable standard
· Managing radio, phone, and digital communications
· Conducting welfare checks on deployed personnel
· Initiating escalation procedures when required
· Supporting incident coordination and documentation
· Ensuring data integrity and confidentiality at all times
4.2 Duty Manager / Supervisor
Responsible for:
· Oversight of Control Room performance
· Decision‑making during incidents
· Authorising escalations and client notifications
· Ensuring compliance with policy and SOPs
· Providing support, guidance, and quality assurance
4.3 Senior Leadership
Responsible for:
· Reviewing incident reports and operational data
· Approving policy updates
· Ensuring Control Room capability aligns with organisational strategy
5. Operational Standards
5.1 Access Control
· The Control Room is a restricted area; access is limited to authorised personnel only.
· Visitors must be logged, escorted, and approved by a Duty Manager.
· No personal devices may be used within the Control Room unless authorised.
5.2 Communications Protocol
· All communications must be clear, concise, and professional.
· Radio discipline must follow the 42RM Communications SOP.
· All critical communications must be logged immediately.
· CROs must remain contactable at all times during their shift.
5.3 Monitoring Requirements
CROs must maintain active oversight of:
· CCTV systems
· Lone worker devices
· GPS tracking
· Alarm systems
· Intelligence and threat feeds
· Weather and environmental alerts
Any anomaly must be investigated and logged.
5.4 Welfare Checks
· Scheduled welfare checks must be conducted at intervals defined by the site‑specific SOP.
· Missed checks trigger immediate escalation.
· All welfare interactions must be logged.
6. Incident Management
6.1 Identification
CROs must identify and classify incidents using the 42RM Incident Categories Framework.
6.2 Response
· Follow the relevant Incident Response SOP.
· Maintain communication with field teams.
· Deploy resources as directed by the Duty Manager.
· Ensure accurate, real‑time logging.
6.3 Escalation
Escalation is required when:
· There is a threat to life or safety
· A client asset is compromised
· A legal or regulatory threshold is met
· A situation exceeds CRO authority
Escalation routes must follow the 42RM Escalation Matrix.
6.4 Reporting
· A full incident report must be completed within the required timeframe.
· Reports must be factual, chronological, and free from opinion.
· Evidence (CCTV clips, screenshots, audio logs) must be preserved securely.
7. Data Protection & Confidentiality
· All data must be handled in accordance with GDPR and 42RM Data Protection Policy.
· No information may be shared externally without authorisation.
· Control Room systems must be locked when unattended.
· Personal data must only be accessed when operationally necessary.
8. Shift Handover
A structured handover must occur at every shift change, including:
· Ongoing incidents
· Outstanding tasks
· System faults or technical issues
· Staff welfare concerns
· Client updates
Both operators must sign the handover log.
9. System Integrity & Fault Reporting
· Any system malfunction must be reported immediately to the Duty Manager.
· Faults must be logged and escalated to technical support.
· CROs must not attempt unauthorised repairs or adjustments.
10. Professional Conduct
Control Room personnel must:
· Maintain a calm, focused, and disciplined working environment
· Avoid distractions, personal conversations, or non‑operational activity
· Present a professional image consistent with 42RM’s premium brand
· Uphold the company’s values of integrity, discretion, and proactive service
11. Compliance & Audit
· The Control Room is subject to internal and external audits.
· All logs, recordings, and reports must be accurate and complete.
· Non‑compliance may result in retraining, disciplinary action, or removal of access.
12. Policy Review
This policy will be reviewed annually or following:
· Significant incidents
· Regulatory changes
· Introduction of new technology
· Organisational restructuring

