42 Risk Management Ethical Procurement & Supply Chain Policy
1. Purpose
42 Risk Management is committed to operating with integrity, transparency, and professionalism across all areas of procurement and supply chain activity. This policy sets out the ethical standards we expect from ourselves and from every supplier, subcontractor, and partner who contributes to our service delivery. Our aim is to ensure that all goods and services are sourced responsibly, sustainably, and in alignment with our values and legal obligations.
2. Scope
This policy applies to:
· All employees, contractors, and representatives of 42 Risk Management
· All suppliers, subcontractors, and third‑party partners engaged in the provision of security, risk management, consultancy, technology, and operational support services
· All procurement activities, from sourcing and tendering to contract management and ongoing supplier relationships
3. Our Ethical Principles
3.1 Legal & Regulatory Compliance
We require full compliance with all applicable laws, including:
· UK Modern Slavery Act 2015
· Bribery Act 2010
· Health & Safety at Work Act 1974
· Data Protection Act 2018 & UK GDPR
· Relevant international labour, human rights, and environmental standards
Suppliers must maintain accurate records and demonstrate compliance upon request.
3.2 Human Rights & Labour Standards
42 Risk Management has zero tolerance for:
· Forced or compulsory labour
· Human trafficking
· Child labour
· Unsafe or degrading working conditions
Suppliers must:
· Provide fair wages aligned with local laws
· Ensure safe, respectful working environments
· Uphold freedom of association and non‑discrimination
· Support worker wellbeing, including mental health awareness where relevant
3.3 Anti‑Bribery & Anti‑Corruption
We prohibit:
· Bribes, kickbacks, or improper financial incentives
· Conflicts of interest that compromise impartiality
· Unethical gifts or hospitality
All procurement decisions must be based on merit, value, and alignment with our standards—not personal gain.
3.4 Environmental Responsibility
Suppliers are expected to:
· Minimise waste and emissions
· Use sustainable materials where possible
· Demonstrate responsible resource management
· Comply with environmental legislation and best practice
42 Risk Management prioritises suppliers who actively reduce their environmental impact.
3.5 Quality, Reliability & Professional Conduct
Suppliers must:
· Deliver goods and services that meet agreed specifications
· Maintain operational discipline and consistent service standards
· Communicate proactively about risks, delays, or issues
· Uphold confidentiality and data security at all times
3.6 Data Protection & Information Security
Given the sensitive nature of our work, suppliers must:
· Protect all client and company information
· Implement robust cybersecurity measures
· Report breaches or suspected vulnerabilities immediately
3.7 Diversity, Inclusion & Fair Opportunity
We encourage suppliers who:
· Promote equal opportunities
· Support inclusive hiring practices
· Foster respectful, diverse workplaces
3.8 Responsible Subcontracting
Suppliers must:
· Obtain written approval before subcontracting any work
· Ensure subcontractors meet the same ethical standards
· Remain accountable for all subcontracted activity
4. Supplier Selection & Due Diligence
42 Risk Management evaluates suppliers based on:
· Ethical and legal compliance
· Financial stability
· Quality and reliability
· Environmental and social responsibility
· Alignment with our values and service model
Due diligence may include:
· Background checks
· Compliance questionnaires
· Site visits
· Review of certifications and policies
5. Monitoring, Review & Continuous Improvement
We maintain ongoing oversight of supplier performance through:
· Regular audits and compliance checks
· Performance reviews
· Incident reporting and corrective action plans
Suppliers who fail to meet our standards may face:
· Remedial action
· Suspension
· Contract termination
We are committed to continuous improvement and expect suppliers to share this commitment.
6. Reporting Concerns
Any employee, supplier, or partner may report concerns about unethical behaviour or policy breaches. Reports will be handled confidentially and investigated promptly. Retaliation against whistleblowers is strictly prohibited.
7. Policy Ownership & Review
This policy is owned by the Managing Director and reviewed annually to ensure it remains aligned with legislation, industry best practice, and the evolving needs of our clients and operations.

