42 Risk Management CCTV Operations & Surveillance Policy
1. Purpose
This policy sets out the standards, responsibilities, and operational procedures governing the use of Closed-Circuit Television (CCTV) systems managed by 42 Risk Management. Its purpose is to ensure that all surveillance activity is lawful, proportionate, intelligence‑led, and aligned with our commitment to safeguarding people, assets, and environments while respecting privacy and data protection obligations.
2. Scope
This policy applies to:
· All CCTV systems operated, monitored, or managed by 42 Risk Management
· All employees, contractors, and partners involved in surveillance operations
· All client sites where 42 Risk Management provides CCTV oversight, monitoring, or advisory services
It covers fixed cameras, mobile units, body‑worn video (BWV), remote monitoring platforms, and any associated recording or data‑handling systems.
3. Principles of Surveillance
3.1 Legitimacy & Lawfulness
· All CCTV operations comply with UK GDPR, the Data Protection Act 2018, the Protection of Freedoms Act 2012, and relevant ICO guidance.
· Surveillance is conducted only where there is a clear, legitimate security purpose.
3.2 Proportionality
· Cameras are deployed based on risk assessment, threat intelligence, and operational need.
· Surveillance must never be excessive or intrusive.
3.3 Transparency
· Clients and site users are informed of CCTV use through appropriate signage and documentation.
· 42 Risk Management maintains clear, accessible explanations of how surveillance data is used and protected.
3.4 Accountability
· All operators are trained, competent, and subject to ongoing professional oversight.
· Every action taken within the CCTV system must be auditable.
4. Roles & Responsibilities
4.1 42 Risk Management
· Maintain secure, compliant CCTV systems and monitoring environments
· Ensure operators follow this policy and all legal requirements
· Conduct regular audits, reviews, and system health checks
· Provide clients with clear reporting, incident logs, and data‑handling transparency
4.2 CCTV Operators
· Monitor live feeds responsibly and attentively
· Record incidents accurately and promptly
· Escalate threats or suspicious activity according to SOPs
· Protect the confidentiality and integrity of all footage
4.3 Clients
· Provide accurate site information and access where required
· Support signage placement and communication to staff/visitors
· Collaborate on risk assessments and system improvements
5. Operational Standards
5.1 Monitoring
· Monitoring may be conducted on‑site or remotely via secure platforms.
· Operators must maintain situational awareness and follow escalation pathways.
· No unauthorised viewing, sharing, or commentary on footage is permitted.
5.2 Recording & Retention
· Footage is recorded continuously or based on motion/trigger events depending on site requirements.
· Retention periods are set according to client needs and legal guidance, typically 30 days, unless required longer for investigations.
· Footage is automatically deleted after the retention period unless lawfully preserved.
5.3 Access to Footage
· Access is strictly controlled and logged.
· Only authorised personnel may retrieve, review, or export footage.
· Requests from law enforcement or third parties follow a documented approval process.
5.4 Incident Management
· All incidents are logged with time, location, description, and operator actions.
· Footage relevant to an incident is securely bookmarked and preserved.
· Operators follow escalation protocols, including contacting emergency services where appropriate.
6. Data Protection & Privacy
6.1 Data Security
· All systems use encrypted storage and secure transmission protocols.
· Access is protected by multi‑factor authentication and role‑based permissions.
6.2 Privacy by Design
· Cameras are positioned to avoid unnecessary intrusion (e.g., private areas, residential windows).
· Masking and privacy zones are applied where required.
6.3 Subject Access Requests (SARs)
· SARs are handled in accordance with UK GDPR.
· Footage containing third‑party individuals may require redaction before release.
7. System Maintenance & Quality Assurance
· Regular system checks ensure cameras, storage, and networks are functioning correctly.
· Faults are logged and escalated immediately.
· Annual reviews assess system effectiveness, coverage, and alignment with evolving risks.
8. Training & Competency
All CCTV operators must:
· Hold appropriate SIA licences where required
· Complete 42 Risk Management’s internal CCTV & Surveillance Training Programme
· Undergo refresher training annually
· Demonstrate understanding of privacy, data protection, and ethical surveillance
9. Ethical Standards
42 Risk Management upholds the highest professional and ethical standards:
· Surveillance is never used for personal interest, discrimination, or harassment
· Operators must remain impartial and objective
· Any misuse of CCTV systems results in disciplinary action and potential legal consequences
10. Policy Review
This policy is reviewed annually or following:
· Changes in legislation
· Significant operational changes
· Client feedback or incident learnings

