42 Risk Management Evidence Handling & Chain of Custody Policy
1. Purpose
This policy establishes the standards, procedures, and responsibilities for the secure handling, preservation, documentation, and transfer of evidence by 42 Risk Management personnel. Its purpose is to ensure that all evidence collected or managed by the company remains authentic, unaltered, and admissible in legal, regulatory, or internal investigative processes.
2. Scope
This policy applies to:
· All 42 Risk Management employees, contractors, and approved partners
· All operational environments, including corporate, residential, event, and mobile deployments
· All physical, digital, photographic, audio, and written evidence collected during the course of duty
3. Principles
42 Risk Management operates under the following principles:
· Integrity: Evidence must remain unaltered from the moment of discovery to final disposition.
· Accountability: Every individual who handles evidence is responsible for its security and documentation.
· Transparency: All actions taken with evidence must be recorded clearly and accurately.
· Confidentiality: Evidence is handled on a strict need‑to‑know basis and protected from unauthorised access.
4. Definitions
· Evidence: Any item, material, data, or record that may support an investigation, incident review, or legal process.
· Chain of Custody (CoC): A chronological record documenting the collection, handling, transfer, analysis, and storage of evidence.
· Custodian: The individual responsible for the security and integrity of evidence at a given point in time.
5. Evidence Handling Procedures
5.1 Discovery and Initial Action
When evidence is identified:
· Personnel must secure the area and prevent contamination or interference.
· Evidence must be photographed in situ where safe and appropriate.
· No item should be moved unless necessary to prevent loss, damage, or safety risk.
5.2 Collection
Evidence must be collected using approved methods:
· Gloves and appropriate PPE must be worn.
· Tamper‑evident packaging must be used for all physical items.
· Digital evidence must be captured using forensically sound methods (e.g., write‑blockers, secure exports).
· Each item must be assigned a unique evidence reference number.
5.3 Documentation
Every item of evidence must be recorded on a Chain of Custody Form, including:
· Evidence reference number
· Description of item
· Date, time, and location of collection
· Name and signature of collector
· Condition of item
· Photographic references
· Any relevant contextual notes
Incomplete documentation is not permitted.
5.4 Packaging and Labelling
All evidence must be:
· Sealed in tamper‑evident packaging
· Labelled with the reference number, date, time, and collector’s initials
· Stored in a manner appropriate to its type (e.g., dry, cool, encrypted, locked)
6. Chain of Custody Management
6.1 Transfers
Any transfer of evidence must be:
· Documented on the Chain of Custody Form
· Signed by both the releasing and receiving custodians
· Time‑stamped accurately
· Justified with a clear operational reason
Transfers may only occur between authorised personnel.
6.2 Storage
Evidence must be stored in:
· A secure, access‑controlled evidence locker or digital vault
· A location monitored by CCTV where appropriate
· Conditions that prevent degradation or data loss
Access logs must be maintained and reviewed periodically.
6.3 Digital Evidence
Digital evidence must be:
· Stored on encrypted, access‑controlled systems
· Backed up to secure, approved storage
· Protected from alteration through hashing or forensic imaging
· Accessed only by authorised personnel with a legitimate operational need
Hash values must be recorded and verified at each stage.
7. Evidence Release and Final Disposition
Evidence may only be released to:
· Law enforcement
· Legal representatives with proper authority
· Clients when contractually appropriate and legally permissible
Final disposition (return, destruction, or long‑term storage) must be:
· Approved by senior management
· Documented in the Chain of Custody record
· Conducted in accordance with legal and regulatory requirements
8. Confidentiality and Data Protection
All evidence is treated as confidential. Personnel must:
· Comply with GDPR and relevant UK data protection laws
· Avoid discussing evidence outside authorised channels
· Report any suspected breach immediately to management
9. Training and Competency
All operational staff must receive:
· Initial training on evidence handling and chain of custody
· Annual refresher training
· Scenario‑based exercises to maintain competency
Records of training must be maintained by management.
10. Non‑Compliance
Failure to comply with this policy may result in:
· Disciplinary action
· Removal from operational duties
· Contract termination
· Legal consequences where applicable
11. Review and Governance
This policy will be:
· Reviewed annually or following significant operational changes
· Updated to reflect legal, regulatory, and industry best‑practice developments
· Approved by the Managing Director of 42 Risk Management

