42 Risk Management – Privacy Notice (Staff & Clients)
Last updated: 15/04/2026
🌐 1. Purpose of This Notice
This Privacy Notice explains how 42 Risk Management Ltd (“we”, “us”, “our”) collects, uses, stores, and protects personal data relating to clients, prospective clients, staff, contractors, and other individuals connected to our operations.
We are committed to handling all personal data responsibly, transparently, and in line with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
🏢 2. Who We Are
42 Risk Management Ltd
3rd Floor, 45 Albemarle Street
Mayfair, London, W1S 4JL
United Kingdom
We act as a Data Controller for the personal data we collect in the course of delivering security, risk management, consultancy, and wellbeing‑integrated services.
📌 3. What Personal Data We Collect
For Clients & Prospective Clients
We may collect:
· Contact details (name, email, phone number, job title)
· Business information (organisation, venue details, operational requirements)
· Risk‑related information (threats, incidents, vulnerabilities)
· Access requirements (site access lists, visitor logs)
· Payment and invoicing information
· Communications and correspondence
· CCTV or surveillance data where relevant to contracted services
For Staff, Contractors & Applicants
We may collect:
· Identification details (name, address, date of birth)
· Right‑to‑work documentation
· Employment history and qualifications
· Security clearances, licences, and vetting information (e.g., SIA licence)
· Training records and performance data
· Payroll, tax, and banking information
· Health or wellbeing information where necessary for duty of care
· Incident reports or operational logs
We only collect what is necessary for lawful, safe, and effective operations.
⚖️ 4. Legal Basis for Processing
We process personal data under one or more of the following lawful bases:
· Contractual necessity – to deliver services or manage employment.
· Legal obligation – compliance with regulatory or licensing requirements.
· Legitimate interests – ensuring safety, security, and operational effectiveness.
· Consent – where required (e.g., marketing communications).
· Vital interests – protecting life or preventing serious harm.
🔐 5. How We Use Personal Data
Client Data
· Delivering contracted security and risk management services
· Conducting risk assessments and operational planning
· Managing access control and site safety
· Communicating updates, reports, and recommendations
· Invoicing, account management, and compliance
Staff & Contractor Data
· Recruitment, onboarding, and vetting
· Scheduling, deployment, and operational management
· Training, performance, and professional development
· Payroll and HR administration
· Health, safety, and wellbeing support
· Compliance with legal and regulatory obligations
We do not sell personal data or use it for unrelated purposes.
🔄 6. Sharing Personal Data
We may share data with:
· Trusted service providers (IT, payroll, HR systems, vetting bodies)
· Regulatory authorities (SIA, police, emergency services)
· Clients, where necessary for operational coordination
· Legal or professional advisers
· Insurance providers
All third parties are required to maintain confidentiality and comply with data protection law.
🌍 7. International Transfers
If personal data is transferred outside the UK, we ensure appropriate safeguards are in place, such as:
· Adequacy decisions
· Standard Contractual Clauses (SCCs)
· Equivalent protective measures
🗄️ 8. Data Retention
We retain personal data only for as long as necessary for:
· Contractual obligations
· Legal and regulatory requirements
· Operational needs
· Legitimate business interests
Typical retention periods:
· Operational reports: 12–24 months
· HR and employment records: up to 6 years after employment ends
· Financial records: 6 years
· CCTV (if applicable): typically 30 days unless required for investigation
🛡️ 9. Data Security
We implement layered, intelligence‑led security measures including:
· Access controls and authentication
· Encrypted systems and secure storage
· Staff training and confidentiality agreements
· Incident response and breach reporting procedures
We take data protection as seriously as physical security.
👤 10. Your Rights
Under UK GDPR, individuals have the right to:
· Access their personal data
· Request correction or deletion
· Restrict or object to processing
· Request data portability
· Withdraw consent (where applicable)
· Lodge a complaint with the ICO
We will respond to all rights requests within statutory timeframes.
📬 11. Contact Us
For questions, requests, or concerns about this Privacy Notice or your personal data, contact:
Data Protection Lead
42 Risk Management Ltd
Email: headoffice@42riskmanagementinfo.uk
Address: 3rd Floor, 45 Albemarle Street, London, W1S 4JL
🔄 12. Updates to This Notice
We may update this Privacy Notice periodically. The latest version will always be available upon request or via our official communication channels.

