42 Risk Management BS 7858:2019 Vetting & Screening Policy
1. Purpose
This policy sets out 42 Risk Management’s commitment to conducting robust, lawful, and ethical pre‑employment screening in accordance with BS 7858:2019 – Screening of Individuals Working in a Secure Environment.
Our aim is to ensure that all personnel deployed on client assignments meet the highest standards of integrity, reliability, and professionalism.
2. Scope
This policy applies to:
· All employees, contractors, and subcontracted personnel engaged in security operations, risk management, consultancy, or any role requiring access to sensitive information, client premises, or high‑value assets.
· All stages of the employment lifecycle, from recruitment to ongoing employment.
3. Principles
42 Risk Management operates on the following principles:
· Integrity: Screening is conducted transparently, consistently, and without discrimination.
· Compliance: All processes meet or exceed BS 7858:2019 requirements and relevant UK legislation (Data Protection Act 2018, Equality Act 2010, Rehabilitation of Offenders Act 1974).
· Confidentiality: All personal data is handled securely and only for legitimate screening purposes.
· Risk‑based approach: Screening decisions consider role‑specific risk, client requirements, and organisational standards.
4. Responsibilities
4.1 Senior Management
· Ensure full compliance with BS 7858:2019.
· Provide resources, training, and oversight for screening processes.
· Approve any exceptions or risk‑based decisions.
4.2 Screening & Compliance Team
· Conduct all vetting checks accurately and within required timeframes.
· Maintain secure records and audit trails.
· Report anomalies, concerns, or non‑conformities.
4.3 Applicants & Personnel
· Provide accurate, complete information.
· Cooperate fully with all screening requirements.
· Report any changes in circumstances that may affect suitability.
5. Screening Requirements (BS 7858:2019)
5.1 Identity Verification
· Passport, driving licence, or other approved government ID.
· Proof of address (utility bill, bank statement, etc.).
· Verification of right to work in the UK.
5.2 Employment History (5-Year Minimum)
· Full employment history covering the previous five years (or back to school leaving age).
· Verification of all periods of employment, unemployment, self‑employment, or overseas residence.
· Character references where employment evidence is unavailable.
5.3 Financial Integrity Checks
· Credit reference check to identify financial vulnerabilities, CCJs, insolvency, or high‑risk indicators.
· Assessment based on role‑specific risk, not financial status alone.
5.4 Criminal Record Checks
· Enhanced or Standard DBS checks depending on role requirements.
· Overseas criminality checks where applicable.
· Consideration of offences in line with the Rehabilitation of Offenders Act.
5.5 Right to Work & Immigration Status
· Verification of immigration status and ongoing monitoring where required.
5.6 Address History
· Minimum five-year address history validated through documentation or third‑party verification.
5.7 Character & Integrity Assessment
· Personal references where required.
· Review of anomalies, gaps, or inconsistencies.
5.8 Social Media & Open-Source Intelligence (OSINT)
· Conducted proportionately and ethically.
· Focused on behaviours relevant to professional integrity, extremism, or reputational risk.
6. Conditional Employment
Personnel may be deployed under conditional approval only when:
· All critical checks (ID, RTW, DBS application) are complete.
· Remaining checks are in progress and risk‑assessed.
· The individual is supervised appropriately.
Conditional employment must not exceed 12 weeks, unless authorised by senior management.
7. Non‑Conformities & Adverse Findings
Where screening identifies concerns:
· A formal risk assessment is conducted.
· The individual is given an opportunity to explain or provide evidence.
· Decisions are documented and approved by senior management.
· Clients may be informed where contractually required.
8. Record Keeping & Data Protection
· All screening records are stored securely in compliance with GDPR and the Data Protection Act 2018.
· Records are retained for seven years after employment ends, unless legislation requires otherwise.
· Access is restricted to authorised personnel only.
9. Renewals & Continuous Screening
· Screening is reviewed every 12 months or sooner if role risk changes.
· Personnel must report changes such as arrests, financial issues, or loss of right to work.
· Random integrity checks may be conducted as part of ongoing risk management.
10. Auditing & Quality Assurance
· Internal audits conducted annually.
· External audits conducted as required by clients or regulatory bodies.
· Non‑conformities are logged, investigated, and resolved promptly.
11. Policy Review
This policy is reviewed annually or following:
· Changes to BS 7858 standards
· Legislative updates
· Organisational or operational changes
· Client or audit feedback
12. Approval
Managing Director: Ryan Faulkner (Founder & Managing Director, 42 Risk Management)
Effective Date: 15/04/2026
Next Review: 15/04/2027

