42 Risk Management Digital Communications & Social Media Policy
1. Purpose
This policy sets clear expectations for how 42 Risk Management personnel use digital communication channels and social media. It protects our clients, our people, our reputation, and the integrity of our operations. It applies to all employees, contractors, and representatives of 42 Risk Management, whether communicating on company systems or personal devices.
2. Guiding Principles
· Professionalism at all times – Our digital footprint must reflect the standards of a premium risk‑management provider.
· Confidentiality is non‑negotiable – Client information, operational details, and sensitive intelligence must never be shared online.
· Accuracy and clarity – Communications must be factual, measured, and free from speculation.
· Brand integrity – Public content must align with 42 Risk Management’s tone, values, and positioning.
· Legal and ethical compliance – All digital activity must comply with UK law, data‑protection regulations, and industry best practice.
3. Scope
This policy covers:
· Email, messaging platforms, and internal communication tools
· Social media platforms (LinkedIn, Instagram, X, Facebook, TikTok, YouTube, etc.)
· Online forums, blogs, and comment sections
· Digital content creation, including photos, videos, and audio recordings
· Any public or semi‑public digital space where 42 Risk Management may be identified
4. Professional Digital Conduct
4.1 Email & Messaging
· Use company email for all client‑related communication.
· Maintain a clear, concise, and professional tone.
· Avoid jargon unless communicating with trained professionals.
· Do not send sensitive information without appropriate encryption or approval.
· Report suspicious emails or phishing attempts immediately.
4.2 Internal Platforms
· Treat internal channels as professional spaces.
· Avoid sharing unverified information or personal opinions that may cause disruption.
· Use approved platforms only—no unauthorised apps for operational communication.
5. Social Media Use
5.1 Personal Accounts
Employees may use personal social media, but must:
· Never disclose client identities, locations, or operational details.
· Avoid posting in uniform, at client sites, or near sensitive assets.
· Not comment on incidents, threats, or security matters connected to 42 Risk Management.
· Avoid engaging in online arguments or controversial discussions that could reflect poorly on the company.
· Make it clear that personal views are their own, not the company’s.
5.2 Professional Accounts
Only authorised personnel may post on behalf of 42 Risk Management.
All content must:
· Be approved by management or the communications lead.
· Align with brand guidelines and tone of voice.
· Support client education, industry standards, and positive public engagement.
· Avoid operational specifics, even after an event has concluded.
6. Content Restrictions
The following must never be shared digitally:
· Client names, addresses, or identifying details
· Operational plans, deployments, or schedules
· Photos or videos from client sites, control rooms, or secure areas
· Sensitive intelligence, risk assessments, or incident reports
· Internal documents, SOPs, or training materials
· Any content that could compromise safety, privacy, or reputation
7. Digital Security Requirements
· Use strong, unique passwords and enable multi‑factor authentication.
· Do not store client information on personal devices.
· Report lost or stolen devices immediately.
· Only use approved cloud services and storage solutions.
· Keep software and devices updated to reduce cyber‑risk.
8. Brand Representation
When representing 42 Risk Management online:
· Use approved logos, colours, and messaging.
· Maintain a tone that is calm, authoritative, and client‑focused.
· Avoid sensationalism, fear‑based messaging, or reactive commentary.
· Ensure all educational content is accurate and aligned with company standards.
9. Crisis & Incident Communications
In the event of an incident:
· No employee may post or comment publicly.
· All media or public enquiries must be directed to senior management.
· Internal communication must remain factual and operationally relevant.
· Social media silence is required until authorised statements are issued.
10. Monitoring & Compliance
· The company may review digital activity related to its brand or operations.
· Breaches of this policy may result in disciplinary action, up to and including termination.
· Serious breaches involving confidentiality or safety may lead to legal action.
11. Support & Training
42 Risk Management will provide:
· Regular training on digital professionalism and online risk
· Guidance on brand‑aligned communication
· Support for employees unsure about what is appropriate to share
· Clear escalation routes for concerns or potential breaches
12. Acknowledgement
All personnel must confirm they have read, understood, and agree to comply with this policy as part of onboarding and annual refresher training.

