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Syllabus Content 
14. Communication and Internet technologies 
14.1 Protocols 

 protocol is essential for communication between computers 

 protocol implementation can be viewed as a stack, where each layer has its own functionality 

 Show understanding of the TCP / IP protocol suite 

 Show understanding of protocols (HTTP, FTP, POP3, IMAP, SMTP, BitTorrent) and their 
purposes 

Notes and guidance 
 Four Layers (Application, Transport, Internet, Link)  
 Purpose and function of each layer application when a message is sent from one host to 

another on the internet 

  
14.2 Circuit switching, packet switching and routers 

 Show understanding of circuit switching 

 Show understanding of packet switching 
Notes and guidance 

 Benefits, drawbacks and where it is applicable 

 Show understanding of the function of a router in packet switching. Explain how packet 
switching is used to pass messages across a network, including the internet 
 

Protocols:  

Protocols are set of rules for data transmission which are agreed by sender and 

receiver 

Network Protocols: 
These are basically set of rules which computers make use of when they communicate 
with each other over a network. A network communication protocol is a standard 
method for transmitting data from one computer to another across a network. 
 

A protocol stack 
For a protocol suite the protocols can be viewed as layers within a protocol stack. There are a 
number of aspects relating to this concept. 

 Each layer can only accept input from the next higher layer or the next lower layer. 

 There is a defined interface between adjacent layers which constitutes the only 
interaction allowed between layers. 

 A layer is serviced by the actions of lower layers. 

 With the possible exception of the lowest layer the functioning of a layer is created by 
installed soft ware. 

 A layer may comprise sub-layers. 

 Any user interaction will take place using protocols associated with the highest level 
layer in the stack. 

 Any direct access to hardware is confined to the lowest layer in the stack. 
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The internet group of protocols may be represented in a 5 layer model as shown: 
 

 LAYER  PROTOCOL  FUNCTION  

1)  Physical  Modems  This is the layer at which the basic 
communication takes place bit by bit 
from device to device.  

2)  Data Link  Ethernet/ WiFi  This layer acts as a correspondent 
between the network and physical 
layer. It receives requests of services 
from the network layer and in turn 
requests services from the physical 
layer.  

3)  Network/ Internet  Internet Protocol  This layer is responsible for the 
transmission of data. It makes sure 
that the data packets reach the 
destination. It also performs routing 
i.e. deciding on the path to be taken 
by the packets to the destination.  

4)  Transport  TCP, UDP  This layer divides the data into 
smaller packets and writes the 
source and destination addresses on 
each packet as well as the sequence 
number of the packet.  

5)  Application  FTP, TELNET, 
HTTP, SSH  

This layer consists of protocols 
which provide services to the 
network layer via the transport 
layer.  

 

TCP/IP (transmission control protocol/internet protocol) 

TCP/IP (also known as the internet protocol suite) is the set of protocols used over the 
internet. It organises how data packets are communicated and makes sure packets 

have the following information: 

 source - which computer the message came from 
 destination - where the message should go 
 packet sequence - the order the message data should be re-assembled 
 data - the data of the message 
 error check - the check to see that the message has been sent correctly 
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TCP/IP protocols 

This is the four-layer structure for TCP/IP protocols: 
 

 
 
Using layers breaks the process down into manageable self-contained modules (this process is 

known as decomposition), making it easier to develop and easier to make\ software and 

hardware compatible. 

When sending data across the internet (network), the layers are used in the order layer 4 to layer 

1; when receiving data across the internet (network), the layers are used in the order layer 1 to 

layer 4. Each of the layers is implemented using software. 

Internet  Protocols 
Within TCP/IP there are several key protocols. These include the following. 
 

TCP (Transmission Control Protocol) 
If an application is running on an end-system where a ‘message’ is to be sent to a different end-
system the application will be controlled by an application layer protocol as described above.  

 The protocol will transmit the user data to the transport layer.  

 The TCP protocol operating in the transport layer now has to take responsibility for ensuring 
the safe delivery of the ‘message’ to the receiver.  

 The TCP protocol creates sufficient packets to hold all of the data. 

 Each packet consists of a header plus the user data. 
 

IP (Internet Protocol) 
 The function of the network layer, and in particular of the IP, is to ensure correct routing 
over the Internet.  

 IP protocol takes the packet received from the transport layer and adds a further header. 
The header contains the IP addresses of both the sender and the receiver.  

 The IP packet, which is usually called a ‘datagram’, is sent to the data-link layer and 
therefore to a different protocol suite.  

http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-zxyjn39
http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-zhs2fg8
http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-z92bjxs
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 The data-link layer assembles datagrams into ‘frames’. Once the IP packet has been sent to 
the datalink layer, IP has no further duty.  

 IP will have no knowledge of whether or not it reached its destination. If IP receives a 
packet which contains an acknowledgement of a previously sent packet, it will simply pass 
the packet on to TCP with no awareness of the content. 

IP address 
Every device on the internet has a unique IP address. The IP address is included in a 
data packet. IP addresses are either 32-bit or 128-bit numbers. The address is broken 
down into four 8-bit numbers (each is called an octet). Each octet can represent a 
number between 0 and 255 and is separated by a full stop, eg 192.168.0.12. 

To find your IP address you can use the ipconfig command line tool. 
Home and small business routers often incorporate a basic dynamic host configuration 
protocol (DHCP) server which assigns IP addresses to devices on a network. 
 

Application-layer protocols associated with TCP/IP 
There are very many application-layer protocols. This discussion considers some that are used most 
often. 
 

FTP (File Transfer Protocol) 
FTP is used to transfer large files. It is often used for organising files on a web server 
for a website. You can have private access to an area on an FTP server where you 
can upload your files. You can then give another user access to download the 
documents that you have shared. 
 

 FTP or File Transfer Protocol is an extensively used for downloading. It uses TCP/IP 
for transmission of data.  

 FTP allows the transfer of files over the internet between two computers.  

 It follows a client-server relationship i.e. users(client) have to log in using a 
username and password before being able to download files from or upload files to 
the server.  

 FTP is weak in terms of security and does not have any encryption. Therefore SSH 
or SSL protocols are used with it to provide additional security.  

 
FTP Server: central computer stores files that are to be downloaded 
FTP Command: user can send action/instruction   (or by example, e.g. change 
directory) that are carried out on server  
FTP Client: A computer that requests a file from FTP server is called FTP client. 
Anonymous: allows user to access files user does not need to identify themselves to 
server  

http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-z4vt34j
http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-zsf2fg8
http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-zd742hv
http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-zkqc7ty
http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-zkwgjxs
http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-zhyxvcw
http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-ztjrjxs
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HTTP (Hyper Text Transfer Protocol) 
HTTP transfers web pages from web servers to the client. All web page addresses start 
with http. An https address is a secure web address which has been encrypted. An 
https address is used for sites holding bank details and secure information. 
 

 HTTP is a protocol used to transfer data across internet. It is a set of rules which 
must be followed while transferring data such as files, image, sound, videos etc on 
the World Wide Web.  

 It is also based on a client-server relationship i.e. when a user opens the web 
browser and types in or clicks on a Uniform Resource Locater (URL), the request is 
sent and URL is converted into an IP address which is used to locate the server.  

 The server contains text, images etc in HTML format or PDF or in original formats.  

 HTTP daemon is the program which acts upon the requests from clients and sends 
the requested file to them.  

 HTTPS is Hyper Text Transfer Protocol Secure when data is encrypted and 
send with security. 

The following summarizes what happens when a user requests a web page from a 
website. 

 The usertypes URL into their browser. HTTP(s) transmits the request from the 
application layer to the transport layer (TCP). 

 The TCP creates data packets and sends them to the destination port(s). 

 The DNS server stores a database of URLs and matching IP addresses. 

 The DNS server uses the domain name typed into the browser to look up the IP 
address of the appropriate website. 

 The server TCP sends back an acknowledgement. 

  Once communication has been established, the web server sends the web page 
back in HTML format to the browser. The browser interprets the page and 
displays it or sends the data in the correct format to the media player. 

SMTP and POP3 
Email uses these protocols to communicate with mail servers.  SMTP Simple Mail 
Transfer Protocol is used to send the email; It is sometimes referred to as a push 
protocol (in other words, a client opens a connection to a server and keeps the 
connection active all the time; the client then uploads a new email to the server). 

 Since SMTP is text-based only, it doesn’t handle binary files (a binary file is a 
file containing media/images as well as text and is regarded as being computer-
readable only). If an email contains attachments made up of, for example, 

http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-zhd47ty
http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-zy3tb9q
http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-zkqc7ty
http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-z8742hv


 

 

   

(Paper 3.)Sec 14. Communication & internet Technologies 
Computer Science 9618  

with Majid Tahir 

6 Email: majidtahir61@gmail.com Contact: +923004003666 www.majidtahir.com 

images, video, music then it is necessary to use the multi-purpose internet 
mail extension (MIME) protocol instead.  

 A MIME header is used at the beginning of the transmission; clients use this 
header to select which media player is needed when the attachment is opened. 

 
POP (Post Office Protocol Version 3) & IMAP (Internet message access protocol) 

 These protocols are used to receive email.  

 These are known as pull protocols (the client periodically connects to a server; 
checks for and downloads new emails from the server – the connection is then 
closed; this process is repeated to ensure the client is updated). 

 IMAP is a more a recent protocol than POP3/4, but both have really been 
superseded by the increasing use of HTTP protocols. However, SMTP is still used 
when transferring emails between email servers. 

VOIP  
VOIP is a set of protocols that enables people to have voice conversations over the 
internet. 
 
VOIP or Voice over Internet Protocol is not a protocol but the use of internet to 
send voice data in form of digital data packets using internet protocols.  
 

UDP (User Datagram Protocol):  

 

 UDP or User Datagram Protocol, unlike TCP is a connectionless service i.e. it does 
not require handshaking to take place and does not have a congestion control 
mechanism. It is a very basic protocol.  

 Data packets are sent to the destination with its address attached to the packet. 
However sequence numbers are not attached to packets.  

 It is useful for real time applications such as video on demand systems. 

 

Peer-to-peer (P2P) file-sharing: 
 

The network traffic generated by peer-to-peer (P2P) file sharing is one of the main features 
of Internet use. P2P is an architecture that has no structure and no controlling mechanism. 
Peers act as both clients and servers and each peer is just one end-system. When a peer acts 
as a server it is called a ‘seed’. 
336Cambridge International AS & A Level Computer Science 
The BitTorrent protocol is the most used protocol because it allows fast sharing of files. There 
are three basic problems to solve if end-systems are using BitTorrent. 
 

http://www.bbc.co.uk/education/guides/zp9jpv4/revision/6#glossary-z26c2hv
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1. How does a peer find others that have the wanted content? Every content provider 
should provide a content description, called a torrent, which is a file that contains the 
name of the tracker (a server that leads peers to the content) 

2.  How do peers replicate content to provide high-speed downloads for everyone? Peers 
download and upload chunks at the same time, but peers have to exchange lists of 
chunks and aim to download rare chunks for preference. Each time a rare chunk is 
downloaded it automatically becomes less rare! 

3. How do peers encourage other peers to provide content rather just using the protocol to 
download for themselves? This requires dealing with the free-riders or ‘leechers’ who 
only download.  

 
The solution is for a peer to initially randomly try other peers but then to only continue to 
upload to those peers that provide regular downloads. If a peer is not downloading or only 
downloading slowly, the peer will eventually be isolated or ‘choked’. 
 

BitTorrent Protocol: 

BitTorrent may be popularly known as a method of piracy, but it isn’t just for pirates. 
It’s a useful, decentralized peer-to-peer protocol with significant advantages over other 
protocols in many situations. 
 
How BitTorrent Works 
 
When you download a web page, your 
computer connects to the web server and 
downloads the data directly from that server. 
Each computer that downloads the data 
downloads it from the web page’s central 
server. This is how much of the traffic on the 
web works. 
 
BitTorrent is a peer-to-peer protocol, which 
means that the computers in a BitTorrent 
swarm: (a group of computers downloading 
and uploading the same torrent) transfer data 
between each other without the need for a central server. 
 
Traditionally, a computer joins a BitTorrent swarm by loading a .torrent file into a 
BitTorrent client. The BitTorrent client contacts a “tracker” specified in the .torrent file.  
 
Tracker: The tracker is a special server that keeps track of the connected computers. 
The tracker shares their IP addresses with other BitTorrent clients in the swarm, 
allowing them to connect to each other. 
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Once connected, a BitTorrent client downloads bits 
of the files in the torrent in small pieces, 
downloading all the data it can get. Once the 
BitTorrent client has some data, it can then begin 
to upload that data to other BitTorrent clients in the 
swarm. In this way, everyone downloading a 
torrent is also uploading the same torrent. This 
speeds up everyone’s download speed. If 10,000 
people are downloading the same file, it doesn’t put 
a lot of stress on a central server. Instead, each 
downloader contributes upload bandwidth to other 
downloaders, ensuring the torrent stays fast. 
 
Importantly, BitTorrent clients never actually download files from the tracker itself. The 
tracker participates in the torrent only by keeping track of the BitTorrent clients 
connected to the swarm, not actually by downloading or uploading data. 
 

Leechers and Seeders 
Users downloading from a BitTorrent swarm are commonly referred to as “leechers” or 
“peers”. Users that remain connected to a BitTorrent swarm even after they’ve 
downloaded the complete file, contributing more of their upload bandwidth so other 
people can continue to download the file, are referred to as “seeders”. For a torrent to 
be downloadable, one seeder – who has a complete copy of all the files in the torrent – 
must initially join the swarm so other users can download the data. If a torrent has no 
seeders, it won’t be possible to download – no connected user has the complete file. 

BitTorrent clients reward other clients who upload, preferring to send data to clients 
who contribute more upload bandwidth rather than sending data to clients who upload 
at a very slow speed. This speeds up download times for the swarm as a whole and 
rewards users who contribute more upload bandwidth.  
 
Each “seeder” is a user (or “peer” whose computer holds the complete file to share. 
A seed is then broken into pieces and the pieces are sent to other peers who want to 
download them. 
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Router 

 
 

A router is a network device that connects together two or more networks. A 
common use of a router is to join a home or business network (LAN) to the Internet 
(WAN).  
 

Routers that join together the various different networks that together make up the 
Internet are much more complex than the one you might have in your home. 

Following steps explain how routers work on internet 
 

 The frame sent by the data-link layer will arrive at a router during transmission 
(more likely at several routers). At this stage, the datagram content of the frame 
is given back to IP.  

 It is now the function of the router software to choose the next target host in the 
transmission.  

 The software has access to a routing table appropriate to that router. The size 
and complexity of the Internet prohibits a router from having a global routing 
table. Once the appropriate address has been inserted into the datagram, IP 
passes it back to the datalink layer of the router. 

 The routing table for every router has details of any current problems with any of 
the options for the next transmission step. This ensures that packets are 
delivered to their destination in the shortest possible time available. 

 The major distinction between a switch and a router as a node in a network is 
that when a frame arrives at a switch, it is transmitted on without any routing 
decision. A switch operates in the data-link layer but has no access to the 
network layer. 
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Packet switching and circuit switching: 

Packet switching and circuit switching are two networking methods for transferring data 
between two nodes or hosts.  

Circuit Switching 

 In circuit switching network dedicated channel has to be established before the 
call is made between users.  

 The channel is reserved between the users till the connection is active. For half 
duplex communication, one channel is allocated and for full duplex 
communication, two channels are allocated.  

 It is mainly used for voice communication requiring real time services without 
any much delay.  

 

 
As shown in the figure 1, if user-A wants to use the network; it need to first ask for the 
request to obtain the one and then user-A can communicate with user-C.  
 
During the connection phase if user-B tries to call/communicate with user-D or any 
other user it will get busy signal from the network. 

 

Packet Switching 

 In packet switching network unlike CS network, it is not required to establish the 
connection initially.  

 The connection/channel is available to use by many users. But when capacity or 
number of users increases then it will lead to congestion in the network.  

 Packet switched networks are mainly used for data and voice applications 
requiring non-real time scenarios.  
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As shown in the figure 2, if user-A wants to send data/information to user-C and if user-
B wants to send data to user-D, it is simultaneously possible.  

 Here information is padded with header which contains addresses of source and 
destination. This header is sniffed by intermediate switching nodes to determine 
their route and destination. 

 In packet switching, station breaks long message into packets. Packets are sent 
one at a time to the network. Packets are handled in two ways, viz. datagram 
and virtual circuit. 

 In datagram, each packet is treated independently. Packets can take up any 
practical route. Packets may arrive out of order and may go missing.  

 In virtual circuit, preplanned route is established before any packets are 
transmitted. The handshake is established using call request and call accept 
messages. Here each packet contains virtual circuit identifier(VCI) instead of the 
destination address. In this type, routing decisions for each packet are not 
needed. 

For a packet-switched network, data is transferred by dividing the data into individual 
packets and passing it through the circuits to the other host. In packet-switched 
networks, the route is not exclusively determined when the packets hit the wire. Using 
routing algorithms, each packet may actually take a different route through the network 
to arrive at the destination host.  

Unlike a circuit-switched network where a static route is setup and pre-established prior 
to initializing connections to the host. 

Comparison between CS vs. PS networks 

As shown above in Packet switched (PS) networks quality of service (QoS) is not 
guaranteed while in circuit switched (CS) networks quality is guaranteed.  
PS is used for time insensitive applications such as internet/email/SMS/MMS/VOIP etc.  
In CS even if user is not talking the channel cannot be used by any other users, this will 
waste the resource capacity at those intervals.  

http://searchnetworking.techtarget.com/definition/circuit-switched
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The example of circuit switched network is PSTN and example of packet switched 
network is GPRS/EDGE. Following table summarizes difference between circuit 
switching and packet switching of type datagram and virtual circuit. 
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