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Syllabus Content:

17 Security

17.1 Encryption, Encryption Protocols and Digital certificates

Candidates should be able to:

Show understanding of how encryption works

Notes and guidance

Including the use of public key, private key, plain text, cipher text, encryption, symmetric key
cryptography and asymmetric key cryptography

How the keys can be used to send a private message from the public to an
individual/organisation

How the keys can be used to send a verified message to the public

How data is encrypted and decrypted, using symmetric and asymmetric cryptography
Purpose, benefits and drawbacks of quantum cryptography
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Show awareness of the Secure Socket Layer (SSL)/ Transport Layer Security (TLS)
Purpose of SSL / TLS Use of SSL/TLS in client-server communication

Situations where the use of SSL/TLS would be appropriate

Show understanding of digital certification How a digital certificate is acquired

CUNE R

How a digital certificate is used to produce digital signatures

Security:

Encryption fundamentals

Encryption can be used as a routine procedure when storing data within a computing
system. However, the focus in this chapter is on the use of encryption when transmitting
data over a network.

The use of encryption is illustrated in figure.

/  Plaintext L Encryption —7/Ciphertext/—a— Decryption 7/ Plaintext;

The process starts with original data referred to as plaintext, whatever form it takes.
This is encrypted by an encryption algorithm which makes use of a key. The product of
the encryption is ciphertext, which is transmitted to the recipient. When the
transmission is received it is decrypted using a decryption algorithm and a key to
produce the original plaintext.

‘hlehsite: wiww.malldtahir.com Conbact: EWIAN AT majidtahir61@gmail.com




P3 Sec 17Security .majidtahir.com)

@

Mapd Tatw

Security concerns

There are a number of security concerns relating to a transmission:
@ Confidentiality: Only the intended recipient should be able to decrypt the
ciphertext.
® Authenticity: The receiver must be certain who sent the ciphertext.
2 Integrity: The ciphertext must not be modified during transmission.
@ Non-repudiation: Neither sender nor receiver should be able to deny
involvement in the transmission.

2 Availability: Nothing should happen to prevent the receiver from receiving the
transmission.

This chapter will consider only confidentiality, authenticity and integrity.

The confidentiality concern arises because a message could be intercepted during
transmission and the contents read by an unauthorised person. The concern about
integrity reflects the fact that the transmission might be interfered with deliberately but
also that there might be accidental corruption of the data during transmission.

Encryption methods

SYMMETRIC ENCRYPTION

SYMMETRIC ENCRYPTION is a secret key which can be a combination of characters.
If this key is applied to a message, its content is changed which makes it unreadable
unless the recipient also has the decryption key.

One key is needed to encrypt a message and same key is needed to decrypt a
message. It is obviously important that the sender and receiver have the same
encryption and decryption key. There is clearly a security risk here, since the sender
has to supply the key to the recipient. This key could be intercepted by, for example, a
hacker which puts the security of the encrypted message at risk. This situation is
referred to as the KEY DISTRIBUTION PROBLEM

& A
@ Plaintext :@ Ciphertext ’U Plaintext =Q

Sender Encrypt Decrypt Recipient

Same key is used to encrypt
and decrypt message

\ Ve
&)

Shared Secret Key
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If symmetric key encryption is used, there needs to be a secure method for the sender
and receiver to be provided with the secret key.

ASYMMETRIC ENCRYPTION

@ Using asymmetric key encryption, the process actually starts with the receiver.
@ The receiver must be in possession of two keys. One is a public key which is
not secret. The other is a private key which is secret and known only to the

receiver.

® The receiver can send the public key to a sender, who uses the public key for
encryption and sends the ciphertext to the receiver.

® The receiver is the only person who can decrypt the message because the
private and public keys are a matched pair.

® The public key can be provided to any number of different people allowing the
receiver to receive a private message from any of them.

@ Note, however, that if two individuals require two-way communication, both
communicators need a private key and must send the matching public key to the
other person.

There are two requirements to ensure confidentiality should the.transmission be
intercepted and the message extracted: the encryption algorithm must be complex and
the number of bits used to define the key must be large:

}
‘ Plaintext U Ciphertext ’U Plaintent ‘

Sender Encrypt Decrypt Recipient

T

Different keys are used to
encrypt and decrypt message

2 =
Recipient's Recipient’'s
Public Private
Key Key

Asymmetric cryptography, also known as public key cryptography, uses public
and private keys to encrypt and decrypt data.
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Digital signatures and digital certificates

Using asymmetric encryption, the decryption- encryption works if the keys are used
the other way round.

® An individual can encrypt a message with a private key and send this to many
recipients who have the corresponding public key and can therefore decrypt the
message.

® This approach would not be used if the content of a message was confidential.
@ However, it could be used if it was important to verify who the sender was.

% Only the sender has the private key and the public keys only work with that
one specific private key.

@ Therefore, used this way, the message has a digital signature identifying the
sender.

This system is based on public key encryption; it is a method used to ansure an
electronic document is authentic; the following diagram sums up what
happens when user A sends a message to user B:

The message is The 'hash’

User A writes put through a number is

a message * hashing * encrypted

algorithm using a
Digital private key
4 -
signatures l

The message

+ hash are sent

The hash number is over the intermnat

compared with the

message to The hash is dec .J
) rypted

to see if tEe -« by B using the

message has public key

been altered

There is a disadvantage in using this method of applying a digital signature in that it is
associated with an encryption of the whole of a message.

® An alternative is to use a cryptographic one-way hash function which creates
from the message a number, uniquely defined for the particular message, called
~ a'digest’.
® The private key is used as a signature for this digest. This speeds up the
process of confirming the sender's identity.
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# The process at the sender's end of the transmission is outlined in Figure

Cryptographic
Message ‘ hash Digest
function

Y

i Digital
Encryption
¢

i

We will assume that the message is transmitted as plaintext together with the digital
signature as a separate file. The processes that take place at the receiver end are outlined

in Figure
Cryptographic
Massags hash
function
Digital :
ity

)

Sender's
public key

S

® The same public hash key function is used that was used by the sender so the same
digest is produced if the message has been transmitted without alteration.

@ The decryption of the digital signature produces an identical digest if the message

was genuinely sent by the original owner of the public key that the receiver has
used:

@ This approach has allowed the receiver to be confident that the message is both
authentic and unaltered.

( ® This sounds good but unfortunately it does not consider the fact that someone might
forge a public key and pretend to be someone else.

@ Therefore, there is a need for a more rigorous means of ensuring authentication.
This can be provided by a Certification Authority (CA) provided as part of a Public
Key Infrastructure (PKI).

I& ‘hlehsite: www.ma)ldtahir.com Conbact: EWIAN AT majidtahir61@gmail.com

Mayic/ T ot



P3 Sec 17 Security .majidtahir.com)

Y

s E tric
sender | +—O plaintext o] hashing 873add9ed80 crysgtrg gmrzp;hic
senders [ document SRR 4ic5ce0338d2 algorithm
key
P
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sender’s
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Let's consider A would-be receiver who has a public- private key pair. This
individual wishes to be able to receive secure messages from other individuals. The
public key must be made available in a way that ensures authentication.

The steps taken by the A would-be receiver to obtain a digital certificate to allow
safe publickey delivery are illustrated in Figure

Certification
Person A Person A’s public key Authority
(the receiver) » (CA)
PersonA’s| | CA’s
Person A’s public key| |Private
digital key
certificate digital certificate vy
Y Digital
PersonA’s certificate
website creation
process
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An individual (person A) who would-be receiver and has a public-private key
pair contacts a local CA.

The CA confirms the identity of person A.
Person A's public key is given to the CA.

The CA creates a public-key certificate (a digital certificate) and writes person
A's public key into this document.

The CA uses encryption with the CA's private key to add a digital signature
to this document.

The digital certificate is given to person A.
Person A posts the digital certificate on a website.

Security protocols

We will now consider two forms of security protocols when using the internet:

# Secure Sockets Layer (SSL)
@ Transport Layer Security (TLS).

HTTP s HTTPS

Maermal HTTP (30)

=

‘ \ _~ Connection

Secure HTTPS [443)

Encrypted
Connection

gl

S5k Cerrifcabe
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SECURE SOCKETS LAYER (SSL)

SECURE SOCKETS LAYER (SSL) is a type of protocol (a set of rules used by
computers to communicate with each other across a network).

® This allows data to be sent and received securely over the internet.

® When a user logs onto a website, SSL encrypts the data — only the user’s
computer and the web server are able to make sense of what is being
transmitted. D

& A user will know if SSL is being applied when they see https or the small padlock
in the status bar at the top of the screen.

® So what happens when a user wants to access a secure website andreceive
and send data to it?

The user’s web browser sends a message so that it can connect
with the required website which is secured by SSL

Y

The web browser then requests that the web server identifies itself

Y

The web server responds by sending a copy of its SSL certificate
to the user’s web browser

Y

If the web browser can authenticate this certificate, it sends a
message back to the web server to allow communication to begin

Y

Once this message is received, the web server acknowledges the
web browser, and the SSL-encrypted two-way data transfer begins

TRANSPORT LAYER SECURITY (TLS) is similar to SSL but is a more recent security
system. TLS is a slightly modified version of SSL
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TRANSPORT LAYER SECURITY (TLS)

TLS is a form of protocol that ensures the security and privacy of data between devices
and users when communicating over the internet. It is essentially designed to provide
encryption, authentication and data integrity in a more effective way than its
predecessor SSL.

®

@
®

®
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When a website and client (user) communicate over the internet, TLS is
designed to prevent a third party hacking into this communication causing
problems with data security.

TLS is formed of two layers:

o Record protocol: this part of the communication can be used with or
without encryption (it contains the data being transferred over the
internet).

o Handshake protocol: this permits the website and the client (user) to
authenticate each other and to make use of encryption algorithms (a
secure session between client and website is established).

~ Only the most recent web browsers support both SSL and TLS which is why the

older SSL is still used in many cases.

~ But what are the main differences between SSL and TLS since they both

effectively do the same thing?
It is possible to extend TLS by adding new authentication methods.

TLS can make use of SESSION CACHING which improves the overall
performance.

Once the session has been established, the client and server can agree which
encryption algorithms are to be used and can define the values for the session
keys that are to be used.

~ This interchange may involve checking digital certificates. For the

transmission, SSL provides encryption, compression of the data and integrity
checking.

- When the transmission is complete the session is closed and all records of

the encryption disappear

An application runningtHTTPS can guarantee secure communication allowing
users to send confidential information such as credit card details in an
ecommerce.transaction. The user is completely unaware of the processes
involved in ensuring confidential transmission with data integrity assured.
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Quantum cryptography

Quantum cryptography utilises the physics of photons (light energy according to the
formula E = hf) and their physical quantum properties to produce a virtually unbreakable
encryption system.

This helps protect the security of data being transmitted over fibre optic cables.

Photons oscillate in various directions and produce a sequence of random bits(0s and
1s) across the optical network.

Sending encryption keys across a network uses quantum cryptography = a quantum key
distribution (QKD) protocol (one of the most common is BB84).

QKD uses quantum mechanics to facilitate the secure transmission of encryption keys.
Quantum mechanics use a qubit (quantum bit) as the basic unit of quantum data. Unlike
normal binary (which uses discrete Os and 1s), the state of a qubit can be 0 or 1, but it
can also be both 0 and 1 simultaneously. Figure 17.5 shows a representation of a photon
and how a photon can be affected by one of four types of polarising filter.

* photon oscillating in its various directions

the effect of four

" ! s ; : polarisers on a
- \ ] |-. - - - - -.- photon showing the
L. FoA — resultant polarised
photon

So,-how do we use quantum cryptography to send an encryption key from ‘A’ to ‘B’ using
the QKD protocol?

Stage 1: The sender uses a light source to generate photons.
I =11 «—>» =10 / =¥ \ =0
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Stage 2: The photons are sent through four random polarisers (see Figure 17.2) which
randomly give one of four possible polarisations and bit values:

L vertical polarisation = 1 bit
@ horizontal polarisation = 0 bit
L 45° right polarisation = 1 bit

w

45° left polarisation = 0 bit

a1 om0 1 (oo

Stage 3: The polarised photon travels along a fibre optic cable to'its destination.

Stage 4: At the destination, there are two beam splitters:

L diagonal splitter [ ‘X’
@ vertical/horizontal splitter [ ‘Y’
w

and two photon detectors.

Stage 5: One of the two beam splitters is chosen at random and the photon detectors are
read.

Stage 6: The whole process is repeated until the whole of the encryption key has been
transmitted from ‘A’ to ‘B’.

Stage 7: The recipient sends back the sequence of beam splitters that were used (for
example, XXXYYXXYYXXYYYYY) to the sender.

Stage 8: The sendernow compares this sequence to the polarisation sequence used at
the sending station.

Stage 9: The sender now informs the recipient where in the sequence the correct beam
splitters were used.

Stage 10:, This now ensures that the sender and recipient are fully synchronised.

Stage 11: The encryption key can again be sent and received safely; even if intercepted,
the eavesdropper would find it almost impossible to read the encryption key making the
whole process extremely secure.

Encrypted messages can now be sent along the fibre optic cable with the decryption key
being used to decode all messages.
Despite the advantages of quantum cryptography, there are some potential drawbacks:

@ It requires a dedicated line and specialist hardware, which can be expensive to
implement initially.

@ It still has a limited range (at the time of writing the limit is about 250 km).
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¥ 1tis possible for the polarisation of the light to be altered (due to various
conditions) while travelling down fibre optic cables.

¥ Due to the inherent security system generated by quantuin cryptography, terrorists
and other criminals can use the technology to hide their activities from government

law enforcers.
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