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You Are a Target



The Current Landscape



Over the past several years, the education sector, especially 

kindergarten through twelfth grade (K-12) institutions, have been a 

frequent target of ransomware attacks. Impacts from these attacks 

have ranged from restricted access to networks and data, delayed 

exams, canceled school days, and unauthorized access to and 

theft of personal information regarding students and staff. The FBI, 

CISA, and the MS-ISAC anticipate attacks may increase as the 

2022/2023 school year begins and criminal ransomware 

groups perceive opportunities for successful attacks. School 

districts with limited cybersecurity capabilities and constrained 

resources are often the most vulnerable; however, the 

opportunistic targeting often seen with cyber criminals can still put 

school districts with robust cybersecurity programs at risk. K-12 

institutions may be seen as particularly lucrative targets due to the 

amount of sensitive student data accessible through school 

systems or their managed service providers.

https://www.ic3.gov/Media/News/2022/220526.pdf


Roadmap
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Outside In

Q & A



Intro

 About Me

 20 Years as Director/CIO in K-12 and Local Government

 My Company: K12 Tech Solutions, LLC

 E-Rate RFPs

On-Prem Infrastructure (Windows/AD/Hyper-V/SCCM)

Cloud (M365/Azure/Service Migrations/Intune/Teams)

 Security (Vulnerability Management/L1Assessments)

Department Analysis (Staffing/Service Delivery)

 ray@k12techsolutions.net / 570-209-9486 / https://k12techsolutions.net/services

mailto:ray@k12techsolutions.net
https://k12techsolutions.net/services


Vulnerability Management



Questions…

 Security is at the perimeter, 
right?

My firewall protects me 
from all vulnerabilities, right?

 I can put standard images 
on the network with 
Windows Updates and 
GPOs fixing everything, 
right?





Inside Out

 Deploying Images (Traditional Method)

 Download Image

 Install Image

 Run Windows Update

 Get GPOs When Connected to Network

 Lather, Rinse, Repeat

 If there is an active threat on your 
network, your image could be 
compromised while connecting it to your 
network!



Inside Out

Device Vulnerability 

Management

Devices

Pre-Deployment Image 

Hardening

Golden Image Config

 Fix Known Problems BEFORE 
Deployment



Inside Out

Is Your “Golden Image” 

Really Golden?



Inside Out

 Slipstreaming Your WIM or ISO

 To slipstream means to integrate various patches and service 
packs into the installation files of the original software such that 
installing the software also installs all updates automatically.

Methods

 Powershell

 SCCM (MEMCM)

 NTLite Making the Best Windows ISO – YouTube , NTLite Guide 
(christitus.com)

Needs to be done constantly!

https://www.youtube.com/watch?v=xLCWtC6UYrM
https://christitus.com/ntlite-guide/
https://christitus.com/ntlite-guide/


Inside Out

DISA

 A major focus for DISA is making the DoD network secure and 
resilient against cybersecurity threats and possible risks. It achieves 
this aim by focusing on infrastructure and network security, and 
strengthening cybersecurity measures, including boundary defense 
and endpoint security.



Inside Out

 Hardening Your OS Install

SCAP (Security Content Automation Protocol)

SCAP - Simply put, SCAP lets security administrators scan 
computers, software, and other devices based on a predetermined 
security baseline. It lets the organization know if it's using the right 
configuration and software patches for best security practices. 
SCAP's suite of specifications standardizes all the different 
terminology and formats, taking the confusion out of keeping 
organizations secure.



Inside Out
 Hardening Your OS Install

STIGs - DISA

STIGs - Security Technical Implementation Guides (STIGs) are configuration 
standards developed by the Defense Information Systems Agency (DISA). They are 
designed to make device hardware and software as secure as possible, 
safeguarding the Department of Defense (DoD) IT network and systems. 
Compliance with STIGs is a requirement for DoD agencies, or any organization that 
is a part of the DoD information networks (DoDIN). There are hundreds of STIGs 
designed for specific software, routers, operating systems and devices. DoD 
agencies may use off-the-shelf IT products within their network and infrastructure 
and STIGs ensure these products are as secure as possible, in contrast to the 
default vendor configurations that may favor usability over security. Security 
Technical Implementation Guides (STIGs) – DoD Cyber Exchange

https://public.cyber.mil/stigs/
https://public.cyber.mil/stigs/


Inside Out

 Tools

SCAP Compliance Checker (SCC) 5.6 

SCAP – NIWC Atlantic (navy.mil)

https://www.niwcatlantic.navy.mil/scap/
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Inside Out

OK, my image is not 

secure. Now what?

You can inject GPOs into 

your image that will fix 

most of your problems. 

These GPOs are provided 

by DISA for anyone to use.



Inside Out

Applying DISA GPOs

Download LGPO

LGPO.exe - Local Group Policy Object Utility, 

v1.0 - Microsoft Community Hub

Download DISA GPOs

Group Policy Objects – DoD Cyber Exchange

https://techcommunity.microsoft.com/t5/microsoft-security-baselines/lgpo-exe-local-group-policy-object-utility-v1-0/ba-p/701045
https://techcommunity.microsoft.com/t5/microsoft-security-baselines/lgpo-exe-local-group-policy-object-utility-v1-0/ba-p/701045
https://public.cyber.mil/stigs/gpo/




Inside Out

 One SCC scan later…



DONE!



Inside Out

 You may lock yourself 

out of your image!

 You can reverse-

engineer GPO changes 

with the included html 

report.



Inside Out

Tools

A more precise method…

STIGViewer* SRG / STIG Tools – DoD Cyber Exchange

*Security Technical Implementation Guide

https://public.cyber.mil/stigs/srg-stig-tools/
https://public.cyber.mil/stigs/srg-stig-tools/


 Screen recording of stigviewer fixes



Inside Out

 Local Admin Password Solution (LAPS)

 Randomizing the local administrator password has always been part of 

Microsoft guidance such as the Pass the Hash Whitepaper, however outside of 

solutions provided via a Premier offering we didn't have a supported Microsoft 

way to do this.

 On May 1st 2015, Microsoft released LAPS. LAPS stands 

for Local Administrator Password Solution, and it exists to address the problem 

of having a common administrator password in an environment. LAPS is a fully 

supported Microsoft product that is available for free!

 LAPS is designed to run in a least privilege model. No need to put a service 

account into the domain admins to manage passwords, the password resets are 

done in the context of the computer/system. There's no additional server to 

install - the passwords are stored in Active Directory.

http://microsoft.com/pth
https://aka.ms/laps


Inside Out

 LAPS

 LAPS, just like many other security controls, should be seen as part of a holistic 

solution. Just taking care of local administrator passwords is a great step and a 

massive reduction in overall attack surface, but without the other mitigating 

controls in an environment it's absolutely true that attackers will still be able to 

gain a foothold and compromise your entire network. Randomizing local 

passwords is just a step in a security strategy, but it's a necessary step which is 

now easy and free with LAPS.

 https://channel9.msdn.com/Blogs/Taste-of-Premier/Taste-of-Premier-

How-to-tackle-Local-Admin-Password-Problems-in-the-Enterprise-with-

LAPS

https://channel9.msdn.com/Blogs/Taste-of-Premier/Taste-of-Premier-How-to-tackle-Local-Admin-Password-Problems-in-the-Enterprise-with-LAPS
https://channel9.msdn.com/Blogs/Taste-of-Premier/Taste-of-Premier-How-to-tackle-Local-Admin-Password-Problems-in-the-Enterprise-with-LAPS
https://channel9.msdn.com/Blogs/Taste-of-Premier/Taste-of-Premier-How-to-tackle-Local-Admin-Password-Problems-in-the-Enterprise-with-LAPS


Inside Out

 CIS Benchmarks

 CIS Benchmarks (cisecurity.org)

 FREE

 Available for many devices and systems

https://www.cisecurity.org/cis-benchmarks/




Inside Out





Inside Out

 I have 
Chromebooks, 
so I don’t have 
to worry about 
this stuff, right?

Wrong!
Google 

Vulnerabilities



Inside Out

Nessus Nessus

Free 

Community 

Version 

Limited to 16 

IPs (good for 

POC)

https://www.tenable.com/products/nessus






Inside Out

Topics Around the Endpoints

Active Directory/RDP- Hardening and 
Monitoring

Cloud Service Hardening*

Endpoint Protection – EDR (Virus)

*Not covered in the session



Inside Out

Active Directory

Delegated Management

Not Everyone is or should 
be a Domain Admin! They 
have the “Keys to the 
Kingdom”!

Example: Delegate by OU



Inside Out

 RDP and Remote Users

 When working from home, everyone wants to remote to their own 

PC. If you allow this, an intruder can do the same thing – including 

your servers! This is called lateral movement. 

 Make sure your VPN connections provide everything necessary 

for remote users so they do not have to remote into their PC.

 Drives

 Roaming Profiles

 Using OneDrive is an option for creating the roaming profile experience. 



Inside Out

 RDP Best Practice

 Use an RDP 

Gateway with MFA

 Duo or Azure MFA

 Determine who 

can RDP into 

specific devices

 All components 

can be Windows 
VMs (Wizard 

available)

MFA





Inside Out

 Active Directory Monitoring

 If you are not monitoring AD, intruders can “lurk and work” 
for months before an attack. 

SolarWinds Server & Application Monitor

ManageEngine ADAudit Plus

Semperis Directory Services Protector

SentinalOne Singularity for Identity

Comprehensive EDR/MDR (e.g. Crowdstrike)

Q: How would you know if someone created 
admin accounts on your network today?



Inside Out

 EDR* – (Virus Protection)

Old days – virus protection worked in 
the background. Comprehensive 
notifications were not a thing. 

 Today – You should know immediately 
if someone clicks on a bad link or is 
compromised by malware.

 *Endpoint Detection and Response



Inside Out

 Microsoft Defender for 

Endpoint Examples



Inside Out



Outside In

Who’s 

watching 

the front 

door?



Outside In

 Monitor Firewalls and Devices

 SIEM

SIEM, pronounced “Sim”, or “Seem” 
combines both security information 
management (SIM) and security event 
management (SEM) into one security 
management system. SIEM technology 
collects event log data from a range of 
sources, identifies activity that deviates 
from the norm with real-time analysis, 
and takes appropriate action. In short, 
SIEM gives organizations visibility into 
activity within their network so they can 
respond swiftly to potential cyberattacks 
and meet compliance requirements.



Outside In

 SIEMonster

 SIEMonster | Affordable Security Monitoring Software Solution

 $584/month for up to 200 endpoints

 FREE Community Version

 UTMStack

 UTMStack | Next-Generation SIEM & Compliance Platform

 Wazuh – FREE Platform

 Open Source XDR + SIEM

 Wazuh · The Open Source Security Platform

 SCAP Integration

https://siemonster.com/professional/
https://utmstack.com/
https://wazuh.com/


Outside In

 SOCaaS (Security Operations Center as a Service)

SOCaaS - Like a traditional, on-premises SOC, SOCaaS includes 
24/7 monitoring, threat detection, prevention and analysis of 
your attack surface, including internet traffic, corporate 
networks, desktops, servers, endpoint devices, databases, 
applications, cloud infrastructure, firewalls, threat intelligence, 
intrusion prevention, and security information and event 
management (SIEM) systems.

Cyberthreats include ransomware, denial of 
service (DoS), distributed denial of service (DDoS), 
malware, phishing, smishing, insider threats, credential theft, 
zero days and more.

https://www.paloaltonetworks.com/cyberpedia/what-is-a-denial-of-service-attack-dos
https://www.paloaltonetworks.com/cyberpedia/what-is-a-denial-of-service-attack-dos
https://www.paloaltonetworks.com/cyberpedia/what-is-a-ddos-attack
https://www.paloaltonetworks.com/cyberpedia/what-is-phishing
https://www.paloaltonetworks.com/cyberpedia/what-is-smishing


Outside In

SOCaaS Features
MDR/EDR/XDR – Managed Detection Response/Endpoint 

Detection and Response/Extended Detection and Response
 MDR remotely monitors, detects, and responds to threats detected within your 

organization. An endpoint detection and response (EDR) tool typically provides the 
necessary visibility into security events on the endpoint.

 Relevant threat intelligence, advanced analytics, and forensic data are passed to 
human analysts, who perform triage on alerts and determine the appropriate 
response to reduce the impact and risk of positive incidents. Finally, through a 
combination of human and machine capabilities, the threat is removed and the 
affected endpoint is restored to its pre-infected state.

 SOC-as-a-Service - Arctic Wolf

 SOC as a Service (SOCaaS) - Detect & Respond to Cyber Threats (clearnetwork.com)

 CrowdStrike Falcon® Complete MDR: Now With Managed XDR

https://www.crowdstrike.com/endpoint-security-products/falcon-insight-endpoint-detection-response/
https://www.crowdstrike.com/cybersecurity-101/threat-intelligence/
https://arcticwolf.com/soc-as-a-service/
https://www.clearnetwork.com/soc-as-a-service/
https://www.crowdstrike.com/services/managed-services/falcon-complete/


Outside In



Inside Out

 Vulnerability Assessment

 Pennsylvania National Guard Defensive 
Cyber Operations Element (DCOE)

FREE Assessments available for Government and 
K-12

5 day event

Long waiting list

Outstanding data to correct vulnerabilities

Uses many of the same tools that we are looking 
at today

 K12 Tech Solutions

 I offer a Level 1 version of these assessments. 1-2 
Day Engagement with Report.



55

The DCOE is a Pennsylvania State first response asset. We provide surge 

capacity to national capabilities and focus on domestic cyber operations. We 

partner with local, state, and federal government organizations as well as 

academia, private industry, and international partners. 

Who We Are

Our Mission

Contact Us

To conduct Defensive Cyberspace Operations – Internal defensive measures to 

secure the Department of Defense Information Network in Pennsylvania. On 

order, DCO-E’s protect critical infrastructure and respond to State cyberspace 

emergencies as directed by The Adjutant General or Governor. 

✓ Vulnerability Assessments

✓ Penetration Testing

✓ Vulnerability Remediation Assistance

✓ Cyber Incident Response

✓ General Cybersecurity Support

✓ Training Opportunities

Services We Provide

 Cybersecurity Awareness Training

 Cyber Exercise & Mission Partners

 Joint Cyber Training Facility at Fort 

     Indiantown Gap

 Defend the DODIN

 Election Support

 Cyber Exercise Development

 Critical Service Restoration

 Digital Forensics

 Data Recovery

 System STIG/SCAP Advisory

 Vulnerability Prioritization

 Key Vulnerability Patching

 External

 Internal

 Web Application

 Network-based

 Host-based

 Wired & Wireless

 Application Scans

 Cloud & Vendor Services

 Mobile Devices & Apps

 Social Engineering

 Physical Security

 Mobile Devices & Apps

 Infrastructure Recovery

 Malware Advisory

 IDS Threat Monitoring

Information Systems Specialists

Our Team
DCO-E members are highly trained and technically qualified, possessing the 

skills and knowledge required by today’s defensively-oriented cyber forces.

Mission Command

Information Protection Leads

Team Chief Deputy

Sr. Protection Lead Protection Lead

Sr. Analyst

Jr. Analyst

Systems Lead

Sr. Specialist Sr. Specialist

Jr. Specialist

Fort Indiantown Gap

Defensive Cyber Operations Element

Building 9-27, Fort Indiantown Gap

Annville, PA 17003

PA Army National Guard | Defensive Cyber Operations Element
Protect & Defend  Detect & Analyze  Respond  Train  Partnerships & Integration 

 Mobile Cyber Training Team

 Cyber Wi-Fighter Challenges

 SPP Missions

 Cyber Community Outreach

 State Cyber Workgroups 

 Miscellaneous SME Support

MAJ Christine Pierce

DCOE Team Chief

T: 717-344-3093

C: 254-833-3385

E: christine.m.pierce.mil@army.mil

CW3 Jeremy Marroncelli

DCOE Sr. Info. Protection Lead

T: 717-861-3416

C: 717-712-6474

E: jeremy.m.marroncelli.mil@army.mil



Links

 Slipstreaming Making the Best Windows ISO – YouTube , NTLite Guide (christitus.com)

 SCC 5.6 (SCAP Compliance Checker) SCAP – NIWC Atlantic (navy.mil)

 STIGViewer SRG / STIG Tools – DoD Cyber Exchange

 LGPO LGPO.exe - Local Group Policy Object Utility, v1.0 - Microsoft Community Hub

 DISA STIG GPOs Group Policy Objects – DoD Cyber Exchange

 CIS Benchmarks CIS Benchmarks (cisecurity.org)

 Nessus Nessus

 SIEM SIEMonster | Affordable Security Monitoring Software Solution, UTMStack | Next-
Generation SIEM & Compliance Platform, Wazuh · The Open Source Security Platform

 SOCaaS SOC-as-a-Service - Arctic Wolf, SOC as a Service (SOCaaS) - Detect & Respond to Cyber Threats 
(clearnetwork.com) CrowdStrike: Stop breaches. Drive business.

https://www.youtube.com/watch?v=xLCWtC6UYrM
https://christitus.com/ntlite-guide/
https://www.niwcatlantic.navy.mil/scap/
https://techcommunity.microsoft.com/t5/microsoft-security-baselines/lgpo-exe-local-group-policy-object-utility-v1-0/ba-p/701045
https://public.cyber.mil/stigs/gpo/
https://www.cisecurity.org/cis-benchmarks/
https://www.tenable.com/products/nessus
https://siemonster.com/professional/
https://utmstack.com/
https://utmstack.com/
https://wazuh.com/
https://arcticwolf.com/soc-as-a-service/
https://www.clearnetwork.com/soc-as-a-service/
https://www.clearnetwork.com/soc-as-a-service/
https://www.crowdstrike.com/en-us/


Thanks for coming. Please ask me 

anything!

You can get a copy of this presentation 

at:

https://k12techsolutions.net/contact-us

https://k12techsolutions.net/contact-us
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