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INIING®,

- About Me
« 20 Years as Director/CIO in K-12 and Local Government
« K12 Tech Solutions, LLC
« E-Rate RFPs
* On-Prem Infrastructure (Windows/AD/Hyper-V/SCCM)
« Cloud (M365/Azure/Service Migrations/Intune/Teams)
« Security (Vulnerability Management/L1-L3 Assessments)
« Department Analysis (Staffing/Service Delivery)

 ray@kl2techsolutions.net / 570-209-9486 / hitps://k12techsolutions.net/services
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CH-CH-CH-CHANGES

« M365 is constantly changing with new features added every month.
« Microsoft 365 Roadmap | Microsoft 365

Microsoft 365 roadmap

Get the latest updates on our best-in-class productivity apps and intelligent cloud services.
Rethink productivity, streamline business processes, and protect your business with Microsoft
365.

Using this roadmap Roadmap improvements

Search for a specific item: Filter the items below:

Product v Release phase v Platform v Cloud instance Vv New or updated v

Showing 1439 updates: Download | Share | RSS

445 In development ® 159 Rolling out 832 Launched mmm

Updates that are currently in development and testing Updates that are beginning to roll out and are not yet available to all Fully ased updates that are now generally available for applicable

applicable customers customers
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https://www.microsoft.com/en-us/microsoft-365/roadmap?filters=

M365 FOR EVERYONE!

« 5 Free Installations for Every Employee, Student (Family)
« Windows/Mac/iPad

] /////’//////}Aﬂ“p - 'f f A &\\\\\\\\\“&% (7 /p\\)/_‘%@)%i

| Install apps v |

Microsoft 365 apps

i Includes Outlook, OneDrive for Business,
Word, Excel, PowerPoint, and more.
You edited this You edited this You edited this You
7 iat 1028 AM 7 nia 4 7 1ans Other install options

a different language or install
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« More than

SECURITY (M365 DEFEN

il Microsoft 365 Defender

Just Virus
Protection!

/,f‘

DER)
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SECURITY

Microsoft Defender Vulnerability Management dashboard

(D To see information about the Log4j vulnerability and other CVEs, visit the Weaknesses page

Organization exposure score

Exposure score

33/100

Exposure score over time

Top security recommendations

Recommendation Exposed devices Threats  Impact
Update Zoom Meetings
Update Videolan Vic Media Player to version 3.0.1...

Update Gimp

m Show exceptions

Top events (7 days)

Date (UTC) Event Originally impacted devices (%)

Show more

Microsoft Secure Score for Devices

Your score for devices:...

Network
Accounts

Security controls

Score for devices over time

€CH
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Devices

{3 Manage tags _ Go hunt Isolate device 27 Report device inaccuracy
getag . P Y

Device summary Overview Alerts Timeline Security recormmendations Software inventory Discovered vulnerabilities Advanced features

Active alerts 180 days Security assessments Logged on users

Risk level: No known Exposure level: 1 logged on user
o trgsound riSks MEdium Most frequent: ray T

Tags

65 active security recommendations Least frequent: ray

P

Security Info We don't see new malicious activity on this device

L Discovered vulnerabilities (8)
Open incidents

0 1l | |

M Critical (1) W High (3) W Medium (1) Low (1)
Active alerts (D)

0 . i
See all recommendations

Exposure level (1)

i\ Medium
— Device health status

Risk level (D [
isk level @ Full scan status is unknown

MNone

Type State Date & time

Device details . .
Last full scan o scan performed

Domain ) ~ o
Last quick scan Completed 5:00:28 Al

AAD joined

0s Security intelligence Version 1381.2565.0

(] L
Windows 11 64-bit Engine Version 1,1,19900.2 2 12:52 K I a I E C I I

Version 21H2
SOoLUTIONS—M7MM————

Build 22000.1455 - Verciom 41233115 . o s A
latform Version 418.2211.5 9, 2022, 2474 Y 570-209-9486




Event time |

Jan

Jan 23

Timeline

SECURITY (M365

al information

olumns

“Z Filter

DEFEN

DER)
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Timeline ) rity recommen

Active +1

Security recommendation

Update Gimp

Update Realvn

Update Videolan V dia Player to version 3.0

Update Zoom Meetings

Enable Automatic Updates

Enable 'Hide Option to Enable or Disable Updates

Disable 'Continue running ba wund apps when

Turn on Mi t Defender Application Guard mana

Turn on Mi ft Defender C ntial Guard

Encrypt all BitLocker-supp

Disable 'Password Mana

Enable 'Block third pa

65 items

me is closed’

Weakne

Customize columns

Remediation typ

DEFEN

DER)
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SECURITY (M365 DEFENDER)

Alerts Timeline by ns So : ' Discovered vulnerabilities

. Filter [TE Customize columns

Name € ty . C oftwar Published on First detec ! Updated on Threats

CVE-20:

CVE-2
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SECURITY (M365

« Message Trace is now
in The Defender Blade Message trace

« eDiscovery is now in
the Purview Blade

e the comm que 1 ) f email m

- Start a trace

MName

Messages sent from my primary domain in the last day
Message ed by my primary doemain in the last day
Messages pending X 0 users in my organization

All quarantined messa or the last 7

All failed messages for the last 7 days

DEFEN
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MICROSOFT PURVIEW (COMPLIANCE)

Sensitive and business critical info

« Data Loss
Prevention
(DLP)

« eDiscovery
(covers
ALL of
M365)




Raymond Kase, here are your top actions to help you get up and running Explore insider risk management

Turn on auditing
Start record e

Insid.er Risk
Managementy

Get to know insider r|sk management
Learn nat

Configure insider risk semngs
Defl r

Create your first policy
DI
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MICROSOFT ENDPOINT MANAGER (INTUNE)

* Device Management

« Can be used in Hybrid Mode with SCCM (MEMCM)

« Requires AD Hybrid Join or Azure AD Native Join (Windows)
« Manages ALL Devices (The elusive “Single Pane of Glass”)

« Extremely High Rate of Development

» Future of Microsoft Device Management — Moving from On-Prem to Cloud (R.I.P.
SCCM)
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MICROSOFT ENDPOINT MANAGER (INTUNE)

M Devices | Overview

& Search

Enrollment status  Enroliment alerts Compliance status Configuration status Software update status
Overview

All devices Intune enrolled devices Enrollment failures by OS5

) LAST UPDATED 1/23/23, 5:19 PM
Monitor

Platform Devices
By platform .
Windows

Windows ) :
Android

=
B iossipados

i05/iPad0s

{8 L]

I macos
macCs

Android )
Linux

Chrome OS (preview) ) S i i =
wWindows Mobile i macos Windaows Windaows Mobile
Linux _

Tota 0
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MICROSOFT EN

« Windows

@ Windows | Windows devices

Tto 4

name

Managed b
ntune
ntune

ntune

ntune

Compliance

DPOINT MANAGER (INTUNE)

SOLUTIONS
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MICROSOFT ENDPOINT MANAGER (INTUNE

« Windows Apps
 Store
* Win32 _
e Links

Windows | Windows apps

0-209-9486



T
MICROSOFT ENDPOINT MANAGER (INTUNE)

[ON

Ea 10S/iPadOS | i0S/iPadOS devices

'3"_:.3' Refresh ™\ Filter Columns ¥ Export EFJ Bulk Device Actions

Filters applied: O3

- ) Managed by T. Ownership TL ce TL 0s 0S version Ty
& Configuration p

ntune Corporate O not Compliznt ias, 05 15.7

Bt Update palicies for i0
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MICROSOFT ENDPOINT MANAGER (INTUNE)

Configuration profiles

« iOS Device Restrictions = IntuneEnoll losGeneral

Profiles - Device restrictions

Filter mode

ntuneEnroll

Excluded groups
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T
MICROSOFT ENDPOINT MANAGER (INTUNE)

[ ] iOS Apps Dashboard > Apps | 105/iPad0Ss
. Linked to App Store sss 10S/iPadOS | iOS/iPadOS apps

Add 'f_j.i' Refresh

® i0s app provisioning profiles Name

AzuresD

SOLUTIONS

570-209-9486



MICROSOFT EN

« MacOS

0S policies
Complianc
Configuration profiles
Shell scripts

@& Custom attributes

DPOINT MANAGER (INTUNE)

Columns

g Tto 1 of 1re

Managed by Ty Ownership T4 Compliance T4

ntune
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T
MICROSOFT ENDPOINT MANAGER (INTUNE)

PKG files directly = -
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T
MICROSOFT ENDPOINT MANAGER (INTUNE)

« Chromebooks!

L4 ConneCTS TO Dashboard Devices | Chrome OS5 (preview)
Admin Console Ea Chrome OS (preview) | Chrome OS devices (preview)

* In Preview

() Refresh " Filter Columns +  Export qh Bulk Device Actions

Managed by Ty Ownership T Compliance TJ

ntune Corporate Mot Evaluated
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« Hooks to PowerBl|
(Data Warehouse)

Compliance V1.0
COMPLIANCE OVERVIEW

Filters

ONOR!

Compliant Devices

5

Compliance  Policy = Compliance Overview

- ) Compliance by 05
Non-Compliant Devices : G

3

% of Devices

Device Detail

userMamea

deviceName
-

ntune Compliance Power Bl app v2.0

complianceStatus

Compliance by Device Model

maodel Non-Compliant Devices

manufacturer maodel

deviceType05 | osVersion
iPad 1
Lenovo 300e/N23 Yoga/Flex 11 1
Chromebook
MacBook Air 1




TEAMS

Meetings, Calls, Webinars (One 1o Many)
Integrates with Outlook Calendar Automatically
Dial-in Numbers for Meetings

Chat: 1 to 1, Channels. Each channel can be Private with its own File Share,
Wiki, etc. (Slack)

Files (Personal and Team Files — OneDrive OR Google Drive & Other Providers)
Zoom Integration OOB

it KI2 TECH
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* APpPS
« Approvals

Leave

Request for leave

Name of request *

Ray on Vacation

Org wide X

Approvers *

. Raymond Kase X

@ Require a response from all recipients

Leave type

Vacation

Start date

1/26/2023

End date

1/27/2023

{ Back

TEAMS
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Approvals Org wide X

Approval request details

Requested . Leave

Ray on Vacation

~ Details

Leave type Vacation

Start date 2023-01-26
End date 2023-01-27
Remarks

~ Status: Requested

Pending response
Raymond Kase

o8
w

: Requested by
) A p p S . Raymond Kase 1/29/2023 1:02:03 PM

Comments

d A p p ro V O | S Add your comments here

More actions Reject -

B froromis et s o Newaponi

= = Filter ™ K12 Tech Solutions, LLC (default) ~

Approvals Approvals
Adobe Sign Priority ~ Request title Status Source Created Sent by Sent to
DocuSign
Ray on Vacation Approved . Approvals 1/29/2023 1:02:03 PM . Raymond Kase . Raymond Kase

it KI2 TECH
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TEAMS

* APpPS
» Bookings
« Allows Self-Service Appointfment Requests
* Inside or Outside Your Network
* Make sure you block off times that you do not want to accept appointments (Lunch!
« Can create custom times/applications
« Parent Teacher Conferences
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ApPpPS
« Bookings

K12Tech

Initial c

SELECT STAFF (OPTION

January 30

(© TIME

PM

4:00 PM

ADD YOUR DETAILS

TEAMS
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Add a tab

Pow Whiteboard Do
Lil b ary

e Teams as a Console
APIs for Other Systems E E = ﬂ - B
Webhooks (ex. PRTG)

« Websites
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TEAMS

* Microsoft 365 Business Voice

« Can Replace a Traditional PBX with a Cloud-Based PBX

* Most Features of On-Prem PBX
« Automated Aftendant
e E-911
 Integrated Mobile Experience
« Teams Desk Phones

Ki2 TECH

(] L
SOLUTIONS

570-209-9486




* AUTO
Roster
Creation,
Licensing

« OneRoster
AP]

A

PowerSchool SIS

ia: API, CSV

Infinite Campus

ia: API

eSchooling

Eventful

Aeries s

. Capita SIMS

SunGard K-12

DATA SYNC

SCHOOL

CloudGeeks

Gradelink

iInsync

Classter

nexquare

sync via:

SalamanderSoft OneWorldsIS

Groupcall

Follett Aspen eSchoolData

| Software

Provisio365sds

Senior Systems




_
STREAM

* Private YouTube

« Secure Storage For Teams Meetings Recordings
« Can Give Permissions for QOutside (Guest) Access

i K2 TECH
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My Content

B

Apps

Admin
o1

Outlook
]

Teams
wo

Word
x N

Excel

PowerPoint

L

Stream

Stream

724/

B You recently opened this
Jan 20

dls K2 TECH

MEM WinApp Deployment

All

Name

(® Recently opened 882 Shared 77 Favorites

MEM WinApp Deployment
Raymond Kase's Files

MacOS App Deployment with MEM
Raymond Kase's Files

Project Pre-bid Meeting
raymona rase’s Files

Bldg Tech Training-20210308_123249-Meeting Recording
Raymond Kase's Files

™~ b S U N N —_ s I s S NNy FaAYAMD

L Search

aF s )

oo rsahvasewewe STREAM

l_' = g The Office app is becoming the new Microsoft 365 app, your home to find, create, and share your content and ideas. Lca more

Modified

Jan 20

Jan 28, 2022

Jul 13, 2021

Jul 13, 2021

Owner

Raymond Kase

Raymond Kase

Raymond Kase

Raymond Kase

Welcome to Stream (on SharePoint). To visit Stream (Classic) click here.

= Filter ~
Activity

[ You recently opened this

T Upload

i KI2 TECH

SOLUTIONS —Mm—————

570-209-9486



g 2 @

31 Stream  MEM WinApp Deployment L

-+ New 81 Moveto [ Copyto

§ Aidonfion TPro [ Moo [l 044 Ml Shed @8 GoogleNews % Dot Yourselfand i Krebs ty £ Sshdot(15 Email & Office 9 M Other favorit

® s @ 7 Reyexiechoutions. @

Microsoft Endpoint Manager admin center & 2 e soumoes ic. @

Select app type - . S
W Kie TECH

SOLUTIONS

M 02571124 ; Q& & U

MEM WinApp Deployment

Azure and Intune

February 18,2022 « 5views + Raymond Kase

jeo

STREAM
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SWAY

e Interactive Newsletters
e Like "SMORE"

e Interactive Lessons
e Sway Lesson Example

i K2 TECH
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https://sway.office.com/0WDQZ9MXgWcRtczE?ref=Link&loc=play

« Azure AD (Synced
with On-Prem AD)

« Group-Based
Licensing

« Lots of Enterprise
ApPpS

« Uses Synced AD
On-Prem Groups

cro ::|: +
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ALURE

« OAUTH

Getting Started

1. Assign users and groups , 2. Set up single sign on (::23 3. Provision User Accounts

Security

= 4. Conditional Access C 5. Self service

i KI2 TECH
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Thanks for coming. Please ask me
anything!

You can get a copy of this presentation
at:

https://k12techsolutions.net/contact-us

570-209-9486


https://k12techsolutions.net/contact-us
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