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Al is no longer built and operated within clear organisational boundaries. It is
assembled across vendors, platforms, foundation models and infrastructure
providers. Responsibility becomes distributed across that chain. Control
becomes indirect. Visibility becomes partial.

Accountability does not follow the same pattern.

Organisations remain accountable for outcomes, regardless of how many
external dependencies are involved. Regulators assess outcomes, not vendor
structures. Customers experience impact at the point of use, not at the point
of development.

This creates a structural gap between how Al systems are delivered and how
accountability is assigned.

That gap is where risk concentrates.

Courts and regulators have already begun testing this position, and the legal
landscape is shifting in directions that increase, rather than reduce,
organisational exposure.

Across the vendor chain, control reduces as dependency increases. Behaviour
is shaped by layers that sit outside direct enterprise visibility. Changes can
occur without notification. Behaviour can shift without explicit approval, often
without any clear signal that the underlying system has evolved.
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The system you

approve is not the
system that runs.

Contracts allocate responsibility, but they do not transfer accountability.
Governance that relies on documentation, design-time validation or
contractual assurances is therefore incomplete by design.

Accountability must be enforced operationally through defined behaviour,
continuous monitoring and evidence of control.

The Accountability
ILlusion

As discussed in the opening paper of this series, the 2024 Civil Resolution
Tribunal ruling in Moffatt v Air Canada established a clear principle: the
organisation that deploys an Al system is accountable for what it does,
regardless of how that system was built or whose technology it runs on. The
airline’s argument that the chatbot was a separate entity responsible for its
own actions was rejected without qualification.
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Despite this, many organisations continue to operate under a different
assumption. Al systems are consumed as services, integrated through APIs
and governed through vendor contracts. This creates a belief that
responsibility for behaviour can be transferred along the delivery chain.

In practice, it cannot.

Responsibility can be
distributed. Accountability
cannot.

The illusion is reinforced by abstraction. Systems appear stable. Interfaces
remain consistent. Contracts define responsibilities. From the outside, the
system looks controlled, predictable and contained.

Beneath that surface, it is neither static nor fully visible.

Models are updated. Data evolves. Routing logic adapts. Guardrails are
modified. System prompts are adjusted. Third-party tools are introduced or
replaced. Many of these changes occur without explicit notification, and often
without the organisation having a mechanism to detect them.

The endpoint remains the same. The behaviour may not.

This creates a gap between perceived control and actual control
Organisations operate under the assumption that what was approved
continues to operate. In reality, the system may have changed in ways that

are not immediately visible, measurable or understood.

This is the accountability illusion.
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The Vendor
Responsibility

Chain

Every Al system is delivered through a chain. Responsibility is distributed
across that chain. Accountability is not.
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VENDOR RESPONSIBILITY CHAIN

Responsibility is shared across the chain. Accountability remains with the organisation.

WHAT THIS PARTY CONTROL KEY COMMON FAILURE
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@ KEY TAKEAWAY A\ WHEN THE CHAIN BREAKS

The organisation absorbs the impact: customer
harm, regulatory action, reputational damage and
financial loss.

Contracts may allocate risk but do not remove
accountability.

.i. ACCO ABILITY ANCHOR: ORGANISATION (DEPLOYER)

Map dependencies. Define boundaries. Demand transparency. Monitor
behaviour. Escalate early.

Responsibility is distributed across the chain.
Accountability is not.

The organisation remains accountable for the
outcomes of Al-enabled decisions.

@ DESIGN FOR ASSURANCE

Figure 1: Vendor Responsibility Chain — Responsibility is distributed,
accountability is not
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Each layer in the chain contributes to how the system behaves in practice.
The organisation defines the use case and makes decisions based on outputs.
Vendors provide applications and platforms. Foundation model providers
shape the underlying behaviour. Infrastructure providers enable execution.

Responsibility is shared across all of them. Visibility is not.

As you move down the chain, visibility reduces. Control reduces. Dependency
increases. The organisation becomes further removed from the mechanisms
that determine behaviour, while remaining fully exposed to the outcomes

that behaviour produces.

Risk therefore flows in the opposite direction. It concentrates back at the
organisation.

This dynamic becomes particularly important when systems change over
time.

Silent versioning

changes behaviour
without visibility.

A model update, a data refresh, a routing adjustment or a change in safety
controls can all alter how a system behaves. These changes may occur within
vendor environments or at the foundation model level. They are not always
communicated in a way that allows the organisation to reassess risk or
validate control.

From a contractual perspective, nothing has changed. From a behavioural
perspective, the system may be materially different.

This is where accountability begins to detach from control, and where
governance based on static assumptions begins to fail.
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Hidden Dependencies and Loss of Control

FOUNDATION MODEL DEPENDENCY MODEL

The system you approve is not the system that runs.
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Figure 2: Foundation Model Dependency Model — The system you approve
is not the system that runs
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The system an organisation interacts
with is only the \visible surface.
Beneath it sits a layered stack that
determines behaviour in practice.

Model weights define capability.
Training data shapes bias and
performance. Inference engines
determine how models execute.
Routing layers decide which model
responds to which request. Guardrails
apply safety constraints. System
prompts influence outputs. Third-party %
tools extend functionality. - e e

Each layer introduces a dependency.
Each dependency reduces direct
control.

Industry practitioners have publicly
described this pattern as silent
versioning, where the same model
endpoint can refer to materially
different underlying systems over
time.

The organisation does not control how
the model was trained, how it evolves,
or how underlying components are
modified over time. Even where
configurations are visible, the
underlying behaviour may be
influenced by changes beyond the
organisation's line of sight.
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The system you

approve is not the
system that runs.

This is not a governance failure. It is a structural characteristic of modern Al
systems.

Control therefore shifts. It moves away from configuration and towards
observation. Static approval becomes less meaningful. Continuous
monitoring becomes essential.

There is an additional dimension that is often overlooked.

Al capabilities are increasingly embedded within SaaS platforms. These

capabilities are introduced through product updates, feature enhancements
or default configurations, rather than explicit organisational decisions.

This is the embedded and
shadow Al problem.

Organisations may be exposed to Al-driven behaviour without recognising it
as a dependency, without governing it explicitly, and without understanding
how it affects outcomes.

Dependencies extend beyond what is formally mapped.

Accountability therefore cannot rely on structure alone. It must be anchored
in behaviour that can be observed, measured and controlled.
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Defining the Accountability Boundary

ACCOUNTABILITY
CHAIN

EXECUTIVE

Accountable for Al strategy, risk
and performance

BUSINESS OWNER
Accountable for Al use case,
value and outcomes

Accountable for risk
management and compliance

INTERMAL AUDIT
Accountable for
independent assurance

VENDOR

Accountable for delivering
services as contracted

FOUNDATION MODEL PROVIDER

Accuracy
Within defined
tolerance

O

Latency
Response within
agreed limits

Al ACCOUNTABILITY BOUNDARY MAP

Accountability is continuous. The boundary is enforced through behaviour, not contracts.

Who is accountable for

what

.

Duty of care
Oversight of Al risk and
governance

.

Al strategy
Resource allocation
Risk appetite

.

Use case approval
Value delivery
Outcome accountability

.

System design
Deployment
Operations
Change control

Risk framework
Policy & standards
Regulatory compliance

.

Assurance
Control testing
Independent reporting

..

Service delivery
Security

Support

Contract compliance

.

Model training
Safety & robustness
Infrastructure reliability

.

Apprapriate use
Feedback
Reporting issues

Governance framework
Risk oversight
Culture & tone

Policies

Operating model
Risk limits
Investment decisions

Use case controls
Human oversight
Process integration

Technical controls
Access controls
Monitoring

Change management

Risk assessments
Compliance monitoring
Issue management

Audit plan
Control evaluation
Recommendations follow-up

Service controls

Incident response

Data protection
Sub-processor management

Model controls
Content filters.
Safety guardrails
System monitoring

Usage guidelines
Escalation
Feedback loops

BEHAVIOURAL ENVELOPE
The Accountability Boundary

g

Bias Safety Privacy
Within acceptable Mo unacceptable harm Data used within
limits agreed purpose
O, ol e
Cost Drift (Over Time) Autonomy
Within budget Within acceptable Within permitted
thresholds variability autonomy limits

Y

&

GOVERNANCE INTERVENTION CYCLE

ility
o Breach Triggers Escalation & Accountability Risk

What governs behaviour

¥ (Beh:

What proves it is working

Board reports
Risk dashboards
Minutes & decisions

Strategy docs
KPI reports
Risk registers
Investments

Business metrics
Qutcome reports
User feedback
ROl evidence

System logs
Monitoring data
Change records
Access logs

Risk registers
Compliance evidence
Policy attestations

Audit reports
Testing evidence
Issue tracking records

SOC [ 1SQ reports
Performance reports
Incident reparts

Moadel cards
Safety evaluations
Uptime / reliability reports

Feedback data
Issue reports
Resolution evidence

il
Reliability
Performance within
expected range

Breach of the behavioural

envelope trigger
escala
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DETECT
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Accountability becomes real when it is tied to behaviour.

The behavioural envelope defines the limits within which an Al system is
expected to operate. These limits translate governance intent into operational
reality. Accuracy, bias, latency, cost, drift and autonomy define what
acceptable behaviour looks like in practice.

This is not simply a governance tool.

It is the line at

which liability
attaches.

When behaviour remains within the
envelope, the system is considered
controlled. When it moves outside, a
breach has occurred. At that point,
accountability becomes enforceable and
visible.

Without defined behavioural boundaries,
organisations cannot demonstrate control.
Without demonstrable control,
accountability remains theoretical.

The boundary connects governance intent
to operational reality.
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Liability follows outcomes, not architecture.

In financial services, Al-driven decisions that produce biased or inconsistent
outcomes create regulatory exposure. ASIC has already signalled its focus on
misleading conduct involving automated systems, while APRA CPS 230
extends this further by requiring institutions to manage operational risk
across third-party dependencies.

In healthcare, Al-assisted decisions that lead to harm remain the
responsibility of the provider organisation.

The legal landscape is shifting.

The EU Al Liability Directive was withdrawn in February 2025. The revised
Product Liability Directive (EU) 2024/2853 extends strict liability to software
and Al systems, effective December 2026.

The same trajectory is visible in the United States.

At board level, the standard of oversight remains unchanged, but
expectations are rising.

The Caremark line of cases, including Marchand v Barnhill and In re
McDonald's, reinforces the obligation for effective oversight of critical risks.
This is no longer hypothetical. The SEC has brought enforcement actions
against firms for misleading claims about Al capabilities, signalling that Al-
related disclosures and conduct now sit within the standard liability
perimeter.

At the same time, the financial backstop is changing.
D&O insurers have begun introducing exclusions for Al-related losses into

policies. The protection directors have historically relied on may not respond
to Al-related claims.
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Liability is becoming more
direct, more visible and
less transferable.
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From Accountability to Control

Al ACCOUNTABILITY CONTROL FRAMEWORK

If you cannot evidence it, you do not control it.

BOARD AND EXECUTIVE STANDARD FOR EVIDENCING Al CONTROL

Five control pillars. Fifteen critical controls. One standard of accountability.

O s “
OWNERSHIP & INVENTORY

Know what Al you use, who owns it, and
where it runs.

MANDATORY CONTROLS

&

Third-party Al providers identified

@ and assessed
EVIDENCE EXAMPLES

Ownership register

0 Al inventory

=) Vendor | dependency map

Business ownership assigned for
each Al system

Al system inventory maintained
and current

-

2—g

DATA & MODEL CONTROL

Ensure rights, quality and change control
across data and models

MANDATORY CONTROLS

Data usage rights and licensing
are documented

@ Data quality and lineage validated

Model change control and version
tracking in place

Contracts and licenses

0 Data lineage reports

=) Model version logs

NiTps
BEHAVIOUR & MONITORING

Continuously menitor behaviour within
defined behavioural envelope and thresholds.

MANDATORY CONTROLS

&
¢
&

@ Threshold definitions

Behavioural envelope defined with
clear thresholds and limits

Monitoring and alerting
operational

Drift and performance reviews
conducted

Monitoring dashboards

=} Drift / performance reports

w . 7 \ J
4 1(5
= FOUNDATION PRINCIPLES
=
Foe N
RESPONSE & ASSURANCE RISK & CONTINUITY R,
Be ready to respond, assure and demonstrate Manage risk exposure and ensure continuity ' notassumed
control effectiveness. and exit capability.
A y
MANDATORY CONTROLS MANDATORY CONTROLS ( 3
@: Control extends across the
Incident response process @ Insurance and indemnity reviewed - fulllifecycle
defined and tested \ )
Exit, portability and data return = ~
@ Audit rights and access secured plan in place " :
.\ Evidence demonstrates
Regulatory and stakeholder @ Ongoing third-party risk control effectiveness
reporting supported assessments performed \. J/
. Shared responsibility
EVIDENCE EXAMPLES EVIDENCE EXAMPLES requires clear ownership
@ Incident logs and RCA reports Insurance coverage details ~ -
Fa =
Audit findings and outputs 0 Exit / portability plans QOutcomes matter more
than activity
Regulatory submissions Third-party risk assessments
A
\. 7 . J . y

ACCOUNTABILITY IS NOT A POLICY. IT IS A SYSTEM OF CONTROL,

EVIDENCE AND ACTION.
R ly. Evid

ri

ce continuously

Figure 4: Al Accountability Control Framework — From accountability to

operational control and evidence
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Accountability must be operationalised.

Ownership ensures accountability is assigned to named individuals. Data and
model control ensure dependencies are understood. Monitoring ensures
behaviour remains within defined limits. Response ensures deviations are
addressed. Assurance ensures control can be demonstrated.

These elements are interdependent.
Without ownership, accountability is unclear. Without monitoring, drift is

invisible. Without response, deviations persist. Without evidence, none of it
can be proven.

If you cannot

evidence it, you
do not control it.
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Failure Modes

Organisations fail in predictable ways.

The Accountability lllusion

Organisations assume vendors carry accountability because they carry
responsibility. Ownership becomes unclear, and when failure occurs, no
one is positioned to respond effectively.

Control Without Visibility

Systems are approved based on initial validation but not monitored
continuously. Behaviour changes over time while governance remains
static, creating a gap between expectation and reality.

Contract-Led Governance

Organisations rely on legal agreements to manage risk without translating
those agreements into operational controls. Contracts define obligations,
but they do not enforce behaviour.

Unmanaged Dependency

Foundation model reliance and embedded Al within vendor platforms are
not fully mapped. Organisations become exposed to dependencies they
do not recognise or understand.

Absence of Evidence

Controls exist in principle but cannot be demonstrated in practice. When
challenged, organisations are unable to prove that systems are operating
within defined limits.

ACCOUNTABILITY IS ASSUMED RATHER THAN ENFORCED.
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Governing Accountability
Across the Chain

Governance must follow accountability, not stop at the organisational
boundary.

Traditional governance models assume that risk can be contained within the
enterprise and managed through oversight of internal systems. That
assumption does not hold for Al.

Accountability sits at the point of decision, but behaviour is shaped across a
distributed system. Governance must therefore extend across that system,
even where direct control does not.

This requires a shift in approach.

Organisations must define accountability at the level of decision. They must
map dependencies, including those embedded within vendor platforms. They
must establish behavioural boundaries that translate intent into enforceable
limits. They must monitor continuously, not periodically. They must escalate
when behaviour deviates. And they must evidence control in a way that can
withstand regulatory scrutiny.

This is not about controlling every layer.

It is about ensuring that

accountability can be demonstrated
despite not controlling every layer.
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Questions for Boards

Do we have clear accountability for every Al-enabled decision,
assigned to a named owner?

Can we demonstrate that systems operate within defined
behavioural limits?

What changes could occur without our visibility, and how would we
detect them?

== DO We understand our dependency on foundation model providers?

- \Would we be able to evidence control to a regulator today?

Questions for Executives

- Have we defined behavioural envelopes for all critical Al systems?
-  Are monitoring and drift detection operating continuously?

- DO We have visibility of embedded Al within vendor platforms?
- Are escalation pathways defined and tested?

- Can we produce evidence of control on demand?
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What Leaders
Should Do Now

Accountability in Al does not emerge from structure. It must be deliberately
established and continuously enforced.

Make accountability explicit.

Every Al-enabled decision must have a named owner who is
responsible for outcomes, not just system operation

Define behavioural boundaries.

The behavioural envelope must be established for all systems that
influence customers, employees or financial outcomes.

Strengthen visibility.

Dependencies across vendors, foundation models and embedded Al
capabilities need to be mapped and understood.

Monitor continuously.

Behaviour should be observed in real time, with clear thresholds for
deviation and defined escalation pathways.

Evidence control.

Organisations must be able to demonstrate, at any point in time, that
systems are operating within defined limits.
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Closing
Insight

Al concentrates

accountability.

For boards, this is not an abstract consideration. It is a practical responsibility.

The organisations that will succeed are those that define accountability
explicitly, enforce behavioural boundaries and require evidence of control.

The question is not whether Al is governed.

It is whether accountability

can be demonstrated when it
matters.
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