
Welcome to flash 

drive safety



Hello, my name is Link, what is 

your name?

Please type your full name here and click enter.

Enter



Welcome Learner,

It is great to meet you. Let's 

look at what we will be 

learning in this course.

There are four sections for you 

to work through. 

Continue
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Introduction

Lost and found flash drives

Gifted and personal flash drives

Dealing with malware



If you are not sure what the 

correct answer is, I can help you. 

Whenever you see me, you can 

just click on me, and I will pop 

up with some handy hints. 

ContinueBack



Introduction

Flash drives, and their incorrect use, can pose a 

risk to our network security.

But before we begin to learn about flash drive 

safety, let’s look at some of the technical terms 

you may encounter.
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Flash drive

A flash drive is a small, portable data storage 

device that uses flash memory to store and 

transfer data.

Flash drives are also known as USB drives, thumb 

drives, or removable storage devices.
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Malware

Malware is short for malicious software and 

refers to any program or file that is 

intentionally harmful to a computer, network, 

or server.

Malware is like the mischievous gremlin of the 

computer world and can cause chaos in your 

system. It includes viruses, spyware, and other 

destructive programs.
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Ransomware

Ransomware is a type of malware that encrypts 

a victim’s files or locks them out of their system 

and demands a ransom to restore access. Think 

of ransomware as the pirates of cyberspace.

Ransomware locks up your files, holds them 

hostage, and demands a reward to set them free.
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Cyber security

Cyber security is the process of protecting 

computer systems, networks, and data from 

digital threats, such as hacking, malware, 

and any other unauthorized access.

Think of cyber security as the superhero 

that protects your computer or network 

from malicious threats.
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Firewall

A firewall is a security system that acts as a 

barrier between a private network and external 

networks, like the internet. It controls incoming 

and outgoing network traffic based on 

predetermined security rules to prevent 

unauthorized access and potential threats.

Imagine your computer or network as an exclusive 

club and the firewall is the bouncer who decides 

who gets in and who does not. 
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What can improper use 

of flash drives cause?









In this section, we will explore situations 

when a flash drive is lost. 
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Lost and found flash drives







Jump is really worried now. They have looked all over the office but 

cannot find the missing flash drive. They have been searching for 

almost two hours.

Jump realizes that they will have to inform Control, the Cyber 

Security Manager.

The Cyber Security Manager, Control, discusses the problem with 

Jump. Control is disappointed that they were not informed as soon 

as Jump realized that the flash drive was missing.





Control, the Cyber Security Manager, gets Jump’s email to 

everyone. They call Jump and are upset that Jump did not follow 

company protocol.

Control discusses with Jump what data was stored on the flash 

drive. Jump explains that it contains highly sensitive information.

Control reminds Jump of the importance of following correct 

protocol. They warn Jump that this will have to be discussed in 

their next review with Jump’s direct manager.





Control, the Cyber Security Manager, discusses the situation 

with Jump. Together they create an action plan to recover the 

flash drive and secure the data on it.

Control assures Jump that they have done the right thing and 

followed company protocol. Control states that together they 

can sort it out quickly. Jump is still worried but is relieved 

that they have Control helping them.







You have minutes left

Pay $$$ or we will infect your system.
(This is a simulation and will not infect your system.)
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Remember

If you lose a flash drive, you must immediately 

report it to the Cyber Security Manager. They 

will try to help you recover the flash drive and 

assess if there has been a data breach.

If you find a flash drive, you must hand it in to 

reception. Reception has a special computer that 

can safely check flash drives.



Gifted and personal flash drives



In this section, we will explore 

situations where you are given a 

flash drive from an outside 

source or if you use a personal 

flash drive on a network 

computer.



















How to recognize the 

signs that you might 

be infected.







Pop-up ads
Unexpected ads popping up everywhere are annoying, but they 

could also point to malware known as adware. Not every pop-

up is dangerous, and some might be selling legitimate 

products, but many are malicious and can lead to websites 

designed to install more malware onto your computer or steal 

personal information from you.

You should:

1. Do not click on pop-up windows or ads.

2. Be careful when you are trying to download free 

applications. Only download applications from trusted 

websites and never from pop-up ads.

3. Disable pop-up ads on your computer.

4. Inform the IT department so they can run tests on your 

computer.



Web browser redirects
Some malware may infect your web browser without your 

knowledge and redirect you to malicious sites. Sometimes, the 

redirect is obvious, other times your only clue will be a funny 

looking URL address. 

One way to spot a potentially malicious URL is to look for a 

missing S in https://at the start of the URL. If there is no S, it is 

not a secure site, and you should not share any personal 

information.

You should: 

1. Always check the URL of the website before sharing personal 

information. If you notice something funny, stop and contact 

the IT department for help.

2. Disable or delete any extensions that you did not install 

deliberately or no longer need.





Additional safe practices

• Only use company issued flash drives.

• Never lend your flash drive to anyone.

• Always encrypt sensitive data to keep it safe.

• Keep your anti-virus software up to date. If 

you are unsure about updates check with the 

cyber security department.



Thank you for joining me today. I 

hope your enjoyed learning about 

flash drive safety. If you have any 

additional questions, please 

contact your IT department. They 

are always ready to help.

ExitBack


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55

