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CASE STUDY




.- YOU CAN LEARN MORE FROM SOMEONE'S
SPOTIFY THAN THEIR LINKEDIN

PEOPLE LOCK DOWN THEIR PROFESSIONAL
PROFILES. THEY THINK ABOUT OPSEC WHEN
USING WORK EMAILS.

BUT THEIR PERSONAL HABITS? THAT'S A
DIFFERENT STORY.

A HACKER TRYING TO STAY ANONYMOUS
USED HIS REAL NAME ON HIS SPOTIFY
ACCOUNT.

HIS PUBLIC PLAYLISTS CONTAINED LINKS
TO UNDERGROUND FORUMS.

THOSE FORUMS LINKED TO AN OLD
USERNAME HE FORGOT ABOUT.

THAT USERNAME WAS TIED TO AN OLD
EMAIL, WHICH HAD BEEN EXPOSED IN A
BREACH.

FROM A SINGLE SPOTIFY PROFILE, WE
GOT:

HIS OLD ALIASES

THE UNDERGROUND GROUPS HE WAS IN

A PERSONAL EMAIL CONNECTED TO
MULTIPLE FRAUD REPORTS

| LESSON: YOUR BIGGEST DIGITAL

FOOTPRINT ISN'T WHAT YOU POST—IT’S
WHAT YOU FORGET TO HIDE.
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