
OSINT
CASE STUDY



🚨 HIS AMAZON WISHLIST FAILED HIS OPSEC

HE PROTECTED HIS ACCOUNTS.
HE USED STRONG PASSWORDS.
HE NEVER SHARED PERSONAL DETAILS.

THEN HE LEFT HIS AMAZON WISHLIST PUBLIC.

🔍 WHAT WE FOUND IN MINUTES:
 ✔ A WISHLIST DESCRIPTION CONTAINING HIS
EMAIL ADDRESS
 ✔ THAT EMAIL WAS IN MULTIPLE BREACHES,
EXPOSING PASSWORDS USED ELSEWHERE
 ✔ THOSE CREDENTIALS LINKED TO OTHER
ALIASES, EXPANDING OUR INVESTIGATION
 ✔ THE GIFT REGISTRY ADDRESS REVEALED HIS
REAL FULL NAME AND LOCATION

💡 ONE WISHLIST. FULL EXPOSURE.

❗ LESSON: PEOPLE SECURE THEIR ACCOUNTS
BUT FORGET ABOUT WHAT THEY LEAVE
PUBLIC.
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