


2 EXPOSED BY A MISCONFIGURATION:
UNLOCKING A CHINESE COMPANY'S
NETWORK

® WHAT HAPPENED?

WE FOUND A MISCONFIGURED SYMFONY AP
EXPOSED INTERNAL ENVIRONMENT VARIABLES,
INCLUDING CREDENTIALS, EMAIL ADDRESSES,
AND THIRD-PARTY INTEGRATIONS.

?® WHAT WE UNCOVERED:

¥ EMPLOYEE CONNECTIONS - ADMIN EMAILS
LINKED TO OTHER ORGANIZATIONS

¥ THIRD-PARTY RELATIONSHIPS -
INTEGRATION WITH CARGOWISE AND OTHER
LOGISTICS PLATFORMS

™ SENSITIVE CREDENTIALS - IWT TOKENS,
DATABASE PASSWORDS, AND SMTP
CREDENTIALS

¥ OPERATIONAL INSIGHTS — API LOGS
REVEALING INTERNAL DATA PROCESSING AND
WORKFLOWS

A SIMPLE MISCONFIGURATION LED TO DEEP
ORGANIZATIONAL INSIGHTS, REVEALING
BUSINESS RELATIONSHIPS, KEY PERSONNEL,
AND BACKEND INFRASTRUCTURE.

4 WANT TO MASTER OSINT INVESTIGATIONS?
LEARN MORE AT EPCYBER.COM
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