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PREMIUM SUBSCRIPTION
You get a 4-month subscription as soon as you get access to the course. This gives you two full
publications with new material on certain topics, like SOCMINT, CI, and CYBER.

INFLUENCE CONTENT
You can write to us about what content you want to learn more about in future publications. You can
pick one topic that interests you, like learning more about a certain platform or concept.

PRACTICAL, SKILL-FOCUSED
The content, unique features, and value of this course are unparalleled in the market. When it comes
to developing Chinese OSINT skills, COSINTI is the most advanced and practical course today.

UNCONVENTIONAL STRATEGIES 
COSINTI integrates unique information collecting methodologies brought to you from the
Penetration Testing domain. We teach you how to look at information gathering efforts from a
different perspective by leveraging specific tools, software, collection methods, and manual know-
how that improves the efficiency of a typical OSINT analyst's mindset and approach to collection
process, as well as filling gaps where only solely on OSINT, does not work.

REAL LIFE SCENARIOS
The entire course incorporates real-life scenarios that approximate or directly borrow instances,
pictures, and illustrations from real-world events, practices, concepts, and terminologies. So you can
be certain that the skills and information you learn and apply are industry-relevant.

UNIQUELY DESIGNED EXERCISES
Every topic in the course has a specific section with professionally designed tasks that will test your
thinking and approach to information collecting inside China's ecosystem. We teach you the talent,
but you must also put it into practice; this is what will genuinely develop your skills.

E P C Y B E R . C O M / C O S I N T I

W H A T  C O S I N T I  P R O V I D E S  Y O U



E P C Y B E R . C O M / C O S I N T I

M O D U L E S  O V E R V I E W

MODULE ONE: ECOSYSTEM
Exploring everything about the main differences between the Western and Chinese ecosystems. 
Understanding everything about linguistics for OSINT work (context, keywords, forms of
communication online to identify data).
Understanding translations (bypass difficult Captcha, tools).
Understand OPSEC inside China.

MODULE TWO: SPECIALIZED OSINT
All things Open Source Intelligence OSINT (Resources, Keywords, Guided Scenarios, Exercises)
All things Imagery Intelligence IMINT (Resources, Keywords, Guided Scenarios, Exercises)
All things Social Media Intelligence SOCMINT (Resources, Keywords, Guided Scenarios, Exercises)
All things Geospatial Intelligence GEOINT (Resources, Keywords, Guided Scenarios, Exercises)
All things Corporate  Intelligence CI (Resources, Keywords, Guided Scenarios, Exercises)

MODULE THREE: EXPERT TECHNIQUES
All things cyberspace, Cyber Threat Intelligence  (Resources, Keywords, Guided Scenarios,
Exercises)
All things Access, methods to bypass all heavily restricted resources in China (SOCMINT, Mobile).
All things Sock Puppets, types of Avatars, Westernized and Chinese avatars, In depth analysis and
guide to create your very first Chinese sock puppet successfully.
All things Virtual HUMINT, engagement online, how to engage with your target with no Chinese
language proficiency (designed for CTI case study, hacker engagement). 

MODULE THREE: FUSION INTELLIGENCE
Manual methods, know-how, tools and strategies from the Penetration Testing domain, blending
in unique information gathering techniques to the typical OSINT mindset and approach. 
Teaching how to look at information and data from a new angle; when OSINT fails, other ways
succeed. 
This module, and the entire course, focuses on the unique skill of source development, which
includes the ability to detect, identify, research, and find new, existing sources of information on
your own, as well as the ability to pivot from one source to another by learning our strategies and
techniques. 



C O U R S E  D U R A T I O N
4  W E E K S

L A N G U A G E
E N G L I S H  ( S T U D Y  B O O K S  +  V I D E O )

A C C E S S  R E S O U R C E S  F R O M  S T A R T  D A T E
6  M O N T H S  F O R  S T U D Y  B O O K S
6  M O N T H S  F O R  V I D E O S

P R E M I U M  S U B S C R I P T I O N
4  M O N T H S  F R O M  E N R O L L M E N T

S E L F - P A C E D  L E A R N I N G  O N L I N E

E P C Y B E R . C O M / C O S I N T I

C H I N E S E  O S I N T  I N V E S T I G A T O R  C O U R S E



G E T T I N G  S T A R T E D
E X P L O R I N G  T H E  D I F F E R E N C E S  B E T W E E N  T H E  E C O S Y S T E M S :  
( T H I S  P A R T I C U L A R  S E C T I O N  I S  F O R  Y O U  T O  H A V E
B A C K G R O U N D  K N O W L E D G E  A B O U T  T H E S E  T O P I C S  T H A T  M A Y
A I D  I N  U N D E R S T A N D I N G  O F  O S I N T  P R O C E S S E S )

L O O K I N G  I N T O :
O N E - P A R T Y  S Y S T E M
A U T H O R I T A R I A N I S M
M A R K E T  O R I E N T E D  E C O N O M I C  P O L I C Y
R O L E  O F  T H E  I N D I V I D U A L
G U A N X I  &  后⻔
I N T E R N E T  I N F R A S T R U C T U R E
E - C O M M E R C E  &  M O B I L E  P A Y M E N T S
O N L I N E  S E R V I C E S
S U R V E I L L A N C E  &  I N T E R N E T  C O N T R O L
E - G O V E R N M E N T  S E R V I C E S
T E C H N O L O G Y  C O M P A N I E S  &  G O V E R N M E N T  T I E S
O N L I N E  A C T I V I S M  I N  C H I N A
S O C I A L  C R E D I T  S Y S T E M
D I A L E C T S  
R E G I O N S
S O C I A L  M E D I A

U N I Q U E  S O C I A L  M E D I A  E C O S Y S T E M
G O V E R N M E N T  C O N T R O L  &  C E N S O R S H I P
I N F L U E N C E R  C U L T U R E  O N L I N E

M O D U L E  O N E



L I N G U I S T I C S
C E N S O R S H I P

H O W  D O  T H E  C H I N E S E  E V A D E  ' C E N S O R S H I P '
 F I L T E R S  O N L I N E ,  A N D  H O W  T O  D E T E C T  I T ?

V I S U A L  C H A T T E R  ( E M O J I S )
T E X T  A N D  S L A N G
H E L P F U L  P H R A S E S  
U N D E R S T A N D  C O N T E X T ,  " S A Y I N G S "
N A V I G A T E  D I S C U S S I O N S ,  C H A T T E R
S L A N G  
I N T E R N E T  S L A N G  
P O L I T I C A L  S L A N G
E X A M P L E S  W I T H  V I S U A L S  &  C O N T E X T
 I N C L U D E D  T O  E A C H  T Y P E
I N F L U E N C E  O F  C U L T U R A L  N U A N C E S  O N
 P R A C T I C E S ,  S L A N G ?  
I D I O M S
H O W  T O  B R E A K  D O W N  T H E  T E X T
 A N D  F I N D  T H E  " C O N T E X T " ?
S Y M B O L I C  C O M M U N I C A T I O N  
E M O J I S ,  V I S U A L S ,  M E M E S
K E Y W O R D S
E V E R Y  S E C T I O N  I N  T H E  R E S U R C E  B O O K
 I N C L U D E S  K E Y W O R D S  R E L A T E D  T O  T H E
 T O P I C .  
F I N D  Y O U R  O W N  R E S O U R C E S  O F
 T H A T  P A R T I C U L A R  T O P I C ,  D I S C U S S I O N ,  I N T E R E S T

C O N T E X T
H O W  T O  U N D E R S T A N D  T H E  C O N T E X T
 I N  A  B U N C H  O F  C H I N E S E  T E X T ?

V I S U A L  C H A T T E R  ( E M O J I S ,
 M E M E S ,  S T I C K E R S )
T E X T  A N D  S L A N G
N U M B E R S
I D I O M S

M E T H O D S  A N D  T O O L S
 T O  E A S I L Y  U N D E R S T A N D  T H E  C O N T E X T
E X P L O R I N G  R E A L  L I F E  S C E N A R I O S  A N D
 I T ' S  C O N T E X T  I N  C H A T T E R  O N L I N E

M O D U L E  O N E



N A M E S
H O W  T O  K N O W  T H E  R I G H T  N A M E  O R D E R ?
V A R I A T I O N S  I N  S P E L L I N G
N I C K N A M E S  &  A L I A S E S

H E L P F U L  I N S I G H T S  A N D  T I P S  T O
 C O N D U C T I N G  S U C C E S S F U L  S E A R C H
 O N  P E O P L E
H O W  T O  K N O W  Y O U ' V E  M A X I M I Z E D
 Y O U R  R E S E A R C H ?
W H A T  D A T A  T O  F O C U S  O N  &  W H A T  T O
 C O L L E C T  F R O M  A  U S E R  P R O F I L E ?
 ( L I V E  S E S S I O N  I N  N E W  U P C O M I N G  V I D E O  L E S S O N S )
I D  C A R D S  O S I N T  -  T O O L S  A N D  G U I D E S  T O
U N D E R S T A N D I N G  I D E N T I F I C A T I O N  C A R D S .

M O D U L E  O N E



T R A N S L A T I O N
T O O L S  ( I M A G E ,  T E X T ,  W E B ,
 V O I C E ,  V I D E O )
H O W  T O  F I N D  T H E  R I G H T  T O O L  F O R  Y O U ?  
H O W  T O  F I N D  G O O D  D O M E S T I C  T O O L S ?
W H Y  N O T  R E L Y  O N  " G O O G L E  T R A N S L A T E " ?
O S I N T  C A S E  S T U D Y  ( B Y P A S S  C A P T C H A )

M O D U L E  O N E

O P S E C
T O O L S  A N D  T I P S  F O R  S O L I D  O P S E C  ( A S  M U C H  A S
P O S S I B L E )  W I T H I N  C H I N A ' S  I N T E R N E T ,  D U R I N G  O S I N T
W O R K .



O P E N  S O U R C E  I N T E L L I G E N C E  ( O S I N T )
S E A R C H  E N G I N E S

I M A G E S
R E V E R S E  S E A R C H  E N G I N E S  

P E O P L E
O B J E C T S
O T H E R

M U L T I  P U R P O S E
A C A D E M I C
O T H E R S

V I D E O  P L A T F O R M S
R E V E R S E  S E A R C H  V I D E O S
V I D E O  F O C U S E D  

P E O P L E  S E A R C H  
M I S S I N G  P E R S O N S  
O S I N T  F O C U S E D

O T H E R  D O M E S T I C  S O U R C E S
E - C O M M E R C E

H O W  T O  L E V E R A G E  T H E S E  F O R  O S I N T  O N  P E O P L E ?  
Q & A  C O M M U N I T I E S
N E W S /  M E D I A
C O U R T  S O U R C E S
G O V E R N M E N T  
C L O U D  S T O R A G E  
F I L E  / D O C U M E N T  S H A R I N G  

M O D U L E  T W O



S O C I A L  M E D I A  I N T E L L I G E N C E  ( S O C M I N T )
C H I N E S E  S O C I A L  N E T W O R K S  
U N I Q U E  M E T H O D S  O F  G A T H E R I N G  D A T A  
C O M B I N I N G  H A C K I N G  X  O S I N T  =  B E T T E R  S O C M I N T
S T R A T E G I E S

G E O S P A T I A L  I N T E L L I G E N C E  ( G E O I N T )
W H Y  C H I N E S E  G E O I N T  I S  U N I Q U E ?  
W H Y  Y O U  C A N ' T  F I N D  P R E C I S E  G E O  D A T A ?  
H O W  T O  F I N D  D O M E S T I C  T O O L S  F O R  G E O I N T  T H A T  W O R K
 W E L L ?  

C O R P O R A T E  I N T E L L I G E N C E  ( C I )
P E R S O N A L  T I P S ,  T O O L S ,  &  S E A R C H  S T R A T E G I E S  F O R :

F I N D  A N Y  C H I N E S E  C O M A P N Y  A N D
R E G I S T R A T I O N S  ( H K  A N D  O T H E R  A R E A S )
O F F I C I A L  N A M E S  ( R E A L  C N  N A M E S )
E M P L O Y E E S  ( C N  " L I N K E D - I N " )
F R A U D  D A T A B A S E S  
S C A M  D A T A B A S E S  
B L A C K L I S T E D  R E G I S T E R E D  C O M P A N I E S  D B ' S
G O V E R N M E N T  D A T A B A S E S /  P O R T A L S
A D D I T I O N A L  I N S I G H T S ,  R E S O U R C E S ,  W E B S I T E S ,  A N D
O S I N T  T I P S  F O R  T A R G E T E D  R E S E A R C H .  

M O D U L E  T W O



C Y B E R S P A C E
R U N D O W N  O F  D O M E S T I C  G I A N T S /  T E C H  C O M P A N I E S ,  T H E I R
O F F E R I N G S ,  W H Y  T H E Y ' R E  U N I Q U E ,  A N D  H O W  T H E Y ' R E
D I F F E R E N T  F R O M  W E S T E R N  B U S I N E S S  O P E R A T I O N S ?
D O M E S T I C  T O O L S  F O R  " A T T A C K  S U R F A C E "
C Y B E R S E C U R I T Y  S E A R C H  E N G I N E S  ( F O F A / Z E  B U T  L E S S
K N O W N )
T O O L S  F O R  R E S E A R C H E R S  ( M A L W A R E ,  I P ,  A T T A C K
S U R F A C E . . E T C )
C H I N E S E  H A C K E R S  O N  W E S T E R N  R E S O U R C E S  
C H I N E S E  H A C K E R S  O N  D O M E S T I C  R E S O U R C E S
A C C E S S  T O  U N I Q U E  R E S O U R C E S  T H A T  M A Y  B E  L E V E R A G E
F O R  L E ,  O S I N T ,  P I ,  C T I  P R A C T I T I O N E R S :
L E A K E D  D A T A B A S E S  ( D O M E S T I C  B R E A C H E S  &  R E S O U R C E S )
H O W  T O  S E A R C H  L I K E  A  L O C A L  
H O W  T O  A V O I D  &  M I N I M I Z E  G R A M M A R  M I S T A K E S
B L E N D  E N & C N  K E Y W O R D S  C O R R E C T L Y  
T I P S  &  V I S U A L S  T O  S P E N D  L E S S  T I M E  O N  F I N D I N G  T H E
R I G H T  R E S U L T
T I P S  T O  M A K E  Y O U R  S E A R C H E S  M O R E  E F F I C I E N T
T I P S  &  V I S U A L S  T O  M A K E  Y O R U S E L F  T R U L Y  C O N F I D E N T  I N
F I N D I N G  A N Y T H I N G  A R O U N D  C H I N A ' S  E C O S Y S T E M .  

M O D U L E  T H R E E



A C C E S S  C H I N A
H O W  D O E S  C E N S O R S H I P  W O R K ?
H O W  D O E S  G R E A T  F I R E W A L L  W O R K ?
W H Y  C O M M O N  M E T H O D S  &  V P N S  D O N ' T  W O R K ?
W H Y  O S I N T  M I N D S E T  D O E S N ' T  S O L V E  T H I S ?
U N C O N V E N T I O N A L  B Y P A S S  M E T H O D S  &  T O O L S  T H A T
A C T U A L L Y  W O R K
T I P S  T O  B Y P A S S  C H I N E S E  P O R T A L S  C A P T C H A  C H A L L E N G E S
H O W  T O  R E G I S T E R  T O  S O C I A L S  W I T H O U T
 A  P H Y S I C A L  S I M  C A R D ?
W H A T  A R E  C O M M O N  M I S T A K E S  T H A T
 W E S T E R N E R S  M A K E  W I T H  T H I S  T O P I C ?
W H Y  U S I N G  A  " O N L I N E  S M S  C O N F I R M A T I O N "
 S E R V I C E S  D O E S N ' T  W O R K ?
W H A T  T O O L S  /  M E T H O D S  A C T U A L L Y  W O R K ?

M O D U L E  T H R E E

S O C K  P U P P E T S  ( A V A T A R S )
H O W  T O  C R E A T E  A V A T A R S  F O R  D I F F E R E N T  G O A L S  O F
E N A G E M E N T  I N S I D E  D I F F E R E N T  E N V I R O N M E N T S ?  
B E S T  M E T H O D S  A N D  T I P S
L E A R N I N G  H O W  T O  E N G A G E  I N  C H I N E S E  F O R  N O N - N A T I V E
S P E A K E R S  ( O U R  F O O L P R O O F  S T R A T E G Y )



H A C K I N G
W H Y  A P P L Y I N G  P R A C T I C E S  F R O M  O T H E R  L I N E S  O F  W O R K
L I K E  P E N T E S T I N G  M A K E S  C O S I N T I  B E S T  I N  T H E  G A M E ?
T I P S ,  V I S U A L  E X A M P L E S ,  S T E P  B Y  S T E P  G U I D E S  O N  H O W
T O  B L E N D  P A S S I V E  H A C K I N G  T E C H N I Q U E S  W I T H  O S I N T
U S I N G  ' H A C K E R '  T O O L S  F R O M  O F F E N S I V E  S E C U R I T Y
P R A C T I C E S  T O  B O O S T  Y O U R  C H I N E S E  O S I N T  S K I L L S
U S I N G  M E T H O D S  O F  I N S P E C T I O N ,  R E S E A R C H ,
E N U M E R A T I O N  A N D  O T H E R  P R A C T I C E S  T O  F I N D
I N F O R M A T I O N  T Y P I C A L L Y  O S I N T  A N A L Y S T S  W O N ' T  L O O K
A T :

L O O K  A T  W E B S I T E S  F R O M  A  D I F F E R E N T  L E N S
W H E R E  C A N  I N F O R M A T I O N  B E  H I D D E N
H O W  T O  ' T R A N S F O R M '  R E G U L A R  W E B S I T E S  I N T O
S O U R C E S  O F  I N F O R M A T I O N
H O W  T O  U N D E R S T A N D  H O W  W E B S I T E S  W O R K ,  A N D
H O W  Y O U  C A N  L E V E R A G E  T H A T  T O  Y O U R  A D V A N T A G E

M O D U L E  F O U R

S O U R C E  D E V E L O P M E N T
T H R O U G H O U T  T H E  R E S O U R C E  B O O K  Y O U  G E T  " S O U R C E
D E V E L O P M E N T "  T I P S ,  A L O N G S I D E  D E T A I L S  V I S U A L S ,  S T E P
B Y  S T E P  G U I D E S  A N D  C A S E  S C E N A R I O S  T H A T  A R E
D E S I G N E D  T O  H E L P  Y O U  D E V E L O P  T H E  S K I L L  O F  S D .
L E A R N  H O W  T O  F I N D  N E W  S O U R C E S  O F  I N F O R M A T I O N  B Y
Y O U R S E L F :

H A C K E R  F O R U M S ,  B L O G S ,  C H A T S ,  C O M M U N I T E S ,
C H A N N E L S ,  D A R K  W E B .
L A T E S T  T O O L S ,  D E V E L O P M E N T S ,  H A C K E R  T O O L S ,  F R A U D
T O O L S ,  S C R I P T S ,  P R O J E C T S ,  E T C .
O S I N T ,  S O C M I N T ,  G E O I N T ,  I M I N T  T O O L S ,  S E A R C H
E N G I N E S ,  R E V E R S E  S E A R C H  E N G I N E S ,  A L L  D O M E S T I C
U N I Q U E  D E V E L O P M E N T S  T H A T  M O S T  A R E  H I D D E N  F R O M
T H E  W E S T E R N  E Y E S .

H O W  T O  A P P R O A C H  S O U R C E  D E V E V L O P M E N T  I N  C H I N E S E
T H E  C O R R E C T  W A Y ?
H O W  T O  F I N D  S P E C I L I Z E D  D O M E S T I C  S E A R C H  E N G I N E S ?  
H O W  T O  P I V O T  F R O M  O N E  R E S O U R C E  T O  A N O T H E R ?
H O W  T O  P I V O T  F R O M  H A V I N G  W R O N G  K E Y W O R D S  T O  T H E
R I G H T  O N E S ?



L I V E  P R A C T I C E  &  E X E R C I S E S
N E W  V I D E O  L E S S O N S  I N C L U D E  A  L I V E  P R A C T I C E  S E S S I O N
W H E R E  W E  G O  O N  T H E  C H I N E S E  W W W  T O G E T H E R  A N D  D E E P
D I V E  I N T O  R E S E A R C H  O N  V A R I O U S  D O M A I N S .
O V E R  5 0 +  P R A C T I C A L  E X E R C I S E S  T H A T  G E T  Y O U R  W H E E L S
I N  T H E  M I N D  G O I N G ,  H O W  T O  F I N D ,  W H E R E  T O  L O O K ,
W H A T  M E T H O D  T O  U S E ,  H O W  T O  T H I N K  O U T  O F  T H E  B O X
T O  F I N D  E N T I T Y  O R  S U B J E C T  X ,  W H A T  D A T A  S O U R C E S  T O
R E L Y  O N .
 -  R E A L L Y  F A N T A S T I C  E X P E R I E N C E  A N D  P R A C T I C E
B U I L D I N G  A S  A  C O S I N T I  E X P E R T  ( W I T H  R E A L  W O R L D
E X A M P L E S ,  S C E N A R I O S )

M O D U L E  F O U R


