
 

 

 

 

 

 

 

 

 

Small and Midsize Business: 
A Big Target for Cybercriminals 

 

 

 

 

 

 

 

 



Small and Midsize Business: A Big Target 
for Cybercriminals 
 

Background: Why Small Businesses? 

Big corporations are lucrative targets for cybercriminals. This is because they 
are high profile companies. Not only do they deal in huge sums of money, but 
they also have large workforces that are often dispersed across continents. 
These circumstances naturally enhance potential attack vectors, thus making 
large businesses a natural target for cybercriminals. 

While this fact has led to the allocation of adequate security budgets in big 
corporations, it has unfortunately resulted in a degree of complacency in the 
small and midsize business community. After all, with so many big fishes to 
aim for, why would any cybercriminal target a small business? The stark 
reality is that no matter how often cybercrimes are talked about, small and 
midsized businesses continue to fall short at managing their cybersecurity 
risks. As a result, they make easy targets for hackers and cybercriminals, and 
that is why they love to hack and manipulate them, they are considered low 
hanging fruit for bad actors. Usually these cybercriminals get in and out 
without ever being noticed by the small or midsized business. 

If one goes beyond the news headlines and dives deeper into the cyber threat 
landscape, it becomes surprising to find that there is an increasing amount of 
cybercrime targeted at small and medium-sized enterprises (SMEs). 

SMEs are in the crosshairs of an increasingly sophisticated and convoluted 
array of cybersecurity threats. In fact, a recent Verizon study reports about 
71% of data breaches occur in businesses with fewer than 100 employees. Two 
other reports also confirm this trend. The Ponemon Institute reported that 
over two-thirds of SMEs with less than 1000 employees experienced a cyber-
attack in 2018. 

Another recent survey in the UK conducted by a market research firm 
Opinium for an internet service provider had an almost similar finding. That 
survey reported that nearly two-thirds of all businesses with employees less 
than 50 were targeted by cybercriminals in 2019. 

Below are the 5 top attack methodologies cybercriminals use against small 
businesses: 

https://www.verizonenterprise.com/verizon-insights-lab/dbir/


Ransomware 

The Datto’s report suggests that ransomware is at the top of the list of 
malware threats that SMEs face. According to this report, one in five SMEs 
reported that they had fallen victim to a ransomware attack. On average, the 
ransom demanded by cybercriminals amount to $5,900. However, that is not 
the final price tag. A study revealed that the cost of downtime is 23 times 
greater than the ransom requested in 2019, estimated at $141,000. This 
represents an increase of over 200% from 2018 to 2019. 

This estimate does not factor in other costs such as the costs incurred on the 
discovery of the attack, investigation, containment, recovery, and reputational 
damage. Finally, the cost of information lost has to be accounted for. All the 
above-mentioned costs make ransomware a devastating cyberattack. 

Some businesses also opt for paying the ransom in order to limit their 
downtime and restore access to sensitive files as quickly as possible. There are 
absolutely no guarantees that you will recover all of your data or any of it for 
that matter! Cybercriminals behind the ransomware can become increasingly 
stubborn and have been known to continue and increase the ransom every 
time. Even if the company pays up, it cannot be sure that it will recover and 
decrypt all the data. The damage has been done. SMEs need to secure their 
systems after an attack, because cybercriminals have been known to attack the 
company several times. The other issue is cybercriminals can inject malware 
into the recovered data, making a subsequent attack easier for them. This is 
why it is important to back up systems regularly and to have a disaster 
recovery plan in place, so they never have to pay the ransom. 

Furthermore, the cybersecurity specialist Jake Moore has noted that paying 
the ransom to cyber criminals means funding larger cyberattacks. He also 
underscored that paying the demanded money will always result in the 
cybercriminals coming back with an even deadlier cyberattack. 

Phishing 

Phishing attacks are the largest, most damaging, and most widespread threat 
facing small & midsized businesses. Almost 90% of all breaches that 
organizations face today are due to phishing attacks. They have not only 
grown 65% over the last year, but also account for over $12 billion in revenue 
losses. 

It is no surprise that the media has recently reported that cybercrime attacks 
on small businesses are on the increase. According to an estimate, more than 

https://www.datto.com/resource-downloads/Datto2019_StateOfTheChannel_RansomwareReport.pdf
https://www.welivesecurity.com/2017/01/17/ransomware-should-you-pay-up/


half of the companies that were a victim of a cyberattack had less than 250 
employees. That is a seriously worrisome situation, particularly when one 
considers that most of the SMEs do not have the budgets for a comprehensive 
cybersecurity program that many large businesses rely on. Cybercriminals 
have also launched attacks on small businesses located in expensive localities 
because they can often prove to be a profitable back door to the bigger 
companies located in these areas. 

Phishing attacks happen when a hacker pretends to be a trusted contact and 
entices a user to download a malicious file by clicking a malicious link that 
introduces harmful malware, or even by giving them access to sensitive 
personally identifiable information (PII) such as account details or 
credentials. These usually occur in the form of emails that seem to be coming 
from a reliable source requesting you to visit malicious websites that look 
similar to authentic websites, and then you giving over personal details of one 
form or another. With time, these social engineering attacks are becoming a 
lot more sophisticated and many are falling victims to these attacks. 

The cybercriminals are becoming more convincing when pretending to be 
legitimate business contacts, and this brings us to another type of phishing 
attack on the rise known as Business Email Compromise. These attacks 
involve bad actors using phishing campaigns to steal business email account 
usernames and passwords from high-level executives. They then use these 
accounts to fraudulently conduct financial transactions on behalf of these 
executives. 

If you click on a malicious link that downloads malware onto your system, 
cybercriminals can pivot(move around in your network) if the proper security 
controls are not in place, potentially infecting every system in your 
organization, we saw this with WannaCry a type of wormable malware, 
meaning it is self-spreading. 

What makes phishing attacks so damaging? The answer is the difficulty in 
combating these attacks. The cybercriminals behind these attacks use social 
engineering to target human beings within a business to gain access to 
information or to the corporate network, rather than targeting technological 
flaws within the security architecture of that organization. Nonetheless, there 
are technical defenses to guard against phishing 
attacks. SolonTek Corporation provides security control implementations, 
automation, detection, user training and awareness, blocking of malicious 
sites, and filtering known spam to help combat these issues. 

 



Insider Threats 

Insider threats are another major threat facing SMEs. Such threats are 
another major risk to an organization, and they are caused by the actions of 
current or former employees, as well as business contractors or associates. 
These actors can not only access critical data of your company, they can also 
indulge in harmful activities after falling victim to greed or malice, or simply 
because of ignorance and carelessness. 

A report published by Verizon in 2017 found that 25% of breaches in that year 
were caused by insider threats. This is a growing problem, and it can put both 
employees and customers at risk. It also causes the company heavy financial 
damage. Insider threats are growing even faster as employees usually manage 
multiple accounts and have access to several forms of sensitive data. 

More often than not all the accounts that are given to an employee are not 
needed for them to perform their job function, and research has found that 
almost 62% of employees have reported having access to such accounts that 
they probably do not need. This is why Identity and Access Management is 
important. Monitoring logins of privileged accounts and access to applications 
and systems by employees should be a best practice. 

Small businesses have to ensure that they have a strong culture of security 
awareness within their companies in order to block insider threats. This 
culture will help in reducing insider threats caused by ignorance and also 
encourage employees to quickly spot when an attacker has compromised or is 
attempting to compromise the organization data. Security is everyone’s job. 

The difference between success and failure is always defined as taking the 
right approach to security for that particular business. Since no two businesses 
are alike, their security approach shouldn’t be either. The process starts by 
conducting a risk assessment and internal audit to make sure the best security 
practices and controls are implemented and followed within organizations. By 
monitoring behavior and detecting anomalies by observing strange patterns 
that may begin to emerge in employee behavior including odd production 
server access during off-hours or outside maintenance windows, it would be a 
good idea to cautiously investigate the matter further. I say cautiously because 
you do not want to overreact. 

When a malicious actor is spooked and feels that someone is on to them, 
chances are good they are going to intensify their efforts or try harder to go 
undetected while damaging your business. Detecting and deleting old 
accounts that have not been logged into for some time or that are no longer 

https://www.networkdepot.com/small-business-insider-threats/


being used is also a good idea. Especially accounts of former employees or 
employees that have changed job roles. Automation, and Artificial Intelligence 
go a long way in minimizing insider threats by doing continuous monitoring of 
servers as well as monitoring behaviors of employees for unusual activities 
and access to servers, applications, or data from their 
accounts.  SolonTek offers these types of solutions particularly designed for 
the SMEs. 

Unpatched Systems 

Do most organizations keep software up to date and maintain security patches 
on a regular basis, including third party patches? The answer to this question 
may shock a lot of people. According to the latest research conducted by 
Veracode states that most businesses do not patch critical security breaches 
for a full three months after the breach occurred. To write that timeline is a 
scary thought to even think about. 

Cybercriminals will always try to steal organizational data as long as the 
organization has financial, employee or customer data. Data has become the 
new gold rush in this decade. The cybercriminals look for exploits in the 
internal systems of a business. If businesses do not regularly test and deploy 
system, security and third-party application patches, chances are good that the 
system is vulnerable to a wide range of cyberattacks. 

An alarming statistic reveals that as many as 70% of software, and operating 
system bugs remain unpatched for four weeks after the vendor has disclosed 
the security issue. If a business is too complacent and leave systems vulnerable 
– there is a high probability that hackers will target that business. This is 
because bad actors are scanning the internet and looking for these types of low 
hanging fruit. They are not necessarily looking for large or specific 
organizations but an easy win. With the advent of emerging technology 
cybercriminals have begun to use automation, bots and artificial intelligence 
to accomplish this task. However, many business owners believe their 
company will not become a target. As threats and bad actors are becoming 
more sophisticated, business owners should think again! It cannot be stressed 
enough that SMEs have become lucrative targets for cybercriminals. 

Security patching is an integral aspect of administering and maintaining 
hardware and software devices, including IoT. The presence of any patching 
vulnerability is like leaving your front door unlocked while you go to work and 
serves as an open invitation to attackers. The possibility of outside intruders is 
highly reduced when a regular patching schedule is implemented and adhered 
to in an organization. 

https://solontek.net/
https://www.zdnet.com/article/the-majority-of-vulnerabilities-remain-unpatched-a-month-after-discovery/


Business performance and security can be highly improved by delegating tasks 
to a Cybersecurity Provider like SolonTek. Allocating financial and human 
resources to perform tasks like security patches in a business’s network is 
crucial. Businesses should keep all components updated and properly patched 
to help maintain a stable and functioning network. 

Security Misconfigurations 

Finally, security misconfigurations are among the number one attack 
methodologies used by cybercriminals to exploit small and mid-sized 
businesses where they are most likely to be present. Cyber incidents and data 
breaches are made possible by computer security misconfigurations in a 
system’s network or software, this includes the cloud. It is alarming to note 
that many of the same misconfigurations have allowed data breaches to 
happen, an exploit to be executed or data to be stolen often without the SMEs 
knowledge that an attack has occurred. Security misconfigurations also play a 
role in hampering the analysis of an incident because they limit the availability 
of important artifacts needed for a proper investigation or anomaly detection 
of a breach. 

Some common misconfigurations include websites, virtual machines in the 
cloud with SSH, and RDP facing and going over the internet. For example SSH 
deprecated ciphers are not false positives in most cases. Looking at the 
sshd.config file is not enough when verifying this vulnerability. You have to 
run a program like Wireshark to find out what keys are actually being offered 
to verify, then locate where the deprecated keys or ciphers are being stored. 
When security settings of websites are improperly configured, they lead to a 
culminate of various security vulnerabilities, like a bad actor injecting 
malware on the site intending to steal data from customers or hamper the sites 
availability. This usually occurs because of a lack of proper website 
maintenance or proper web application configuration. When SSH and RDP 
face the internet and are not going over a Virtual Private Network they are 
subject to remote attacks, brute forcing of passwords, and DDoS attacks. 

A security misconfiguration allows cybercriminals to gain access to private 
data, website features and SQL injections to downstream devices like 
databases. This unauthorized access can compromise a systems data and 
opens it up for attacks like ransomware. 

Furthermore, website and system vulnerabilities can arise when settings are 
left as insecure default configurations. By leaving settings as default, 
organizations make it easy for cybercriminals and hackers to gain access to the 
back end of their website. 

https://solontek.net/solutions


Listed below are the top 10 common computer security misconfigurations: 

• Logging left at default, turned off or not going to a secure syslog server 

• Former employee accounts not deleted or disabled 

• Same root, or administrator password for all internet facing systems 

• Root or administrator accounts that can connect from the Internet or 
DMZ 

• The default password on system or networking devices, this includes IoT 
devices, phones, and telepresence devices 

• Administrative accounts that are not using strong passwords and multi-
factor authentication 

• Remote desktop and SSH that are internet facing using default ports, no 
firewall or VPN 

• Not having a regular software patching routine 

The most common example of the above list includes default or weak 
passwords, default configurations, default error messages and predefined 
directories. These types of security vulnerabilities provide attackers with easy 
access to system data or information and ultimately leads to a complete 
system compromise. 

Given these circumstances, businesses must never keep their website’s or 
systems default security settings or passwords. They should take the time to 
customize these settings and configure them appropriately for their needs. 
Whether or not the organizations use an MSP or an inhouse IT team they 
should hire a Cybersecurity Provider that specializes in Cybersecurity. These 
types of companies usually have many years of systems, networking, cloud and 
security experience. 

Conclusion 

There are a host of threats facing SMEs. The limited budget of doing business 
does not allow them to go for state-of-the-art security solutions. However, 
they should consider two things when allocating their budget. 

One, cyberattacks on SMEs have increased more than ever over the past two 
years, and there are no trends showing this is on the decline, matter-of-fact 



the opposite is true, we are seeing SMEs become victims of attacks at alarming 
rates. 

Two, the cost incurred to recover from such incidents is far greater than the 
money spent to incorporate the necessary security solutions into their 
business. SolonTek has a wide net of channel and alliance partners allowing us 
to bring these solutions to our customers at a fraction of the cost. The best way 
for businesses to protect against cyber threats is by having a comprehensive 
set of security tools, and expert guidance to help put security controls in place, 
monitor for anomalies and preform regular maintenance. Security is not a one 
and done activity but a continuous lifecycle. One of the most important things 
that a SME can invest in is a Security Awareness Training programs in order 
to ensure that their employees are aware of cybersecurity threats and ways to 
prevent them. 

Small and Mid-sized businesses should keep in mind that cybercriminals have 
become highly sophisticated and are continuing to become more advance with 
time. This warrants the use of modern cybersecurity provider services and 
tools that are specialized to keep them secure.  SolonTek believes that no 
matter how small every company should be able to afford cybersecurity. 
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