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Information Gathering  

1. Conduct Search Engine Discovery and Reconnaissance for Information Leakage 

Google hacking technique 

Evident: 

With: testphp.vulnweb.com 

I have try google hack with search field parameter as: ñsite: testphp.vulnweb.comò 

After this, I got basic crawling result below: 

 

I used some query to discovering more interested information : 
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References: 

¶ http://www.mrjoeyjohnson.com/Google.Hacking.Filters.pdf 

2. Fingerprint Web Server 

Web server fingerprinting is a critical task for the Penetration tester. Knowing the version and type of a 

running web server allows testers to determine known vulnerabilities and the appropriate exploits to use 

during testing. 

Black box test: 

The simplest and most basic form of identify a web server is look at the server field in the HTTP response 

header with netcat 

Example: 

nc google.com 80 

GET / HTTP/1.1 

Host: google.com 

enter 

enter 

http://www.mrjoeyjohnson.com/Google.Hacking.Filters.pdf
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Automate Testing tools: httprint, Burpsuite 

Online Testing: https://www.netcraft.com/ 

Evident: 

¶ with netcat, we have result as below: 

 

¶ Of course, we can use some extension of browser, such as: 

 

¶ Online solutions: 

https://www.netcraft.com/
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References: 

¶ http://www.terminally-incoherent.com/blog/2007/08/07/few-useful-netcat-tricks/ 

¶ https://www.sans.org/security-resources/sec560/netcat_cheat_sheet_v1.pdf 

¶ http://netcat.sourceforge.net.  

¶ https://www.darknet.org.uk/2007/09/httprint-v301-web-server-fingerprinting-tool-download/ 

¶ http://www.net-square.com/httprint.html 

3. Review Webserver Metafiles for Information Leakage 

How to test: 

a. Robots.txt 

Web spiders/robots/crawlers retrieve (access) a web page and then recursively traverse hyperlinks to 

retrieve further web content. Their accepted behavior is specified by the Robots Exclusion Protocol of the 

robots.txt file in the web root directory 

Example: abc.com/robots.txt 

Tool: 

¶ Using wget: 

o Example: wget http://google.com/robots.txt 

References: 

¶ http://www.robotstxt.org/ 

Evident: 

http://google.com/robots.txt
http://www.robotstxt.org/
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http://local/mutillidae/robots.txt 

 

b. META Tag 

Tags are located within the HEAD section of each HTML Document and should be consistent across a 

web site in the likely event that the robot/spider/crawler start point does not begin from a document link 

other than webroot 

Web spiders/robots/crawlers can intentionally ignore the ñ<META NAME=òROBOTSò>ò tag as the 

robots.txt file 

Tool: BurpSuite 

 

4. Enumerate Applications on Webserver 

Base URLs: 

¶ http://www.example.com/webmail 

¶ http://mail.example.com/ 

Base ports: 

Most basic and the simplest way is using port scanner such as nmap with this options. For example 

below: 

http://local/mutillidae/robots.txt


[WEB APPLICATION PENETRATION TESTING] March 1, 2018 

 

9 
 

nmap -sT -sV -p 0-65535 192.168.1.1 

Base Domain name: 

¶ There are a number of techniques which may be used to idnetify DNS names to given IP, Which 

one is nslookup. 

 

 cmd 

nslookup 

all 

set type=all 

example.com 

¶ Web-based DNS search: 

o http://searchdns.netcraft.com/?host 

¶ Reverse IP: 

o Domain tools reverse IP: http://www.domaintools.com/reverse-ip/ (require free 

membership) 

o MSN search: http://search.msn.com syntax: "ip:x.x.x.x" (without the quotes) 

o webhosting info: http://whois.webhosting.info/  

o DNSstuff: http://www.dnsstuff.com/ 

Google hack 

Evident: 

¶ Example with nmap: 
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¶ Example with nslookup: 

 

Tools: 

¶ nslookup, dig 

¶ Port scanner: nmap http://www.insecure.org 

¶ Nessus Vulnerability Scanner. http://www.nessus.org 

¶ Search engine: shodan.io, google. 

Note for shodan.io: //null 
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5. Review Webpage Comments and Metadata for Information Leakage 

It is very common, and even recommended, for programmers to include detailed comments and metadata 

on their source code. However, comments and metadata included into the HTML code might reveal 

internal information that should not be available to potential attackers. Comments and metadata review 

should be done  in order to determine if any information is being  leaked. 

Tools: 

¶ Wget 

¶ Any browser 

 

6. Identify Application Entry P oints 

In request: 

¶ Identify where GETs are used and where POST are use 

¶ Identify ALL parameters used in POST request (including hidden parameter and unhidden 

parameter) 

¶ Identify ALL parameters used in GET request (usually after ? mark) 

¶ Identify all parameters of query string 

¶ Pay attention for parameters even if encoded or encrypted and identify which ones account who 

are process by application. 

In response: 

¶ Identify and note any headers 

¶ Identify where there are any redirects (300 HTTP status code), 400 status code, 403 particular 

forbidden and 500 internal server errors during normal response. 

Tools: 

¶ Intercept proxy: Burpsuite, paros, webscarab,é 

¶ Browser plugins: Tamper data on firefox,é 

Some note: 
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¶ To discovering hidden parameters, I can use Burp Suite with following options: 

 
 

 

¶ With status code, using Burpsuite to findôem out 

 

¶ Capture request parameters and response header with Burp Suite 
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7. Map execution paths through application 

Before commencing security testing, understanding the structure of the application is paramount. Without 

a thorough understanding of the layout of the application, it is unlikely that it will be tested thoroughly 

Test objectives 

¶ Map the target application and understand the principal workflows 

Automatic Spider tools 

¶ Burp Suite 

¶ ZAP 

Automate Spider example 
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8. Fingerprint Web Application & Web Application Framework 

Web framework fingerprinting is an important subtask of the information gathering process. Knowing the 

type of framework can automatically give a great advantage if such a framework has already been tested 

by the penetration tester. It is not only the known vulnerabilities in unpatched version but specific 

misconfigurations in the framework and known file structure that makes the fingerprinting process so 

important. 

Black Box Testing 

There are several most common locations to look in in order to define the current framework 

¶ HTTP headers 

¶ Cookies 

¶ HTML source code 

¶ Specific files and folders 

HTTP headers 

The most basic form of identifying a web application framework is to look at the X-Powered-By field in 

the HTTP response header. 
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Cookies 

Another similar and somehow more reliable way to determine the current web framework are framework-

specific cookies. 

 

HTML source code 

This technique is based on finding certain patterns in the HTML page source code. We can find a lot of 

information which helps a tester to recognize a specific web application. 
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Specific files and folders 

Every application has its own specific file and folder structure on the server. We can use tool or manual 

access them. 

Dirbusting example 

¶ Google hacking technique 

https://www.exploit-db.com/ghdb/4675/ 

 

¶ BurpSuite Intruder 

 

https://www.exploit-db.com/ghdb/4675/
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Common Application Identifiers 

 

 

Nikto 
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Whatweb 

 

 

Configuration and Deployment Management Testing 

1. Test Network/Infrastructure Configuration  

Review of the Application Architecture 

Known Server Vulnerabilities 

¶ Using Nessus Scan for Metasploitable 2, we have some Known vulnerabilities as shown below: 
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Administrative Tools 

¶ List all the possible administrative interfaces such as: 

Local remote 

 

 Remote access via SFTP 
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 Access via web interface ï such as HTTP basic authentication 

Access via WebDAV 

 




























































































































































































































































































































