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Information Gathering

1. Conduct Search Engine Discovery and Reconnaissance for Information Leakage

Google hacking technique
Evident:

With: testphp.vulnweb.com

| have try google hacki t h search field parameter

After this, | got basic crawling result below:

Index of /pictures/

testphp.vulnweb.com/pictures/ = Dich trang nay

Index of /pictures/ ../ 1.jpg 11-May-2011 10:27 12426 1.jpg.tn 11-May-2011 10:27 4355 2 jpg 11-May-
2011 10:27 3324 2 jpg.tn 11-May-2011 10:27 1353 3 jpg 11-May-2011 10:27 9692 3 jpg.in 11-May-2011
10:27 3725 4 jpg 11-May-2011 10:27 13969 4 jpg.tn 11-May-2011 10:27 4615 5 jpg 11-May-2011 10:27
14228 ..

Shop

testphp.vulnweb.com/Mod_Rewrite_Shop/ = Dich trang nay
Metwork Storage D-Link DNS-313 enclosure 1 x SATA - Price 359 € Web Camera AdTech PK-335E -
Price 10 € - Laser Color Printer HP LaserJet M551dn, A4 - Price 812 €

Index of /ICVS/

testphp.vulnweb.com/CVS/ = Dich trang nay
Index of /{CVS/ ./ Entries 11-May-2011 10:27 1 Entries Log 11-May-2011 10:27 1 Repository 11-May-

2011 10:27 § Root 11-May-2011 10:27 1.
Ban @3 truy cap trang nay 3 I3n. Lin truy cap cudi: 01/02/2018

ajax test
testphp.vulnweb.com/AJAXS v Dich trang nay
artists | categories | titles | send xml | setcookie.

Index of /admin/

testphp vulnweb com/admin/ « Dich trang nay

Index of fadmin/ . f create sql 11-May-2011 10:27 523.

Ban &3 truy cap trang nay 3 1an. Lan truy cdp cudi: 01/02/2018

Index of /images

testphp.vulnweb.com/images/ * Dich trang nay
Index of fimages/ ./ logo.gif 11-May-2011 10:27 6660 remark. gif 11-May-2011 10:27 79.

Index of [Templates/
testphp.vulnweb.com/Templates/ » Dich trang nay

| used some query to discovering more interested information :

as .

fis

t e:
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login page - Home of Acunetix Art

testphp.vulnweb.com/login.php + Dich trang nay

You can also signup here. Signup disabled. Please use the username test and the password test.
search art. Browse categories - Browse artists - Your cart - Signup - Your profile - Our guestbook - AJAX
Demo ...

signup - Home of Acunetix Art

testphp.vulnweb.com/signup.php + Dich trang nay

Signup new user. Please do not enter real information here. If you press the submit button you will be
transferred to asecured connection. Usemame: Password: Retype password: Name: Cradit card
number: E-Mail: Phone number: Address: search art. Browse categories - Browse artists - Your cart -
Signup - Your profile ...

wp-config.bak

testphp_vulnweb com/pictures/wp-config.bak + Dich trang nay

... define('DB_MNAME'", 'wp265as’); // The name of the database define(’'DB_USER’, 'root’); /f/ Your
MySQL username define(DB_PASSWORD', "), /f .._and password define(DB_HOST, 'localhost’); /f
59% chance you won't need to change this value define{DB_CHARSET, 'utfd’); define(DB_COLLATE',
"y; /i Change each KEY ..

References:

1 http://www.mrjoeyjohnson.com/Google.Hacking.Filters.pdf

2. Fingerprint Web Server

Web server fingerprinting is a critical task for the Penetration tester. Knowing the version and type of a
running web server allows testers to determine known vulnerabilities and the appropriate exploits to use
during testing.

Black box test:

The simplest and most basic form of identify a web server is look at the server field in the HTTP response
header witmetcat

Example:
nc google.com 80
GET /HTTP/1.1
Host: google.com
enter

enter


http://www.mrjoeyjohnson.com/Google.Hacking.Filters.pdf
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Automate Testing tools: httprint, Burpsuite

Online Testinghttps://www.netcraft.com/

Evident:
1 with netcat, we have result as below:

root@ilak:~# nc testphp.vulnweb.com 80
GET / HTTP/1.1
Host: testphp.vulnweb.com

HTTP/1.1 200 OK

Server: nginx/1.4.1

Date: Fri, 02 Feb 2018 07:43:00 GMT
Content-Type: text/html
Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.3.10-1~lucid+2uwsgi2

i Of course, we can use some extension of browser, such as:

@ testphp.vulnweb.com/picturas/ w| G

o Wappalyzer

Web Server

& Nginx 1.4.1

9 Online solutions:


https://www.netcraft.com/
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netcraft.com/site_report?url=http://testphpvulnweb.com

B Hosting History

Netblock IP address 05  Web server Last seen
owner Refresh
Host Europe 176.28.50.165 Linux nginx/1.4.1 21-]lan-
GmbH 2018
Host Europe 176.28.50.165 Linux unknown 1%-Dec-
GmbH 2016
Host Europe 176.28.50.165 Linux nginx/1.4.1 17-Dec-
GmbH 2016
Host Europe 176.28.50.165 Linux unknown 30-0ct-
GmbH 2016
Host Europe 176.28.50,165 Linux nginx/1.4.1 28-0Oct-
GmbH 2016
Host Europe 176.28.50.165 Linux Apache 18-Jan-
GmbH 2013
Hosteurope 87.230.87.158 Linux Apache/2.0.55 Ubuntu mod_python/3.1.4 Python/2.4.3 PHP/5.1.2 mod_ssl/2.0.55 29-May-
GmbH OpenSSL/0.9.8a mod_perl/2.0.2 Perl/v5.8.7 2012
References:

1 http://lwww.terminallyincoherent.com/blog/2007/08/07/fewvgefutnetcattricks/

1 https://www.sans.org/securitgsources/sec560/netcat_cheat_sheet_vl.pdf

1 http://netcat.sourceforge.net.

1 https://www.darknet.org.uk/2007/09/httprviB01-web-serverfingerprintingtool-download/

1 http://lwww.netsquare.com/httprint.html

3. Review Webserver Metafiles for Information Leakage
How to test:
a. Robots.txt

Web spiders/robots/crawlers retrieve (access) a web page and then recursively traverse hyperlinks to
retrieve further web content. Their accepted behavior is specified by the Robots Exclusion Protocol of the
robots.txt file in the web root directory

Example: &c.com/robots.txt

Tool:
1 Using wget:
o Example: wgehttp://google.com/robots.txt
References:

1 http://www.robotstxt.org/

Evident:


http://google.com/robots.txt
http://www.robotstxt.org/
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http://local/mutillidae/robots.txt

<« ¢ @ 192.168.222.136/mutillidae/robots.txt

User-agent: *
Disallow: |s=t=l=pssas=1d
Disallow: config.inc
Dizallow: classes/
Di=zallow: Jjawvascript)
Dizallow: owasp-ssapi-phps
Dizallow: documentations
Dizallow: phpmyadmind
Dizallow: includes/

b. META Tag

Tags are located within the HEAD section of each HTML Document and should be consistent across a
web site in the likely event that the robot/spider/crawler start point does not begin from a document lin
other than webroot

Web spiders/robots/ crawlers can intentionally i gl
robots.txt file

Tool: BurpSuite

53 hitpsiliwww.facebook.com GET Jac.php 404 330257  HTML php KhA’ng TA-~m Thay Tr. v 31137835

55 https:/ities.services.mozila.com  POST  Nvdfinks/activity-stream < 200 178 JSON W 54213128137

57 hitpsiities.services mozila.com  POST  Addiinksiping-centre " 200 176 JSON V54213128137

82 hitps:/istatic o focdn net GET Jrsre.phpiv3yy/WB2hwXYKIK s 200 319112 script B V31137847 v

<'e 3

Request | Response

Raw | Headers | Hex | HTML | Render

/7<link rel="alternate" media="only screen and (max-width: G40px)" href="https://www. facebook com/ac php" /r<link rel="alternate' media="handheld" a
href="https: //www. facebook. com/ac.php' /><meta name="robots' content='noodp,noydir' /><msta property='"og:ititls' content='"s#x110;4$x10%;ng nhefxlead;p hoifixlehl e

£fixl11;6dx103;ng kofixfd; e#xlll;igxlec?; xen" /><meta property="og:description' content='"Wem bed#xel;i vic#xlebf;t, ifxleal;nh vafxel; nefxledS;i dung khifxel;c trifixean
Facebook." /><link rel="mask-icon' sizes='any" href="/icon.svg" color="#3b5998" /><link rel='"shortcut icon' href="https://static.xx. fbedn.net/rsre.php/yl/r/Hinkeda7ZHg. ico"
/»<link type="text/css" rel="stylesheet" href="https://static.xx. fhedn net/rsre_php/wi3/yp/l/0,cross/The3THvS-xW.css" data-bootloader—hash="UJfjG" data-permanent="1"

crossorigin="

<link type=
crossorigin="

"stylesheet" href="https://static xx. fhedn net/rsre. php/v3/ys/1/0,cross/ IDyKVWWuwD ess” data-hootloader-hash="KUTh¥" data-permanent="1"

<link type= *stylesheet" href='https://static.xx. fhedn. net/rsre.php/v3/yu/l/0, cross/r0gludiocia. css* data-bootloader-hash="f0fTF" data-permanent="1"
crossorigin="

<link type="text/css" "stylesheer" href='hutps://stacic.xx. fhedn. net/rsre.php/v3/yI/1/0, cross/DCrESERy20p. css" data-bootloader-hash="XuG9H" data-permanenc="1"
crosserigin

<link type="text/css" "stylesheer" href='hueps://stacic.xx. fhedn. net/rsre.php/v3/yR/1/0, cross/Huldr¥ball. css" data-bootloader-hash="KIShh" data-permanenc="1"

crossorigin
<link type="text/css" rel="styleshest' href="hreps://static.xx. fbedn. net/rsre.php/vi/yS/1/0, cross/N02ynGaczFY. css" daca-hootloader-hash="X2vFp" data-permanenc="1"
crossorigin="ancnymeus” />

<script sres"heeps://static wx fbedn net/rsre. php/v3/vv/r/tWEThwXVE{K is" data-hootloader-hash="HKeiz' crossorigins'anonymous'></scripes> Y

2 )= )= ][ =] |merahane-roBOTS" 1 match

4. Enumerate Applications on Webserver

Base URLs:
1 http://www.example.com/webmail
1 http://mail.example.com/

Baseports:

Most basic and the simplest way is using port scanner such as nmap with this options. For example
below:


http://local/mutillidae/robots.txt

[WEB APPLICATIGENETRATION TES'I]I

nmap-sT-sV -p 0-65535 192.168.1.1
Base Domain name:

1 There are a number of techniques which may be used to idnetify DNS names to given P, Whic
one is nslookup.

cmd
nslookup

all

set type=all
example.com

1 Webbased DNS search:
0 http://searchdns.netcraft.com/?host
 Reverse IP:
o Domain tools reverse IP: http://www.domaintools.com/revarse (require free
membership)
0 MSN search: http://search.msn.ceymtax: "ip:x.X.x.x" (without the quotes)
0 webhosting info: http://whois.webhosting.info/
0 DNSstuff: http://mwww.dnsstuff.com/

Google hack
Evident:

1 Example with nmap:
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root@ilak:~# nmap -sV 192.168.222.136
Starting Nmap 7.60 ( https://nmap.org ) at 2018-02-02 14:57 +07
Nmap scan report for 192.168.222.136

Host is up (0.00026s latency).
Not shown: 991 closed ports

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 5.3pl Debian 3ubuntu4 (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.2.14 ((Ubuntu) mod mono/2.4.3 PHP/5.3.2-1lubuntu4.30

html/3.0.1 mod python/3.3.1 Python/2.6.5 mod ssl1/2.2.14 OpenSSL...)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
143/tcp open imap Courier Imapd (released 2008)

443/tcp open ssl/https?

445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
5001/tcp open java-rmi Java RMI

8080/tcp open http Apache Tomcat/Coyote JSP engine 1.1

8081/tcp open http Jetty 6.1.25

1 service unrecognized despite returning data. If you know the service/version, please submit
at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port5001-TCP:V=7.60%I=7%D=2/2%Time=5A7419E3%P=1686-pc-linux-gnu%r(NULL,
SF:4,"\xac\xed\0\x05") ;

MAC Address: 00:0C:29:5D:2A:56 (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 22.18 seconds

1 Example with nslookup:

»*nsloo
hn-ps veynash.vn.local
.16.17 .8

com
1-w.

GpIupEPmMYQ"

nslookup, dig

Port scanner: nmap http://www.insecure.org

Nessus Vulnerability Scanner. http://www.nessus.org
Search engine: shodan.io, google.

= =4 =4 =4

Note for shodan.io: //null

10
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5. Review Webpage Comments and Metadata for Information Leakage

It is very common, and even recommended, for programmeirsctade detaileccommnents and metadata
on theirsource code. However, comments and metadata included i@ thle code  might  reveal
internalinformation that shouldhot be availabléo potential attackers. Comments and metadetgiew
should be donein order to determine #ny informations beingleaked.

Tools:

1 Waget
1 Any browser

& @ view-source:http://192.168.222.136/mutillidae/index.php

=

ot F

5=
he

o b+ M

saying we should use

b}

his comment.

]
it
0

—

security ilnstruct j 2 makin 11 this up. --> <!-— End Content -->

<fblockquoté>
</ td>
</tr>

6. ldentify Application Entry P oints
In request:

91 Identify where GETs are used and where POST are use
91 Identify ALL parameters used in POST request (including hidden parameter and unhidden

parameter)
9 Identify ALL parameters used in GET request (usually after ? mark)

Identify all parameters of query string
9 Pay attention for parameters even if encoded or encrypted and identify which ones account who

are process by application.

=

In response:

1 Identify and ote any headers
1 Identify where there are any redirects (300 HTTP status code), 400 status code, 403 particular

forbidden and 500 internal server errors during normal response.

Tools:

T I'ntercept proxy: Burpsuite, paros, webscarab, é
1 Browser plugins: Tamperttaa on firef ox, é

Some note:

11
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9 To discovering hidden parameters, | can use Burp Suite with following options:

Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T-
[ Intercept T HTTP history T WebSockets history T QOptions

o T S T T T ST T o

@ Response Modification

@ These zettings are used to perform automatic modification of responses.

[ Unhide hidden form fields
[ Prominenthy highlight unhidden fields

Shopping Cart

Shopping Cart Items -- To Buy Now Price | Quantity | Total
56 inch HDTW (model KTWw-551) 2999.99 £2999.99
The total charged to vour credit card: £2999.99 UpdateCart Purchase

Hidden field [Price] [2s09.00

ASPEI:'I')

! Application Security Experts

1 With status code, usinglBr psui te to findbem out
j Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Projec

Site map | Scope

Fitter: Hiding not found tems; hiding CS5, image and general binary content;, hiding empty folders

@ Fitter by request type Fitter by MIME type Fitter by status code
@ ] Shaw only in-scope items [ HTML [ Other text [ Zxx [success]
[J show only requested tems & Script ] Images [ 3xx [redirection]
(] Show only parameterized reguests & xML [ Flash [ 4xx [request error]
[ Hide not-found items [ css ] other binary [ 5xx [server error]

1 Capture request parameters and response header with Burp Suite

12
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P{ﬂ hitp:/ftestphp.vulnweb.com POST luzerinfo.php J 200 5342 HTML php user info
-

Reguest | Response
- Params | Headers | Hex

POST request to /userinfo.php

Type | Name | Value
Body uname test
Body pass test

Resprss
Raw | Headers T Hex I HTML I Render ]

Name | Value

HTTRM A 200 0K

Server nginx/1.4.1

Date Fri, 02 Feb 2018 07:23:06 GMT
Content-Type textihtml

Connection close

X-Powered-By PHP/S.3.10-1~lucid+2uwsgi2
Set-Cookie legin=test%2Ftest
Content-Length 5126

7. Map execution paths throughapplication

Before commencing security testing, understanding the structure of the application is paramount. Without
a thorough understanding of the layout of the application, it is unlikely that it will be tested thoroughly

Test objectives
1 Map the targeapplication and understand the principal workflows
Automatic Spider tools

1 Burp Suite
T ZAP

AutomateSpiderexample

hittp:/192 168 222 136 || Host
(e hitps./factivity-stream-icons.se hitp:/M192.168.222.136/
> O hitps./faddons.cdn.mozilla.net Add to scope
» @ nhittps:addons.mozila.org . .
* hitp:/fajax. googleapis.com
» 4 hitps://ajax.googleapis.com Actively scan this host
> hitps./fapiw.org Passively =can this host
PR | T e - m

13
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L

= A\ Contents
» | ajax r
[ capture-data.php Host | Method | URL | Params | Status & | Length |
» 2 database-offiine php hitp:/192.168.222.136 GET imutilidae/documentation... 200 1607529
¥ [T documentation
E mutillidae-installation-on-xampp-win 7. pdf
[ framer.htmi
¥ [T includes
> i::j pop-up-help-context-generator.php
[ set-up-database php
> f’.?* index.php
e javascript
|: rene-magritte.php
0 5e1-_up—database.php 1% J s
» ir'.i styling.php
v r;’:.-elli:-:;rwces Hespcies
D'EEJ Wa-User-account. php Raw | Headers | Hex
» [ soap T
[ oneliner_intro.php HITR/L.1 200 OF |'l
a - Date: Fri, 09 Feb Z018 08:34:30 GMT
,I_: orangefirm Server: Apache/Z.2.14 (Ubuntu) mod moneo/2.4.3 PHP/E. 2. Z-lubuntud. 30
> [ orangehrm with Suhosin-Patch proxy html/3. 0.1 mod python/3.3.1 Python/Z.6.5
[ owaspbricks mod_ss1/2.2.14 OpenS3L/0.9.8k TPhusion Passenger/4.0.38
[ 3 r owaspbricks mod perl/Z. 0.4 Perl/vw5.10.1
E peruggia Last-Modified: Fri, 27 Sep 2013 0I2:47:08 GHT
P;‘ peruggia ETag: "5e507-1885a4-4e75480%ec300"
E phpBB2 Accept-Ranges: hytes
- - Content-Length: 1207078
‘:_ phpBB2 Connection: close
» [ railsgoat Content-Type: application/pdf
|: redmine
» [ shepherd $PDF-1.5
[ tikiwiki S
» [0 tikiwiki 10 b3
E vicnum I/ <</Type/Catalog/Pages Z 0 R/langien-US) /StructTreceRoot &8 0 L
> i E/MarkInfo<</Marked true=>>»=> T
I wicnum ez

8. Fingerprint Web Application & Web Application Framework

Web framework fingerprinting is an important subtask of the information gathenaegss. Knowing the

type of framework can automatically give a great advantage if such a framework has already been tested
by the penetration testelt is not only the known vulnerabilities in unpatched version but specific
misconfigurations in the framerk and known file structure that makes the fingerprinting process so
important.

Black Box Testing
There are several most common locations to look in in order to define the current framework

HTTP headers

Cookies

HTML source code
Specific files and folders

=A =4 =4 =4

HTTP headers

The most basic form of identifying a web application framework is to look at #RevieredBy field in
the HTTP response header.
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379 http:/ianteniomarco.com GET ') 301 1397 HTML Redirecting to http:/fanto.

380 hitp:i/antoniomarce.com GET les/inicio 200 40914 HTML Empresa de transportes ...
383 http:#inetdna.bootstrapedn.com GET Ibootstrap/3.3.4/s/bootstrap. min.js 200 36405 script =3

< J

Request | Response

Raw | Headers | Hex | HTML | Render

HTTP/Ll.1 301 Moved Permanently

Date: Wed, Z1 Feb Z018 07:12:3& GMT

Server: Apache

Cache-Control: no-cache

Set-Cookie:

KERF-TOKEN=eyJpdi &I jVvdGHTlod akhiMV40F JPYCSc L2 ERPTOLLCI YW 123 16 InVEL 0w e GRpSELTcEx QaWEI 26t Mdnxt eDF0UNV 1S3 Vs SndVanT4WD N3 cUL T FSMESnZWF 5eWZE0EEg
eDETATn P TOALC I TWHL0iTy0Dgd EWnd CTx Ve o sN I U2 Mt 4 Vi NG T O g4MWU LY TE4M ) JiMsAzlulli T 21N F10CE4 0 ThwliDMwI DL 1T TA=In0% 20 ; expires=Wed, Z1-Feh-2018 05:
Set-Cookie:

laravel session=eyJpdilellR0SnI{dnpwhTRSaHhWI1S0TIyUeSPSIsInZhbHVLII ol MO HeX RATLRSUGxvRIFLENASNDF T o3B3 T2 Uwhkt gPnZl enElbnl rMDEY TGVWEZZdiZVFLEIphd TE
rRFEcLIBpUGERAz08TiwibWFiT30i0TIS0DADYWIN: Vi Phi TirwMeMxMD owlin Y 2 0DEOZGRI V22 M CMD Ry OWU4MnEx ZJEL ZGUwTmF JMWE=MzN 0G01ZiJ9; expires=Wed, Z1-Feh-T018 09:
path=/; httponly

Location: http://antoniomarco. com/esSinicio

Vary: Accept—Encoding

H-Powered-By: Mono

Content-Length: 276

Connection: close

Content-Tvpe: text/html; charset=UTF-8

() G G xammeresny

Cookies

Another similar and somehow more reliable way to determine the current web framewakrensork
specific cookies.

(RTINS

[ e [ e |
Raw | Headers | Hex HTMLTRender]

HTTP/1.1 Z00 OK

Date: Wed, 21 Feh Z018 07:17:15 GMT

Server: Apaches/Z.4.& (Red Hat Enterprise Linux) OpenS3L/1.0.le-fips PHP/5_E.30

¥-Powered-By: PHPF/5.&.30

Cache-Control: no-cache, max-age=884000

Set-Cookie:

HERF-TOKEN=evJpdi IE InZpMHRadURERTE=Y 1he LOOORE L QTVnP TOALCI ZYWx LESTE InEUTSEVaSFI 2L Ux CWlr grwlESRIEMLME ¥ Lo 23UV s TREENU Lgek 3N 2 en T xmals JIXCSRULLL
WibWFITIjoiZThiNTJONz R E3V1OWEsND YWD Q4N =My 0 O TY LMZ Ivlin I x ODhh VeV Nn N MENTAS Y= I0V  LAZTYxOWERNIC IS ; expires=Wed, IZ1-Feb-IZ018 059:17:15 GMT;
Set-Cookie:

laravel session=eyJpdileljlNelkSROVITRIEcaZhnPnZl STEZRHeSPSIsInZhbHVITjoiUGTxN0grhed RWUSEdS Inal M2Zk JsZDEORILIUVEI Pmoyhl ZENZ 1KanValk Z0ZGVGETFE
=08 TiwibWFIIjoiETge DU IMTOZETOZ Mz E4MD E1MG RO T 0TnE 20WY LY 2 UxNT QwEn I h Y CUTINTALMT I4NTYxNWEO Z) Qw Y TUOM=ELECTS ; expires=Wed, IZ1-Feb-I018 05:17:15
Expires: Sat, 03 Mar 2018 07:17:15 GMT

Vary: Accept-Encoding,User-Agent

Content-Length: 15552

Comnection: close

Content-Type: text/html; charset=UTF-8

Strict-Transport-Security: max-age=31538000; includeSubDomains

EJ EJ EJ LZJ cookie

Alekankh i ~oT Iornmbn fin fhand

ann Ancon

472 hitps:/ifwww . glohealth.ie GET Iprivacy-cookie-policy 200 21114 HTML Privacy Cockie Policy
<

HTML source code

This technique is based on finding certain patterns in the HTML page source code. We can find a lot of
information which helps a tester to recognize a specific web application.

¢ @ @ view-source:httpy//192.168.222.136/wordpress/ o @ | Q Search

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhitml1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://wwWw.w3.0rg/1999/xhtml">

<head profile="http://gmpg.org/=xfn/11">
<meta http-equiv="Content-Type" content="text/html; charsec=UTF-§" />

<title>Broken WordPress </title>

.c3s" type="text/css" media="screen" />
alternate” type="spplication/rss+xml" title="Broken WordBress RSS Feed" href="http://192.168.222.1536/wordpress/ ?feed=r=s2" />
<link rel="pingback" href="http://192.168.222,136 /wordpress,/xmlrpc.phe" />

15
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Specific files and folders

Every application has its own specific file and folder structure on the server. We can use tool or manual
access them.

Dirbusting example
1 Google hacking technique

https://www.exploitdb.com/ghdb/4675/

— — (::1 | a wordpress.com/xmlrpc.php?rsd 'j,‘f'i’ | = ﬁ-u |£'}

<?xml version="1.0" encoding="UTF-8"7=>
- <rsd xmlns="http:/ farchipelago.phrasewise.comfrsd" version="1.0">
- <servicex
<engineMame>=WordPress</engineMame:=
<engineLink>=https:/ fwordpress.org/ </enginelink>
<homePagelink=http:/ /wordpress.com=/homePagelink=
- <apis=
<api apiLink="https:/ fwordpress.com/xmlrpc.php" preferred="true"
blogID="1" name="WordPress"/=
<api apiLink="https:/ fwordpress.com/xmlrpc.php" preferred="false"
blogID="1" name="Movable Type"/>
<api apiLink="https:/ fwordpress.com/xmlrpc.php" preferred="false"
blogIlD="1" name="MetaWeblog"/=
<api apiLink="https:/ fwordpress.com/xmlrpc.php" preferred="false"
blogID="1" name="Blogger"/>
<api apiLink="https:/ ftwitter-api.wordpress.com/" preferred="false"
blogID="" name="Twitter"/>
</apis=
< [service
=/rsd=

1 BurpSuite Intruder
[1 S ]'2 S T ]

[ Target ]' Positions. T Payloads T Options. ]

@ Payload Positions

Cenfigure the positions where payloads will be inserted into the base reguest. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: l Sniper

GET /wordpress/§af HTTP/1.1

Host: 1SZ_1EB.I22I2.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4; rv:58.0) Gecko/Z0100101 Firefox/58.0
Accept: text/html,application/xhtnltxml, application/xml;gq=0.9,*/*;q=0_8

Accept-Lancuage: en—-GE,en;qgq=0.5

Accept-Encoding: gzip, deflate

Peferer: http://l92.168B.I2II2.13&/

Coockie: dbx-postmeta=§grabit=0-,1-,2-,3- 4- 5- E-fadvancedstuff=0-,1-,2-§

Connection: close

Upgrade-Insecure-Requests: 1
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[ Jan

Target | Positions I Payloads T Options W

W2 Intruder attack 1

x
S Attack Save Columns
2 Payload Sets
Results | Target | Positions T Payloads T Options. ]
“You can define one or more payload sets. The number of payload sets dej
S ‘ Fiter: Showing all tems. ‘ 2
Payload set: | 1 | Payload count 3
e — Request & | Position | Payload | Status | Eror | Timeout | Length | Comment
Payload type: | Simple list L Request count: 6
] 404 a a 598
| 1 “wp-admin 301 o o ™
2 1 wp-login 200 (=] [m] 2214
2 Payload Options [Simple list] 3 1 readme. himl 200 (8] (0] 8625
4 2 wp-admin 404 (8] (=] 598
This payload type lets you configure a simple list of strings that are used a{ | ¢ 2 wp-login 404 o a 588
6 2 readme. html 404 =] a 598
Paste wp-admin
wp-login
Load readme. html [ E I R W
L Raw | Headers | Hex | HTML | Render
N

Version 2.0
Semantic Personal Publishing Platform

First Things First

Common Application Identifiers

Application Keyword
WDFdICIIEGS “meta name="generator” content="WordPress 3.9.2" />
phpBE <hody id="phpbb"
Medizwiki “meta name="generator” content="MediaWiki 1.21.3" /=
Joomla <meta name="generator™ content="Joomla! - Open Source Content Management" />
Crupal “meta name="Generator™ content="Drupal 7 (http://drupal.org)}" /=
DotMetMuke DM Platfiorm - hitp:/fwsww dnnsoftware.com

Framework Cookie name

Zope Zope3
CakePHP cakephp
Kiohana kohanasession
Larawvel laravel_session

Nikto
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root@ilak:~# nikto -h testphp.vulnweb.com
- Nikto v2.1.6

+ Target IP: 176.28.50.165

+ Target Hostname: testphp.vulnweb.com

+ Target Port: 80

+ Start Time: 2018-02-21 15:02:00 (GMT7)

+ Server: nginx/1.4.1

+ Retrieved x-powered-by header: PHP/5.3.10-1~lucid+2uwsgi2

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the use
r agent to protect against some forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user age
nt to render the content of the site in a different fashion to the MIME type

Whatweb

ActiveX
Adobe-Flash, Country|GERMANY Email[wvs@acunetix.com HTTPServer [ nginx/

1.4.1], IP[176.28.50.165 Object[http://download.macromedia.com/pub/shockwave/c
abs/flash/swflash.cab#version=6,0,29,0

PHP[5.3.10-1~lucid+ 2], Script[text/JavaScript], Title[Home of Acuneti
x Art X-Powered-By[PHP/5.3.10-1~lucid+2uwsgi2 nginx[1.4.1

Configuration and Deployment Management Testing

1. Test Network/Infrastructure Configuration
Review of the Application Architecture
Known Server Vulnerabilities

9 Using Nessus Scan for Metasploitable 2, we have some Known vulnerabilities as shown below:
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Scans Settings
Sev Name Farmily Count Name: mtea
Status: Completed
Debian OpenSSH/OpenS5L Package Random Number ... Gain a shell remotely 1 )
! Policy: Advanced Scan
Scanner: Local Scanner
CRITICAL ! ic cti ic cti
- rexecd Service Detection Service detection 1 Start Today at 3:14 PM
End: Today at 3:19 PM
Rogue Shell Backdoor Detection Backdoors 1 )
Elapsed 4 minutes

LA Unix Operating System Unsupported Version Detection General 1
Vulnerabilities

WNC Server ‘password’ Password Gain a shell remotely 1
’ ® Criical
High
rlogin Service Detection Service detection 1 Medium
' ® Low
rsh Service Detection Service detection 1 ® |Info
Unsupported Web Server Detection Web Servers 1

Administrative Tools

1 List all the possible administrative interfaces such as:
Local remote

collisions:0 txqueuelen:1000
RX bytes:4Z68 (4.1 KB) TX bytes:7Z60 (7.0 KB)
Interrupt:19 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inett addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING HMTU:16436 Hetric:1

RX packet=s:92 errors:0 dropped:0 overruns:0 frame:0
TX packets:9Z2 errors:0 dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:19393 (18.9 KB) TX bytes:19393 (18.9 KB)

m=fadmin@Pmetasploitable:

n=fadmin@Pmetasploitable:

nz=fadmnin@Pmetasploitable:

msfadmin@nmetasploitable:™5 mysgl -u root -p

Enter password:

llelcome to the MySQL monitor. Commands end with : or Ng.
Your My3QL connection id is 12

Server version: 5.0.51a-3ubuntu5 (Ubuntu)l

Remote access via SFTP
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By manhpham - msfadmin@192.168.222.151 - WinSCP — O pet
Local Mark Files Commands Session Options Remote Help
El % E Synchronize | Bl @ @ {E*} @ Cueue ~ Transfer Settings Default @ @ @
& msfadmin@192.168.222.151 G Mew Session
. C: Local Disk ~ [= [{] &= - EEQ & % o EE e ma& »
» » ¥ b
CA\Users\manhpham', !
Size Type (™ || Name Size Changed )
Parent directory 1 . 5/21/2012 1:36:12 AM
android File folder 1 bin 5/14/2012 10:35:33 AM
AndreidStudio3.0 File folder 1 boot 5/14/2012 10:36:28 AM
.gradle File folder 1 [@], cdrom 4/29/2010 3:26:18 AM
MirtualBox File folder 1 dev 2/472018 8:36:40 PM
AndroidstudioProjects File folder 1 etc 2/4/2018 8:51:11 PM
[i5Contacts File folder q home 4/16/2010 1:16:02 PM
B Desktop System Folder 2 initrd 3/17/2010 5:57:40 AM
@ Documents System Folder 1 lib 3/14/2012 10:35:22 AM
*Downloads System Folder 2 lost+found 3/17/2010 5:55:15 AM
[ Favorites File folder q media 3/17/2010 5:55:52 AM
# Links File folder g mnt 4/29/2010 3:16:56 AM
Jﬂ Music System Folder qw opt 317/2010 3:57:39 AM v
£ > £ >
DB of0Bin0of 19 20 hidden 0B of 20.5 KB in 0 of 23
SFTP-3 0:00:49

Access via web interfadesuch as HTTP Isc authentication

Access via WebDAV
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