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 T A K E - H O M E  R E S O U R C E S

L I V E  O N S I T E / O N L I N E

C A N  Q U A L I F Y  F O R  C E  C R E D I T

A PUBLIC SERVICE

“ S E R V E D  I N  M I L I T A R Y  F O R  1 7
Y E A R S  A N D  N E V E R  S A W  B E T T E R
T R A I N I N G ” - B R A N D O N  J . ,  C I S O

N A T I O N A L  I N S U R E R ,  U . S .

“ O U R  S T A F F  G E T S  I T ,  N O W . ”
- M I C H A E L  G ,  C F O  M O R T G A G E

B A N K I N G  ,  U . S .

“ I T  W A S  L I K E  A  G O O D  N E T F L I X
B I N G E .  C O U L D ’ V E  S T A Y E D  A L L
D A Y . ” - A M A N D A  C ,  S V P

C R E D I T  U N I O N ,  U . S .

“ W E  W E R E  E N G A G E D  T H E
W H O L E  T I M E .  S H O C K I N G  A N D
F U N .  H A V I N G  Y O U  B A C K
A G A I N ! ”

- B R E N D A  K . ,  C O O
M A N U F A C T U R E R ,  C H I C A G O  A R E A

“ O U T S T A N D I N G .  I T  M A D E  U S
C A R E  A B O U T  S E C U R I T Y ”

- A L L Y S O N  B ,  V P
P H A R M A  M A N U F A C T U R E R

“ I T  S O C I A L I Z E D
C Y B E R S E C U R I T Y  I N  P L A I N

T E R M S .  W E  U N D E R S T A N D  A N D
I T  M A D E  A N  I M P A C T  O N  U S . ”

- T O M  W ,  P A R T N E R
M I D W E S T  C O N S U L T I N G  F I R MSET UP YOUR

CUSTOM
TRAINING TODAY!
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PERSONAL PRIVACY CHECKLIST
Freeze Credit (Yours and Children)
Strengthen & Manage Passwords

(length is key. 
NEVER RE-USE Passwords)

Check which Passwords have been
compromised and Change them

now.
Restrict sharing details on social
media/online (don’t submit quiz
responses on social, or photos

showing GEO etc.)
VPN and Battery Charger while
traveling (avoid plug-stations)
Practice Phish Spotting (hover

mouse)
Don’t open attachments unless

verified.
Enable MFA on everything
Review Privacy Settings

Reject Cookies

Timely  Update firmware/software
Don’t Use Free WIFI

Protect physical risk and report lost
devices

Request Removal of your data from
Data Brokers

Always verify all images, sound and
video you see independently before

trusting them or spreading
misinformation (deepfake dangers)

Review and Adjust Privacy settings on
Apps

Turn off WIFI and Bluetooth (Airdrop
on iOS) unless actively using.

Don’t save passwords in browsers
(Chrome if you must) Pause all urgent
requests/verify all transmits of private

data

Podcast &
Newsletter



TAKE HOME
RESOURCES

CONTACT: 
DAVID MAURO

DMAURO@ALLCOVERED.COM

FIND OUT MORE

PROTECT YOURSELF AND YOUR
FAMILY FROM FINANCIAL HARM

Freeze Your Credit & Children’s Credit
Credit Freeze Guide  https://inteltechniques.com/freeze.html. 
      Equifax (https://www.equifax.com/personal/credit-report-services/ 1-800-349-9960)
      TransUnion (1-888-909-8872https://www.transunion.com/credit-help) and 
      Experian (1-888-397-3742 https://www.experian.com/help/)
Credit Freeze Guide
Data Removal Guide
Credential Exposure Removal Guide
Archive Site Removal Guide

Been Part of Breach?  https://HaveIBeenPwned.com

How to protect yourself when booking Travel online
https://www.getsafeonline.org/personal/articles/holiday-and-travel-booking/

Test Your Password  https://security.org/how-secure-is-my-password/
Remove PII Data Broker.  https://isapps.acxiom.com/optout/optout.aspx 

Verify Before You Buy https://www.scamadviser.com/

Check websites to see if SCAM.     https://www.getsafeonline.org/checkawebsite/

Shop Privately/Virtual Cards.             https://privacy.com

Health Records Accuracy.                  https://www.hhs.gov/hipaa/for-individuals/medical-
records/index.html

Was a Company Been Breached?  https://breachdirectory.org/
Is this a Phish? Check if link is phishing: https://check.getsafeonline.org/
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https://check.getsafeonline.org/
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Protecting Children Online
Concerned about Children and Sextortion? 
Remove explicit online photos
How to report Sextortion

How to protect during ONLINE GAMING
 https://www.getsafeonline.org/personal/articles/online-gaming/

How to protect yourself when booking Travel online
 https://www.getsafeonline.org/personal/articles/holiday-and-travel-booking/

Protection Guide for Online Dating
 https://www.getsafeonline.org/personal/articles/online-dating/

Need to Notify the FBI or FTC?
FBI IC3  https://www.ic3.gov/Home/ComplaintChoice/default.aspx/
FTC  ftc.gov/

Is this a Phish? 
Check if link is phishing: https://check.getsafeonline.org/
Use this tool to monitor and discover devices connected to your network
https://community.fing.com/

CIS Hardware and Software Asset Tracker
Use this spreadsheet to track your hardware, software, and sensitive information.
https://www.cisecurity.org/insights/white-papers/cis-hardware-and-software-asset-tracking-spreadsheet
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Google Privacy Protection
1.How to remove your sensitive contact details from Google and
reduce call and text spam*
2.Google your name plus the words “phone number”, “email
address”, or “address”. 
3.Do you see your sensitive personal info on data brokerage
sites? 
4.Google has a tool to request a takedown of that info from
Google itself (but doesn’t remove it from the other sites).
5.Steps for Google removal request:
6.- click the three vertical dots next to the Google results you
want removed
7.- click "remove result"
8.-click “it shows my personal contact info”, following
remaining steps
9.Sometimes Google approves the removal, sometimes they
don’t. 
10.The info still exists outside of Google. 
11.There are tools available to remove details on the data
brokerage site itself over time including DeleteMe!20
employees, 2+ servers. PEN TESTING-ALL (but what type?)
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Cyber Insurer Checklist
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Managed Endpoint Protection

Managed Security Information & Eevent
Monitoring

Incident Response Plan/Playbook/Tabletops
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OPERATION 
PRIVACY

https://www.operationprivacy.com/ 

STEP BY STEP GUIDES TO PROTECT YOUR INDIVIDUAL PRIVACY AND REMOVE DATA 

Need Info on People or an Organization? 
Ultimate OSINT Resources. Conduct your Own OSINT

 (Open-Source Intelligence Investigation)
https://start.me/p/DPYPMz/the-ultimate-osint-collection
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