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Cybersecurity 
Insight

Take-Home
RESOURCES



Individual

Organization

You/Family Organization

• Freeze Credit
• MFA on Everything
• Strong PW Management
• Reject Cookies
• Remove Data Broker Access
• Learn To Spot Phish
• No Public WIFI
• No Public Charging
• See Something Say Something

 1. Network 24/7 Eyes-on-Glass
   Real-time Detection/Response

  2. Endpoint Detection/Response
3. Vulnerability Mgmt.
4. Social Engineering Training

 5. WISP/IR Plan/Tabletops
        

Policies:
Vendor Management, AI, Compliance
WISP

B E S T  P R A C T I C E S

See Something 
Say Something



Top Ways To Protect Yourself and Your 
Family From Financial Harm

Freeze Your Credit & Children’s Credit

Credit Freeze Guide https://inteltechniques.com/freeze.html. 

Equifax (https://www.equifax.com/personal/credit-report-services/ 1-800-349-9960)

TransUnion (1-888-909-8872https://www.transunion.com/credit-help) and 

Experian (1-888-397-3742 https://www.experian.com/help/)

Credit Freeze Guide
Data Removal Guide
Credential Exposure Removal Guide
Archive Site Removal Guide

Been Part of Breach?   https://HaveIBeenPwned.com

How to protect yourself when booking Travel online https://www.getsafeonline.org/personal/articles/holiday-
and-travel-booking/

Test Your Password  https://security.org/how-secure-is-my-password/

Remove PII Data Broker. https://isapps.acxiom.com/optout/optout.aspx 

Verify Before You Buy https://www.scamadviser.com/

Check websites to see if SCAM.     https://www.getsafeonline.org/checkawebsite/

Shop Privately/Virtual Cards.             https://privacy.com               

Health Records Accuracy.                 https://www.hhs.gov/hipaa/for-individuals/medical-
records/index.html

Was a Company Been Breached?  https://breachdirectory.org/

Is this a Phish? Check if link is phishing: https://check.getsafeonline.org/

  

For More Contact David Mauro
Dmauro@allcovered.com

Protecting Children Online

Concerned about Children and Sextortion? 

Remove explicit online photos

How to report Sextortion

How to protect during ONLINE GAMING. https://www.getsafeonline.org/personal/articles/online-gaming/

How to protect yourself when booking Travel online https://www.getsafeonline.org/personal/articles/holiday-and-travel-booking/

Protection Guide for Online Dating. https://www.getsafeonline.org/personal/articles/online-dating/

Need to Notify the FBI or FTC?

FBI IC3    https://www.ic3.gov/Home/ComplaintChoice/default.aspx/

FTC    ftc.gov/

https://www.youtube.com/watch?v=RoilZ7AHb1U&t=215s
https://www.youtube.com/watch?v=RoilZ7AHb1U&t=215s
https://inteltechniques.com/freeze.html
https://www.equifax.com/personal/credit-report-services/
https://www.experian.com/help/
https://inteltechniques.com/freeze.html
https://inteltechniques.com/workbook.html
https://inteltechniques.com/exposure.html
https://inteltechniques.com/archive.html
https://haveibeenpwned.com/
https://www.getsafeonline.org/personal/articles/holiday-and-travel-booking/
https://www.getsafeonline.org/personal/articles/holiday-and-travel-booking/
https://security.org/how-secure-is-my-password/
https://isapps.acxiom.com/optout/optout.aspx
https://www.scamadviser.com/
https://www.getsafeonline.org/checkawebsite/
https://privacy.com/
https://www.hhs.gov/hipaa/for-individuals/medical-records/index.html
https://www.hhs.gov/hipaa/for-individuals/medical-records/index.html
https://breachdirectory.org/
https://check.getsafeonline.org/
https://www.youtube.com/watch?v=RoilZ7AHb1U&t=215s
https://www.youtube.com/watch?v=RoilZ7AHb1U&t=215s
https://report.cybertip.org/
https://www.getsafeonline.org/personal/articles/online-gaming/
https://www.getsafeonline.org/personal/articles/holiday-and-travel-booking/
https://www.getsafeonline.org/personal/articles/online-dating/
https://www.ic3.gov/Home/ComplaintChoice/default.aspx/
https://www.ftc.gov/tips-advice/business-center/guidance/complying-ftcs-health-breach-notification-rule


Opera t ion  Pr i vacy

Step By Step Guides to Protect Your 
Individual Privacy and Remove Data 

https://www.operationprivacy.com/

https://www.operationprivacy.com/


.

Useful Guides for Company
CISA/FBI RANSOMWARE GUIDE
https://www.cisa.gov/stopransomware/ransomware-guide

CISA/FBI New PHISHING GUIDE
https://www.cisa.gov/news-events/news/cisa-nsa-fbi-ms-isac-publish-guide-preventing-phishing-
intrusions

Data Request Guide

Firewall Guide
VPN Guide

Need Info on People or an 
Organization? 
Ultimate OSINT Resources. Conduct your Own OSINT

 (Open-Source Intelligence Investigation)
https://start.me/p/DPYPMz/the-ultimate-osint-collection

  
For More Contact David Mauro
Dmauro@allcovered.com

Is this a Phish? Check if link is 
phishing: https://check.getsafeonline.org/

Use this tool to monitor and discover devices connected to 
your network
https://community.fing.com/

CIS Hardware and Software Asset Tracker
Use this spreadsheet to track your hardware, software, and 
sensitive 
information. https://www.cisecurity.org/insights/white-
papers/cis-hardware-and-software-asset-tracking-
spreadsheet

https://www.cisa.gov/stopransomware/ransomware-guide
https://www.cisa.gov/news-events/news/cisa-nsa-fbi-ms-isac-publish-guide-preventing-phishing-intrusions
https://www.cisa.gov/news-events/news/cisa-nsa-fbi-ms-isac-publish-guide-preventing-phishing-intrusions
https://inteltechniques.com/requests.html
https://inteltechniques.com/firewall/
https://inteltechniques.com/vpn.html
https://start.me/p/DPYPMz/the-ultimate-osint-collection
https://check.getsafeonline.org/
https://community.fing.com/
https://www.cisecurity.org/insights/white-papers/cis-hardware-and-software-asset-tracking-spreadsheet
https://www.cisecurity.org/insights/white-papers/cis-hardware-and-software-asset-tracking-spreadsheet
https://www.cisecurity.org/insights/white-papers/cis-hardware-and-software-asset-tracking-spreadsheet


Google
Privacy 
Protection

1. How to remove your sensitive contact details from 
Google and reduce call and text spam*

2. Google your name plus the words “phone number”, 
“email address”, or “address”. 

3. Do you see your sensitive personal info on data 
brokerage sites? 

4. Google has a tool to request a takedown of that info 
from Google itself (but doesn’t remove it from the other 
sites).

5. Steps for Google removal request:
6. - click the three vertical dots next to the Google results 

you want removed
7. - click "remove result"
8. -  click “it shows my personal contact info”, following 

remaining steps
9. Sometimes Google approves the removal, sometimes 

they don’t. 
10. The info still exists outside of Google. 
11. There are tools available to remove details on the data 

brokerage site itself over time including DeleteMe!20 
employees, 2+ servers. PEN TESTING-ALL (but what 
type?)

Hot to Remove Your Sensitive 
Contact Details From Google 



For More Contact David Mauro
Dmauro@allcovered.com



Security Awareness Tool Kits-(No Cost)

• Cybersecurity Infrastructure Security Agency (CISA) https://www.cisa.gov/cybersecurity-awareness-mont

• INFOSEC Toolkit  https://www.infosecinstitute.com/iq/cybersecurity-awareness-month/

• SANS Institute Toolkit.   https://go.sans.org/lp-cybersecurity-awareness-month-kit

• KnowB4 Toolkit: https://www.knowbe4.com/cybersecurity-resource-kit-ga

• National Children Alliance Toolkit    https://learn.nationalchildrensalliance.org/csec-resource-toolkit-sexual-images-resources

For More Contact David Mauro
Dmauro@allcovered.com

https://www.cisa.gov/cybersecurity-awareness-month
https://www.infosecinstitute.com/iq/cybersecurity-awareness-month/
https://go.sans.org/lp-cybersecurity-awareness-month-kit
https://www.knowbe4.com/cybersecurity-resource-kit-ga
https://learn.nationalchildrensalliance.org/csec-resource-toolkit-sexual-images-resources
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Company Cyber Insurance Checklist 

Coverage Risks & Defenses
Failure to Maintain This clause enables insurance
providers to limit coverage if evidence suggests the
policyholder’s organization is improperly maintained,
and kept secure with the basic security controls
identified in this document.

Neglected Software Vulnerabilities Threat actors
will often seek to exploit software that is out-of-date
or unpatched. Insurance carriers expect the policy-
holder to practice proper cyber hygiene and maintain
the latest secure versions. They may provide a grace
period, but once lapsed, will require co-insurance
and progressively reduce the coverage amount if the
software is exploited in an incident.
Safe Harbor Laws In the wake of an breach, if an
organization can prove that they have a cyber 
program, and reasonably conform to established
standard frameworks such as NIST, ISO 27001, or
CIS, these laws can provide an affirmative defense
to liability caused by the breach.



THANK YOU!
For More Contact David Mauro
Dmauro@allcovered.com


