Man-in-the-Middle Attacks

A Man-in-the-Middle attack occurs when an attacker intercepts and potentially alters
the communication between two parties without their knowledge. This attack can
compromise the confidentiality and integrity of the transmitted data.

How Man-in-the-Middle Attacks Work:

1.

3.

Interception: The attacker intercepts the communication between the victim
and the infended recipient.

Decryption: If the communication is encrypted, the attacker may attempt to
decrypt it.

Modification: The attacker can alter the communication before passing it to the
intended recipient.

Relaying: The attacker forwards the communication to the intfended recipient,
making it appear to be a direct communication between the original parties.

Performing a Man-in-the-Middle Attack in a Small Restaurant Setting:

1.

2.

3.

Wi-Fi Eavesdropping: The attacker sets up a Wi-Fi network with a name similar to
the restaurant’s legitimate network. When customers or employees connect to
this network, the attacker can intercept and monitor all the traffic.

ARP Spoofing: Within the restaurant’s local network, the attacker sends fake ARP
(Address Resolution Protocol) messages to associate their MAC address with the
IP address of a legitimate server or device. This way, traffic for the legitimate
device gets routed through the attacker’s device.

SSL Stripping: The aftacker downgrades HTTPS connections to HTTP, intercepting
and reading the communication in plaintext.

Example Scenario:

1.

Rogue Wi-Fi Scenario: The attacker sets up a Wi-Fi network named
“Restaurant_Free_WiFi" near the restaurant. Customers connect to this network
thinking it is the legitimate one. The attacker can intercept login credentials,
payment information, and ofher sensitive data.

ARP Spoofing Scenario: The attacker connects to the restaurant’s internal
network and uses ARP spoofing fo infercept communications between the
restaurant’s POS system and the payment gateway, potentially capturing credit
card information.



Preventive Measures:

o Secure Wi-Fi Network: Ensure the restaurant’s Wi-Fi network is secured with strong
encryption (WPA3) and a complex password. Regularly change the Wi-Fi
password and avoid using easily guessable network names.

o Guest Network Segmentation: Set up a separate network for guests and
employees, isolating critical systems from public access.

o Use HTTPS: Ensure all web traffic uses HTTPS to encrypt communication. Educate
customers and employees to check for the HTTPS prefix and the padlock icon in
their browsers.

e Strong Encryption: Use strong encryption protocols for internal communications
and data storage.

e Network Monitoring: Implement monitoring tools to detect unusual activity, such
as ARP spoofing attempts.

o Employee Training: Educate employees about the dangers of connecting to
unsecured Wi-Fi networks and recognizing phishing attempts.

e VPN Usage: Encourage or require Virtual Private Networks (VPNs) to access
sensitive information over public or untrusted networks.

According to guardsquare.com, educating users, customers, and employees about the
dangers of public Wi-Fi networks is essential. When users are well-informed, they are less
likely to become victims of common cyber-attacks, which makes them a crucial
component of the overall security strategy.

By understanding the risks and implementing these preventive measures, small
restaurants can protect themselves and their customers from Man-in-the-Middle attacks
and ensure the security of their communications.
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