Social Engineering

Social engineering is a manipulation technique that exploits human psychology to
access confidential information, systems, or physical locations. Unlike hacking
techniques that rely on technical skills, social engineering relies on human interaction
and often involves tricking people into breaking standard security procedures.

How Social Engineering Works:

1.
2.

Pretexting: Creating a fabricated scenario to obtain information or access.

Phishing: Sending fraudulent communications, typically emails, to trick recipients
into revealing personal information.

Baiting: Offering something enticing to the victim to prompt them to release
information or compromise their system.

Tailgating: Following someone into a secure area without authorization by taking
advantage of the person holding the door open.

Impersonation: Pretending to be trustworthy, like a technician or a manager, to
gain access to restricted information or areas.

Performing Social Engineering in a Small Restaurant Setting:

1.

Phishing Emails: Sending emails to employees pretending to be from a trusted
source, such as the restaurant owner or a supplier, asking for sensitive information
like login credentials or financial data.

Pretexting Calls: Calling the restaurant and posing as a bank representative or
health inspector to extract sensitive information like employee details or security
procedures.

Impersonation: A person dresses as a maintenance worker, delivery person, or
even a health inspector and gains access to restricted areas or information by
claiming they need to perform certain tasks.

Baiting with USB Drives: Leaving infected USB drives labeled with enticing labels
like "Employee Salaries" or "Confidential" in the restaurant, hoping an employee
will pick one up and plug it info a computer, thus infecting the system with
malware.

Tailgating: Following an employee through a secure door by pretending to have
forgotten their access card or by carrying something that makes them seem
legitimate.



Example Scenarios:

1.

Phishing Scenario: An employee receives an email that appears to be from the
restaurant's supplier, asking them to update their payment information via a
provided link. The link leads to a fake website that captures their login
credentials.

Impersonation Scenario: A person dressed as a fire inspector arrives during a
busy time, claiming they need to check the fire extinguishers and emergency
exits. While doing so, they gain access to employee areas and possibly sensitive
information.

Preventive Measures:

Employee Training: Regularly tfrain employees on recognizing and responding to
social engineering attacks, emphasizing the importance of verifying identfities
and requests.

Verification Procedures: Implement strict verification procedures for anyone
requesting sensitive information or access to secure areas. Always verify through
a known and trusted method.

Email Security: Use email filtering and security solutions to detect and block
phishing attempts. Educate employees about unsolicited emails, especially
those requesting sensitive information.

Access Control: Limit access to sensitive areas and information to authorized
personnel only. Use access cards and ensure that employees do not hold doors
open for strangers.

Incident Response Plan: Develop and communicate a clear incident response
plan for handling suspected social engineering attempts, ensuring employees
know whom to report to and what steps to take.

In a conversation with a local business owner, we discussed a social engineering attack
that targeted their business. The attacker called the restaurant, pretending to be a
friend of the owner, and convinced the cashier to withdraw cash and deposit it into a
Bitcoin machine. The cashier was then instructed to send a picture of the receipt to the
supposed 'friend,' who claimed to be assisting the owner with a task. When the business
realized it was a scam and attempted to convert the Bitcoin back into cash, the Bitcoin
was already gone.

By understanding and mitigating the risks associated with social engineering, small
restaurants can better protect themselves and their sensitive information from being
compromised.



