
U
se a PIN

 passcode, never touch ID
 or

face ID
. A

lw
ays lock your screen.

K
eep phone and apps updated.

T
urn off location services. Y

our
location is tracked in the background
of your services by default. T

his data is
shared w

ith your applications and your
m

obile carrier. 
F

or groups and individuals that have
m

ore acute security concerns, a factory
reset of m

obile device is recom
m

ended
D

on't use G
oogle search. U

se a search
engine like B

rave search or
D

uckD
uckG

o.
U

se the brow
ser like F

irefox or B
rave if

looking up sensitive content.

D
on't use G

oogle
M

aps to locate or
get to a sensitive
location. 
D

isable A
irdrop

unless you are
actively using it,
then turn it back
off.
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Secure your phone:
B
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A
 beginners guide to data 
security for activists

(2025)

T
urn off B

luetooth, W
iF

i, and
U

ltraw
ideband (U

W
B

) w
hen needed.

T
hese use short-range radios to

com
m

unicate w
ith other devices. T

his
inform

ation can be observed by a
“beacon” or scanning device.
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H
ow

 to create a strong passw
ord, a

com
ic: xkcd.com

/936
E

lectronic F
rontier F

oundation
ssd.eff.org for a deeper dive into all
these topics 
L

earn m
ore about phishing at

phishing.org
W

hat is a V
PN

 and how
 do I get one?

privacyguides.org/en/basics/vpn-
overview
A

ctivists and the Surveillance State,
L

earning from
 R

epression, a book
edited by A

ziz C
houdry

A
dditional R

esources


