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 c
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 b
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T
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 n
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su
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ot
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pr
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U
nd

er
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an
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r f
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 c
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 d
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ro
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m
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d
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, d
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 c
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hi

s m
ea
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 c

om
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isi

ng
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ss
et

sh
ou

ld
 n

ot
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th
er
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T
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 b

ot
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nd
 n

on
-

di
gi

ta
l p

ra
ct

ic
es
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A

 k
no

w
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id
en

tit
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hi

ng
s w
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 y
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t d
ec
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 y
ou

r i
de

nt
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uc
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as

 p
ay

in
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ll 
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 p
os

tin
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on
 fa

ce
bo

ok
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at
 y

ou
 re

gu
la

rly
 u

se
. T

hi
s

ps
eu

do
ny

m
 is

n'
t a

no
ny

m
ou

s b
ec

au
se

—
if

m
on

ito
re

d 
fo

r l
on

g 
en

ou
gh

—
de

ta
ils

 a
bo

ut
th

e 
ow

ne
r c
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he
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ay
 th
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le
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op
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of
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 b
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 p
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 b
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r d
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B
u

rn
er p

h
o

n
es:

B
urner phones are m

eant to be used once, and
then are considered “burned.”
U

sing a burner phone to talk to som
eone's

everyday phone leaves a trail betw
een you and

your contact. B
urners å only contact other

burners. 
N

ever turn your burner on in proxim
ity to your

m
ain phone.

Identifying yourself or your contacts by nam
e in

your burner com
prom

ises your anonym
ity.

A
nonym

ous phones: 
A

nonym
ously buy the phone, its SIM

 card,
and its plan. U

se cash. G
o to a store a bit

further from
 your hom

e. W
alk or take other

anonym
ous m

odes of transport to go buy
the burner phone. D

on’t bring your m
ain

phone to purchase the burner. 
D

o not turn on the burner phone close to
w

here you live, because an adversary can
learn the history of a phone’s physical
location. 

Pseudo-anonym
ous phones:

Pseudo-anonym
ous phones are phones that

you have purchased anonym
ously but you

use close to w
here you live.

V
P

N
s

V
irtual Private N

etw
orks (V

PN
s) are a w

ay of
hiding activity from

 your internet service provider
w

hich is regularly shared w
ith law

 enforcem
ent.

V
PN

s disguise the flow
 of internet traffic entering

and exiting your device, only the fact that you are
using a V

PN
 is visible. V

PN
s are relatively easy to

install, although they do cost m
oney. 

A
 V

PN
 w

ill not protect every aspect of
anonym

ity. 
Y

our V
PN

 provider has access to a lot of
inform

ation. W
hile they claim

 not to log your
inform

ation, that is a prom
ise, not a

guarantee. 
If you don’t use an H

T
T

PS site, things like
passw

ords, session tokens, and queries can be
shared w

ith your V
PN

 provider and other
potential adversaries in betw

een the V
PN

server and your destination. H
T

T
P is not the

sam
e level of security.


