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Burner phones:

 Burner phones are meant to be used once, and
then are considered “burned.”

« Using a burner phone to talk to someone's
everyday phone leaves a trail between you and
your contact. Burners & only contact other
burners.

« Never turn your burner on in proximity to your
main phone.

« Identifying yourself or your contacts by name in
your burner compromises your anonymity.

. Anonymous phones:

o Anonymously buy the phone, its SIM card,
and its plan. Use cash. Go to a store a bit
further from your home. Walk or take other
anonymous modes of transport to go buy
the burner phone. Don’t bring your main
phone to purchase the burner.

o Do not turn on the burner phone close to
where you live, because an adversary can
learn the history of a phone’s physical
location.

« Pseudo-anonymous phones:

o Pseudo-anonymous phones are phones that
you have purchased anonymously but you
use close to where you live.
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VPNs

Virtual Private Networks (VPNs) are a way of
hiding activity from your internet service provider
which is regularly shared with law enforcement.
VPN disguise the flow of internet traffic entering
and exiting your device, only the fact that you are
using a VPN is visible. VPN are relatively easy to
install, although they do cost money.

A VPN will not protect every aspect of
anonymity.

o Your VPN provider has access to a lot of
information. While they claim not to log your
information, that is a promise, not a
guarantee.

o Ifyoudon’t use an HTTPS site, things like
passwords, session tokens, and queries can be
shared with your VPN provider and other
potential adversaries in between the VPN
server and your destination. HTTP is not the
same level of security.
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A beginners guide
to data
security for
activists (2025)
Issue #2, next steps




